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ABSTRACT

This project 1s conducted to the Administration System Analysis and Design of
Royal Thai Customs Department, in particular to the emphasis on the Bangkok Port
Customs Import and Export Bureau. The possibility of investment is assessed both
qualitative and quantitative analysis. Analyzing problems of the existing system, the
users’ requirements are essential factors in formulating the appropriate solution as the
recommended system.

The main purpose of this project is to present analysis of the current
administration system, especially the Customs procedures, the import and export
procedures, and the clearance of goods. Thus the Smart Card is designed as a proposed
system that is strongly determined to solve the problems of the Customs Department so
as to create better understanding and a new image by streamlining the working process
(paperless), organizational management, human resources development, including the
participant of the private sector for joint cooperation on the resolution of problems. The
proposed system is specified by user requirements.

Nevertheless, smart card system still plays an important role to many businesses
in Thailand, so the trend of smart card progression is expanding to many features and
applications in the near future. Assessment of risk evaluation is a basic tool for
supporting the recommended system. Further, the feasibility analysis for the proposed
system leads to the decision of the investment, including cons and pros of the smart card
system when is installed in the Customs Department. Gantt chart or implementation
plan of the proposed system is defined briefly and easily to understand in real task and
the highest productivity or beneficial outcome will be achieved by investing on the
recommended system. Finally, the recommendation will also help to support the

security system as a new feature in Thailand.
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I. INTRODUCTION

1.1 Background of the Project

Towards the end of 1997, the Customs Department initiated a Customs
modernization reform program. Up until now, several measures have been launched to
improve the services given to the public by focusing on the simplification of Customs
procedures and, in particular, on facilitation to importers and exporters. With its strong
determination towards service improvement, the Customs Department has since in the
beginning of the fiscal year 1998 realigned the principal service.

In the present, many new technologies have been invented and developed in order
to facilitate people satisfaction in their daily lives. Such technologies play an important
role to personal needs and they still play an important role to the business area in the
world. Not only the foreign countries have been developing high technologies but also
there are many occurring changes in innovation in Thailand. Especially, Management
Information System (MIS) which compounds with many parts in the system and
operation such as the Internet system, Information Technology (IT) system,
Asynchronous Transfer Mode (ATM), Electronic Fund Transfer (EFT), Electronic Data
Interchange (EDI), etc. Because of their efficiency, they have more effects with many
businesses and government organizations that work for a lot of information or data
transaction.

Smart Card, which is a plastic card, embedded microcomputer chip for data
storage, supervision and security. It is a new generation of portable computer. The smart
card is a modern technology used in the Customs tasks speeding up procedures,
drawback, and development of International Customs enforcement for the protection of

honest entrepreneurs, risk assessment, and development of human resources. The



system will create morale on rendering services based on the principle of good
governance, and creating more credibility and transparency.

This project is conducted to analyze and improve the administration system of
The Royal Thai Customs Department, which has the main roles of collecting revenue
and facilitating business transactions both domestically and internationally. It
emphasizes on the Import-Export Department of seaboard. Nowadays, there is the
expansion of many the import and export businesses in Thailand so the entrepreneurs
have to prepare and collect many documents for the execution of Customs formalities,
the import and export procedures, and the clearance of goods. The Customs Department
is regarded as the country’s import and export gate, being tasked with the examination
of imported and exported goods to see if they comply with Customs regulations, for
instance whether such goods are accompanied by a correct license from the concerned
agency if they are so required. The Customs official play an important role to check all
related documents and inspect the import and export goods before releasing from the
Bangkok Port. They keep documents in files or folders that make them be difficult to
look for and it is also a waste of time and process is costly. Because of slow and
repeated process, it will affect in increasing in bribery between the entrepreneur or
shipping and the officer is easily.

Moreover, this organization must work on many paper-documents related to
entrepreneurs’ data. The existing system is collecting data to be files or folders that
people work many steps in operation. Hence, it has to reduce the waste of time, cost,
and unnecessary documents so that the processes will reduce in each step to the system.

Fortunately, the smart card system is considered to be a proposed system. Because
of high security, the smart card system will protect the unauthorized users who want to

access this system. For the potentiality of smart card, it will also prevent the bribery in



the organization. All entrepreneurs’ data are kept in only one card that is designed for
text store thus, they can use it to contact and operate transaction without many
documents. Additional, it also simultanecously gives users the satisfaction they want
from their work and it still gets the productivity and efficiency it needs to look-over the
new features in the future.
1.2 Objectives of the Project

The objectives of the project are to evaluate and develop the existing system by
designing the smart card system to be the proposed system. To analyze the possible
factors that have direct effect on work performance and identify the users’ requirements
of a new system. Furthermore, it will show many applications of Thai Customs
Department Smart Card in the future. There are recommendations of the steps needed to
penetrate the new system to all users, including feasibility analysis on the proposed
system to check whether it provides the worthwhile solution.
1.3 Scope of the Project

The scope of the project is to study only The Customs Department in Thailand,
especially the Import-Export Department of seaboard. It analyzes the administration
system that collects a lot of information on paper work and improves it. To identify
users’ requirements which the cutrent system cannot achieve. To suggest the smart card
system as the proposed system for long-term solution and to recommend the trend of

smart card features in Thailand.



II. LITERATURE REVIEW

This chapter will propose the definition and features of smart card, the history and
evolution of the smart card. Furthermore, it also provides the structure of smart card,
types of smart card including advantages and disadvantages, and the application of the
smart card in several areas. Also, the theories about data flow diagram and economics
are necessary for the analysis of this project.

2.1 Definition of Smart Card

According to McCrindle (1990), a smart card is defined as a plastic card, usually
about the same size as a magnetic stripe card that has electronic logic to store data and,
in some case, a microprocessor that can process data.

Bright (1988) also defined the smart card as a portable data storage device with
intelligence and provisions for identity and security.

Therefore, smart card can be defined as a plastic card in which a specialized
microprocessor chip is embedded for data storage, supervision and security.

Like other computers the smart card can be programmed to do any task within its
processing power and memory capacity. Data stored in card memory are managed by
the microprocessor, which continuously supervises data flow and access restrictions.
Card memory may be divided among different files whose access rules are separately
established.

Its practical applications can be divided into three broad categories:

(1) Data carrier. Here the card is used as a convenient, portable and secure

means of storing information; for example, medical records or equipment

maintenance records.



(2) Identification. Here the card provides a secure means of identifying the
holder so as to allow access to a computer or a football stadium, for
example.

(3) Financial. Here the card can be used for transactions as a replacement for
cheques or pensions, for example.

Some applications fit into more than one of these categories. For instance, a smart
card acting as a train season ticket would provide both identification at the ticket barrier,
or on the journey, and financial payment for the journey.

In addition, the card is not restricted to a single application. It could contain
emergency medical data relating to the cardholder (data carrier), provide a means of
gaining access to a building where the person works (identification), and be used in
vending machines at the place of work (financial) (McCrindle 1990). Figure 2.1 shows
just a few of the many applications for which smart cards can be used. This is by no

means a comprehensive list - applications are limited only by one’s imagination.

Figure 2.1. Some of the Many Applications of Smart Card (McCrindle 1990).
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2.2 Security Features

One of the most important features of the smart card is security. It is of primary
importance in many of the applications to which the smart card can be put. For
instance, when used as a medical card, the card must be able to protect sensitive data
from access by unauthorized persons or, when used in financial applications, it needs to
be very secure to prevent monetary fraud. Unlike passive devices, such as magnetic
stripe cards, the smart card, with its on board computing power, is able to use its
“intelligence” to counter attacks from unauthorized persons intent on fraud or on
reading confidential data stored in the card.

Security features to prevent such attacks can be grouped under the three headings:

(1) Physical and manufacturing security.

(2) Personal identification security.

(3) Communications security.
2.2.1 Physical and Manufacturing Security

Smart cards are very difficult to reproduce without the right facilities and
expertise. Manufacture of the chips requires very complex and expensive equipment-
not the type of equipment that could easily be obtained by a “small-time” criminal and
set up in a back room for the manufacture of fake cards. Even if stolen chips are used,
their bonding to the substrates and their encapsulation into the card both require
specialized equipment. Custom chips for smart cards are not publicly available and
would not be easy to obtain. Also, any attempt to decipher the contents of a chip from
an existing card would, at least, need access to an electron microscope.
2.2.2 Personal Identification Security

There was a security threat from someone stealing a card from the owner and

presenting it at the system for personal gain. Currently, for magnetic stripe cards, the



most commonly used method of identifying the owner of a card is the PIN. The card is

entered into the system, the identity number stored on the card is read by the system and

the PIN is generated from it by an algorithm. This is compared with the PIN typed in

on a keypad by the person who presented the card. If the two agree, then it is assumed

that the person presenting the card is the genuine owner of the card. Alternatively, the

PIN may be stored in the host computer instead of having an algorithmic link with the

identity number.

Where PINs are used, the smart card offers four distinct advantages over magnetic

stripe cards as follows:

(@)

(b)

©

(d)

As it has computing power, the smart card can carry out the PIN comparison
itself and does not have to reveal its identity number to the system, thus
avoiding a security weakness of the conventional system.

The PIN that is keyed in can be encrypted and, because the smart card has
intelligence, can be decrypted by the card. So, if somebody succeeds in
tapping the line, the PIN cannot be read.

The card can recognize whether a number of attempts are being made to
enter different numbers until the correct PIN is found. After a set number of
attempts (three for instance), it can invalidate itself so that it cannot be used
again until it is reinitialized by the card issuer. On line magnetic stripe card
systems can equally offer this feature but the number of failed attempts is
stored on the system computer rather than the card.

With a smart card, the owner is able to change the issued PIN, any number
of times, to a different one which may also be more easily remembered.
The card could even be programmed to protect the user against himself by

refusing to accept a PIN which is too obvious, such as 1234. With magnetic



St. Gabriel's Library
stripe cards, the banking system allows only one change of PIN.

Identification, through the use of a PIN or password, can only prove that someone
knows the key to the system. It does not prove that the person using the card is the
authorized cardholder. So, in this example, somebody who has difficulty remembering
the PIN, and has written it on the card, provides all that is necessary for the card thief to
gain access to the system. To link the person positively to the card requires some
additional or alternative method of personal identification.

The memory capacity of the smart card makes the use of alternatives possible.
These alternatives are known as ‘“biometrics” which involve the measurement of a
unique personal characteristic of the cardholder, followed by digitization of the
measured characteristic and the recording of it in the card. Some of the characteristics
being considered for this purpose are dynamic signature verification, fingerprint, voice

patterns, hand geometry, and retinal eye patterns. The biometrics is shown in Figure 2.2.

t’g;fw’»w?ﬁ Gej o aigor

Figure 2.2. Biometrics Methods for Unique Identification of the Cardholder
(McCrindle 1990).
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Dynamic Signature Verification

There are two ways of checking whether a signature is genuine:
dynamic, which traces the way in which the signature is written; and static,
which compares the way the signature looks after it is written. Dynamic
signature is shown in Figure 2.3.

Analysis of the dynamics of writing offers important and useful
distinctive features for the recognition process. It is much more difficult to
copy the way a signature is written than it is to copy a signature for static

checking.

Figure 2.3. The “Sign/On” Dynamic Signature Tablet Can Operate with the GEC

2

Contactless Smart Card (McCrindle 1990).

Fingerprint Verification

The location and orientation of these small features are used by both
manual and machine methods of verification. There are, typically, between
50 and 200 minutiae per finger and 20 are sufficient for positive

identification.
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Manual methods of identification include dusting areas with powder
to develop prints, and taking fingerprints from suspects using an ink pad.
Machine identification is usually carried out by placing the finger on a
reading area where a technique, such as total internal reflection with a glass
plate, is used to create an image of the print. The image is then scanned to
determine the location and orientation of the minutiae. Variations in the
exact positioning of the finger on the plate may make it necessary for the
computer to be able to rotate the image until a best match is made.

In tests, it was found that it was more difficult to identify prints in
cold weather but easier with dirty, particularly greasy, fingers. There was a
higher error rate for women than for men, and manual workers and people
with DIY hobbies were difficult to identify.

Fingerprint identification is said to be unpopular with the public
because of its association with criminal investigation. It requires, typically,
between 300 and 1,000 -plus bytes of memory to record a fingerprint.

Voice recognition

For a computer to be able to recognize a voice, it has to be
programmed to compare measured features of the voice with a recorded
original. Typically, when first introduced to the system, a subject is asked
to speak certain words and phrases into a microphone. The voice pattern is
then analyzed to extract the necessary information required for
identification.

Research has found that particular speaker training techniques can
reduce the number of errors in voice recognition systems but factors outside

the speaker’s control, such as throat infections or emotional stress, can

10
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affect the voice to the extent that he or she will be rejected.
(4) Hand Geometry
Research has shown that individual hands have unique features such
as finger lengths, skin web opacity and radius of curvature of fingertips.
Systems have been produced which measure hand geometries by scanning
with photo electric devices.
(5) Retina Pattern Verification
The subject’s retina is scanned using a low intensity infra-red beam as

shown in Figure 2.4.

Figure 2.4. Eye-Dentify Retinal Pattern Verification System (McCrindle 1990).

For a comparison of the principal biometrics techniques which have

just been described as in the Table 2.1.
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Table 2.1. Comparison of Principal Biometrics Identification Methods (Zoreda 1994).

Characteristics Typical memory requirements Typical false acceptance
Signature 40-200 bytes 1 in hundreds
Fingerprint 300-1000 + bytes 1 in million
Voice 100-200 bytes 1 in thousands
Hand geometry 10-200 bytes 1 in thousand
Eye retina 30-40 bytes 1 in billions

2.2.3 Communications Security

To be of any use, all cards, unless they are only used for visual identification
purposes, have to communicate with another device.

Since security is one of the main features of smart cards, smart cards may also be
able to test (or “challenge™) the eligibility of the external device being used for data
reading. Unauthorized access is avoided by the card, by reversible self-blocking or even
by self-destruction. Moreover, built-in data enciphering is included in many cases.
These features make smart cards the best solution for carrying sensitive information and
for applications in restricted environments.

As data security is provided by the card itself, off-line operations and transactions
(i.e. transactions conducted without a connection to a centralized system) can be safely
carried out. This opens up the number of applications, as off-line transactions can be
performed in many places and situations where on-line transactions are not applicable,
such as vending machines, phones, parking lots, public transports, and the like. Several
independent applications may be implemented in the same card (Zoreda 1994).

2.3 The History of Smart Cards

Wolfgang and Wolfgang (1997) said that the proliferation of plastic cards started

in the USA in the early 1950s. The low price of the synthetic material PVC enabled the

production of robust, long-lasting cards, much more suitable for use in everyday life
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than the previously conventional paper or cardboard equivalents, which were not
equipped for coping with mechanical and climatic damage.

Today, plastic cards allow the traveller to shop across the world without cash. The
holder is never without means of payment, yet avoids exposure to the risk of loss
through theft or other hazards which are difficult to guard against, particularly whilst
travelling. Besides, having a card does away with tedious currency exchange when
travelling abroad. These unique advantages have helped plastic cards to become widely
and rapidly established world-wide. Many hundreds of millions of cards are now
produced and issued annually.

At first, the cards’ functions were quite simple. Initiaily, they served as data-
carriers protected against forgery and tampering. The general data, such as the issuer’s
name, was surface-printed while individual data elements, like the cardholder’s name or
the card number, were embossed. Furthermore, many cards carried a signature field, in
which the holder could sign his or her name for reference. Protection against forgery, in
these first-generation cards, was provided by visual features, such as security printing
and the signature field. As consequence, the system’s security depended quite
fundamentally on the quality and care of the retail staff accepting the cards. However,
this was not a huge problem due to the cards initial exclusivity. With increasing
proliferation, these rather basic features no longer proved sufficient, all the more so
since the danger represented by organized crime was growing apace.

On the one hand, the increasing pressure of handling and bank charges made a
machine-readable card necessary; and on the other, the card-issuers’ losses due to
customers’ insolvency and fraud grew from year to year. It became apparent that
security measures against fraud and tampering, as well as the cards’ functions, had to be

extended and improved.
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The first improvement consisted of a magnetic stripe on the back of the cards.
This allowed further digitized data to be stored in machine-readable form, in addition to
the visual data and that obtainable by printing out the embossed data. This type of
embossed card with a magnetic stripe is still the most commonly used as a method of
payment.

Magnetic stripe technology suffers from a crucial weakness, however, in that the
data stored on the stripe can be read, deleted and rewritten at will by anyone with access
to the appropriate read/write device. Hence, it is unsuitable for the storage of
confidential data. Further measures are needed to ensure confidentially, as well as to
protect against tampering. That is why most systems which employ a magnetic stripe
card are connected on-line to the system’s host computer. However, this generates
considerable costs related to the need for data transmission. In order to keep costs down,
a solution had to be found enabling card transactions to be executed off-line, but
without putting the system’s security at risk.

The development of the smart card, in parallel with the expansion of electronic
data-processing, opened up completely new possibilities for solving this problem. The
huge progress in microelectronics in the 1970s made it possible to integrate data storage
and arithmetic logic on a single silicon chip measuring a few square millimetres. The
idea of incorporating such as integrated circuit into an ID card was announced, and a
patent applied for by the German inventors Jurgen Dethloff and Helmut Grotrupp, as far
back as 1968. This was followed by a similar application by Kunitaka Arimura in Japan
in 1970. However, the first real progress came with Roland Moreno’s announcement of
his smart card patents in France in 1974. It was only then that the semiconductor
industry was able to supply the required integrated circuits at a reasonable price.

Nevertheless, many technical problems still had to be solved before the first prototypes,
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with two partly-integrated chips, became a reliable product which could be
manufactured with sufficient quality, in large number and at sensible price.

The great breakthrough was achieved in 1984, when the French PTT (Postal and
Telecommunications Services) successfully carried out a field trial with telephone
cards. Significantly, the breakthrough came not in the traditional bank card market, but
in a new application. Such an application enjoyed the great advantage that no account
needed to be taken of compatibility with existing systems, and thus the options offered
by the new technology could be fully exploited.

A comparative pilot project was conducted in Germany in 1984-1985, using
telephone cards based on a variety of technologies: magnetic stripes, optical storage (so-
called holographic cards) and smart cards.

The smart card proved the hero of this pilot study. In addition to a high degree of
reliability and security against tampering, smart card technology promised the greatest
flexibility in future applications.

With the general expansion of electronic data-processing in the 1960s, the field of
cryptography experienced a quantum-leap. Modern hardware and software permitted the
implementation of complex and demanding mathematical algorithms, which made
possible a degree of security unparalleled till then. Moreover, this new method was
available to anyone, whereas previously cryptography had been a covert science and the
preserve of military and secret services.

With these modern cryptographic procedures, the power of the security
mechanisms built into electronic data-processing systems could be proved
mathematically. It was no longer necessary to rely on the very subjective assessments

used in conventional methods.

15



. saoriel's Library

The smart card was the ideal medium for ensuring a high degree of security, based
on cryptography and available to everyone, since it could safely store secret keys and
carry out cryptographic algorithms. In addition, smart cards are so small and so
effortless to use that they can become a part of everyday life. Thus, the chip-
incorporating bank card made possible the highest degree of security in the field of
private payment transactions.

Especially in European countries and Japan, smart card has been pervasively
applied in many aspects such as payment card or personal record card. Malaysia also
plans to introduce an electronic national smart card which will incorporate the identity
card, driving license and passport. The card would include features such as the
capability to withdraw cash from banks, contain one’s health data, traffic offences,
convictions and immigration violations. The smart card would allow immigration check
points to clear travelers faster and it also contains the holder’s photo and thumbprint in
an embedded microchip (Bangkok Post 2000).

In Thailand, on August 1993, Thai Farmer Bank incorporated with Loxbis
(Thailand) Co., Ltd., Gemplus Technology Asia Co., Ltd. and Veriphone (Singapore)
Co., Ltd. had issued smart card in the form of credit card. TFB-Smart card, as its name,
was a card which magnetic stripe card was attached on the back and microchip was
embedded on the left side of the card for health record, secret code of cardholder, etc.

In the middle of 1995, Thai Military Bank had also done smart card market survey
and in the beginning of 1996 they launched credit card which microchip has attached on
the left side of the card as a card that is widely used in the present.

However, we have seen the smart card can influence to the people (cardholder)
two years ago and some company start to join their smart card with other company or

government sections.
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Starting with the EGV Co., Ltd.,, movie theatre business, and the Microbus,
transportation company, these two companies design the smart card to apply .to their
business with the purpose of the convenience of the card holder. So, we can use this
Smart card to buy ticket’ movies and bus ticket. It can be refilled when the credit is not
enough. They also announce to expand their company’s member in the future with the
purpose to see the smart card as the multipurpose card.

Later, the Shell (Thailand) Company also had an idea to join with many
companies such as Robinson Department Store, Shinawatra Communication company,
etc. to design the “Smart Point” project. This project will provide to their member
(Cardholder). Whenever the cardholder use their smart card, the cardholder can collect
the “point” which is set by the company in the same time to get the reward in the end of
the year. This rewards include the air ticket, monetary, gift, etc. which can attract the
cardholder to use the card. From this case, we can see how to use IT/IS concept and
marketing strategy together to apply in “smart card.”

On February 1997, Caltex incorporated with Thai Military Bank and Posnet (a
branch of Samart Corporation) also launched the electronic card, called “Star card”
which is the first form of smart card for filling gas in the gas station. They aimed at
penetrating in the large sized companies and organization that need to effectively
control the gas expenses.

Further, CP Seven-Eleven Co., Ltd., in corporation with three large banks (Krung
Thai Bank, Bangkok Bank, and Thai Commercial Bank) and the international
investment group, on behalf of cashcard group, have set up the company which will be
expected to finish at the middle of next year. With this corporation, they will provide
services about e-money under the “E-Purse” project. Such e-purse is in the form of

smart card or chi card that can record as much information as the purse. Also, in the
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future Seven-Eleven has aimed to develop e-purse (in the form of smart card) to be the

perfect e-purse, that is, it can be used as telephone card, bus card, taxi card, BTS

skytrain card including ID card and driving licence card (lne3g 2543).

Recently, the Thai government section also change the previous “ID. Card” into
new “Smart ID. Card.” This smart card can combine many important information in
many areas such as police station, tax department, etc. This smart card can be used in
many government section and provide the more convenience for the cardholder.

Therefore, smart card’s high functional flexibility, which allows a card already in
service to be reprogrammed for new applications, has opened up completely new fields
beyond the card’s traditional applications.

2.4 Evolution of Smart Card

The evolution of the smart card is the story of two parallel product developments
that were to merge into one product in the 1970s. The two products are the computer, or
to be more specific a miniaturized computer — the microcomputer chip, and the
magnetic stripe card.

2.4.1 The Microprocessor Chip

The history of the computer could be said to begin when man was first faced with
performing calculations and recording data. Early forms of computing devices included
the abacus which allowed calculations to be performed by moving beads on a frame of
rods and wires according to a set of rules.

The first mechanical calculator is considered to be the invention of a French
philosopher, Blaise Pascal. The Pascaline, as his machine was known, could add and, if
adjusted, subtract. It consisted of interlocking cogs and wheels on different axles. The

rotated when a number was dialed and the result was shown in a small window.
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In the early nineteenth century Babbage pushed the development of the computer
forward with the invention of his “Difference Engine.” This was designed to perform
arithmetic calculations which were advanced enough to generate complex tables. His
machine was partly built bit never completed because engineers of the time were unable
to make the machine to his specifications. It 1s now known, however, that the Difference
Engine would have worked engineering techniques had been sufficiently advanced to
allow it to be built. Babbage moved on to design another, more general purpose,
machine called the “Analytical Engine.” This machine was not constructed but Babbage
spent some time, until his death in 1871, considering design problems and making some
of the parts.

A tabulating machine was used for the first time in the American census of 1890.
Herman Hollerith and John Shaw Billings had the idea if using punched cards to
mechanize the processing of data derived from the census.

Mechanical calculators continued to be improved and developed during the
nineteenth and early twentieth centuries but it was nit until the 1930s that the crucial
step was taken to incorporate valves into what were still essentially mechanical
machines. A team headed by Vannevar Bush, working at the Massachusetts Institute of
Technology, invented the Differential Analyzer having realized that using exclusively
mechanical parts would impose considerable restrictions. Hence the team decided to use
valves to store valves as voltages. The resulting machine was very large but could carry
out general-purpose calculations.

The next important step in the computer was taken by a German, Konrad Zuse,
who made his first computer, the Z-1, in 1936. His second computer, the Z-2, was
completed in 1939 and in this design he made the advance of using electromagnetic

relays instead of mechanical switches is some sections. He describes his next computer,
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the Z-3, as “the first program-controlled computer which worked as a complete entity.”
It is unfortunate that only the improved version of the Z-3, which was designated Z-4,
survived the Berlin air raids.

Meanwhile, in Britain work on computers was concentrated on producing a code-
breaking machine. A team of top mathematicians and electronics experts were installed
at Bletchley Park during the early years of the war and set to work. They developed a
series of electromagnetic machines known as the Robinson series. This was followed by
the Colossus series. A paper tape provided the data input at a speed of 5,000 characters
per second. In all, ten of these machines were built and they represented the first digital
computers. They were much faster than any mechanical or electromagnetic machines of
the time but were limited in their scope as they had only been developed for a dedicated
purpose.

2.4.2 The Magnetic Stripe Card

In 1930s, some embossed metal and plastic cards were introduced and the use of
credit cards was increasing and it was becoming important for the information to be
extracted from the card as quickly as possible.

The following thirty years saw the market for credits cards expand rapidly. Banks
became interested and started issuing cards in the 1940s. The retailing industry
continued to be a particularly keen user of credit cards but new industries, such as the
travel and entertainment industries, began to issue their own cards.

In 1969, the first magnetic stripes were added to the embossed cards, as a result
the magnetic stripe readers were installed immediately in every place to accept credit
cards. The new magnetic stripe cards were used intentionally and standards were needed
to ensure that they could be used worldwide. Thus, the International Standards

Organization (ISO) laid down standards to cover various aspects of the cards including
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the dimensions, embossing and location of the magnetic stripe. Later, the magnetic
stripe card was being used in many parts of the world by the mid 1970s. However,
losses through fraud and bad debts were high. In order to counter this, security features
such as holograms, fine background printing and signature panels were added to the
cards. The banks have also introduced measures to enable them to identify an
occurrence of fraud more quickly and the legal penalties for card have been
strengthened.

2.4.3 The Merging of the Microcomputer Chip and Card

Computers and magnetic strip cards gradually began to come together when
computers were used increasingly in processing card transactions. In 1974, Roland
Moreno, a French journalist, had the idea of putting a chip inside a conventional plastic
card. He patented his idea and founded a company, Innavatron, to promote it. In 1976,
CII Honeywell Bull obtained a worldwide licence for the development of the card.
Flonic Sclumberger followed suit in 1979 and in the same year Phillips obtained a
licence for France only. Smart Card Interational was the first US company to obtain a
licence and today there are many companies which have been licensed by Innovatron to
manufacture and sell smart cards.

Interest in smart cards was beginning to grow in other countries by the early
1980s and in Japan, a programme of smart card development and investment was under
way.

Development was also taking place in a slightly different direction, with patents
being field for contactless smart cards. Work was being done on contactless cards in the
USA, by AT & T, and in Britain, by GEC. The development of the GEC card had begun
in 1982 at the Marconi Research Center. The team at GEC had recognized the potential

of smart cards but saw some disadvantages in using metallic surface contacts to power

21



the card. GEC’s intention was to produce a card which could be powered and could
communicate without being inserted into a slot. The success of this early research world
led to a new company, GEC Card technology, being set up to manufacture and sell
contactless smart cards.

In Japan and the USA, some people were taking the smart card a stage further and
designing the concept of a smart card with a display and keyboard. This concept became
known as the super smart card.

In 1985, the ISO set up an international steering committee to look at the
possibility of agreeing standards for contact smart cards. The standards were intended to
cover such items as the contact position, interface protocol and information content and
control.

Towards the end of 1985, the French banks made a decision to begin replacing all
their magnetic stripe cards with smart cards. The development stages of the GEC
contactless card, leading to the ISO standard size version, and the historical evolution of

smart cards are summarized in Figure 2.5 and Figure 2.6.

A
Memory
Capacity “Active”
128 kilobits cards
“Active” cards terminal
EEPROM with 64 kilobits independent
reprogrammable
memory
Contactless -
Hand-held ~cards
Reader/writers
- Reprogrammable cards “Passive”
Chip Up to 64 kilobits cards
ISO stripe 32 kilobits terminal
EPROM | Multichip monochip “mixed> 16 kilobits dependent
for car —  8kilobits
2 kilobits 4 kilobits
Hard-wired
Logic
Late 70s Early 80s Mid 80s Late 80s

Figure 2.5. 1978-1988 Ten Years of Technical Evolution (Wolfgang and
Wolfgang 1997).
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Figure 2.6. Historical Evolution of the Smart Card (Dreifus and Monk 1997).

2.5 Manufacturing, Personalization and Issuing of Smart Card
There are eight major stages involved in the manufacture, personalization and
issue of smart cards. These stages are illustrated in Figure 2.7 and discussed as follows:

(1) Design. Designing the card to a written specification which meets market
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(6)
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(8)

requirements, such as cost, satisfies a multiplicity of different applications,
will operate in a range of environments and survive under normal wear and
tear conditions for a specified period of time. The design should
accommodate the possibility of scaling up to very large volume
manufacture. Unlike the operations that follow, design is not a process that
is repeated except when a new generation of card is to be produced.

Chip fabrication. Manufacture of the smart card chip or chips.

Embedding software in permanent memory. Storage of fundamental
instructions required for all applications, such as sending data to the reader,
are stored in the card’s permanent memory.

Micromodule manufacture. Production of a circuit board (rigid or flexible)
and the mounting of the chip or chips on the board prior to incorporation of
the module in the card.

Embedding the micromodule in a card. The use of traditional card
lamination techniques or other techniques to produce a non-active card
including the embedding of the micromodule in the card.

Application program development. Writing of the application software to a
specification.

Activation. Incorporation of the application software in the card, together

. with security keys if they are required.

Personalization and issue. Storage, in the card, of personal identification
data relating to the ultimate cardholder and the issue of the card to the
intended owner, such that no mismatch occurs with personal data stored in

the card.
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Figure 2.7. The Manufacturing of Smart Card (Bright 1988).

2.6 Structure of the Smart Card

Although there are a number of different types of smart cards, they all have in
common the same three fundamental elements as any other computer: processing power
(the smart part), data storage elements, and a means to input and output data.

The processing power is supplied by a microprocessor chip and the storage
elements by a memory chip. Some cards have these combined on one chip (a
microcomputer, also known as a microcontroller). The microprocessor incorporated in
the card can differ from one card manufacturer to another, as can type of the memory.
The means by which data is transferred in and out of the cards, and the units through
which they communicate, can also be different. Although each element may differ in
detail each performs the same basic tasks. Before the card can function it must have a

source from which it can be powered.
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Microprocessor.

The microprocessor is the intelligent element of the smart card. It
performs two basic functions: the manipulation and the interpretation of
data. It carries out these functions by executing instructions stored in the
card’s memory.

Memory structure.

Various ways of structuring the memory to provide a hierarchy of
security zones, are employed by different card suppliers. There are,
however, three fundamental zones: open, working and secret.

The open zone contains information which is not confidential, such as
the cardholder’s name and address. It can be read by the card reader but
alterations cannot be made by an unauthorized person.

The working zone contains confidential information.  Certain
information must be given to the card before access is permitted. The most
usual way of presenting this information to the card is by inserting the card
into a reader, with the cardholder entering a personal identification number
(PIN). For financial applications, the confidential information could be the
amount of a purchase, the date and details of the merchant from whom the
purchase was made. Also contained here would be the information that the
card’s microprocessor checks before authorizing a transaction, such as the
available credit and the number of transactions that can be allowed in a
defined period.

In the secret zone, the information is completely confidential. The
contents are not accessible to the cardholder and need not be known in total

by the issuer or the manufacturer. This zone holds data such as the PIN.
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The card’s microprocessor has access to this zone and can examine the PIN
and compare it with the PIN entered by the cardholder via a keyboard. This
ensures that the PIN never leaves the card, thereby maintaining a high level
of security.

Input/Output

For the smart card to be of any use, it must be able to interact with the
“outside world.” Therefore, it must have a means by which it can receive
and send data. The method varies, depending upon the type of card. Some
cards for instance, communicate through metallic contacts on the card’s
surface while others do so by the contactless transmission and reception of
data. Others communicate via a keyboard and display incorporated in the
card.

Read/Write units with which the cards communicate can be
categorized into four basic types which are described in the following list.
The choice of read/write unit is dependent upon the system or product into
which it is to be incorporated.

(a) Intelligent stand-alone units

(b) Non-intelligent units (These read/write units do no more than provide
the interface between the card and another device, such as a computer)

(c) Hand-held read/write units (These low-cost units are small, can be
held in the hand, are battery powered and usually contain a keyboard
and small display)

(d) Integral read/write unit (An integral read/write unit is usually a bésic
non-intelligent unit which has been embedded in a larger, more

complex device, such as an automatic teller machine(ATM)
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Figure 2.8 shows portable contact smart card for read/write unit. It is battery

powered although it can also be powered from the mains.

Figure 2.8. Portable Contact Smart Card Read/Write Unit (McCrindle 1990).

Further, there are three principal methods currently in use for powering a smart
card as follows and the principal methods are shown in Figure 2.9.

(1) From aﬁ external power source feeding current through contacts on the card

(2) By transmitting power

(3) By abattery embedded in the card

Some thin card calculators use solar cells on the surface to provide sufficient
power for the device to operate but this method for powering a smart card is currently
not popular because of its limitations as follows:

(a) It requires good ambient light.

(b) Cells are vulnerable to breakage when the card is flexed.

(¢) It is more costly than cards which obtain power through contacts or via

contactless operation.

28



St. Gabriel‘s Library

Power

Read/Write Unit Smart Card

(a) Powering a Contact Smart Card

-~
. N
— . N
+ A W T T
</ VRN o
AR Smart Card
. , Power 7.7
Read/Write Unit
(b) Powering a Contactless Smart Card
+ e ~™ F=1
+ —
Power
Read/Write Unit
Smart Card

(c) Powering a Super Smart Card

Figure 2.9. Different Methods of Powering a Smart Card (Dreifus and Monk 1997).

2.7 Types of the Smart Card

There are a variety of smart cards available from a number of different
manufacturers. They can vary in terms of the microprocessor used, the type of memory
and the way they communicate with the read/write unit. However, they can be broadly
divided into the three different categories: contact smart cards, contactless smart cards,

and super smart cards. The different types of smart cards are illustrated in Figure 2.10.
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Figure 2.10. Three Types of Smart Cards (Wolfgang and Wolfgang 1997).

2.7.1 Contact Smart Cards

Contact smart cards have the microelectronics embedded in the card with
connections to metallic contact pads on the surface of the card. The contacts are the link
by which the read/write unit and the card’s microcomputer communicate and the means
by which power is fed to the microelectronics. There are eight contacts and the
allocation of the function of each has been standardized. Two of the contact are reversed
of supply voltage and ground (zero voltage reference), one for reset and one for the
clock signal which provides timing information for the microprocessor to carry out its
operational sequences. The remaining contacts provide for serial data input and output,
and the supply of power necessary to program the memory while two are reversed for

future allocation. The following figures show the contact smart card.
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Contact Smart Card

Figure 2.11. Contact Smart Card (www.gemplus.com).

Figure 2.12. Bull CP8 Contact Smart Card (McCrindle 1990).

2.7.2 Contactless Smart Cards

A contactless cards look just like plastic cards, except that they have an electronic
microchip and a high frequency radio antenna or coils embedded inside which is
activated when the card is passed near a transmitter. These components allow the card
to communicate with an antenna/coupler unit without a physical contact. Contactless
cards are most suitable for high speed or large volume applications as in mass-transit or

toll collection activities. Contactless smart card is shown in Figures 2.13 and 2.14.

31



Contactless Smart Card

Cary Bacy
(Fromt -
Caw Body
[§-:1 33

Figure 2.13. Contactless Smart Card (www.gemplus.com).

Figure 2.14. GEC Contactless Card and Read/Write Unit (McCrindle 1990).

2.7.3 Super Smart Cards

Super smart cards differ from the other smart cards quite radically insofar as it
incorporates a keyboard and liquid crystal display (LCD). It can function more like a
stand alone terminal without the need of a card read/write unit. Although it can work
independently, there are occasions when it needs to go on line, for instance to a

computer. To accommodate this function, these cards also, generally, have surface

32



contacts. To maintain downward compatibility with magnetic stripe readers, the card is
able to emulate, electronically, a magnetic stripe being read. As with other cards, a logo
and an embossed cardholder’s name and number can be incorporated. In the case of the
super smart card, on the side of the card, opposite the display and keyboard. The
driving force for the development of the super smart card has come, very much, from
Visa International (Figure 2.15). Working with the Toshiba Corporation of Japan, Visa
brought the card into existence, although another company involved with this

technology is Smart Card International of New York.

Figure 2.15.  Visa Super Smart Card (McCrindle 1990).

Further, there are others types of smart card as follows:
(1) Optional memory cards (Drexler Laser card)

(2) Tags

(3) Intelligent tokens (NPL Token)

(4) Magnetic stripe card
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The optical card is passive and does not contain a processor. The most striking
feature of the LaserCard is its 2 Mbyte memory capacity-this is equivalent to about 800
pages of text or 60 pages of graphics.

Applications for the optical memory card are in areas where large amounts of
memory are required. The card is particularly suitable for medical records as it has the
capacity to hold graphical information as well as text.

The advantage of this card is to distribute easily and it can be used to download
information on to the user’s computer for further processing and updating. Record
keeping is another application where the optical memory card’s use is particularly
appropriate.

A tag could be defined as a contactless memory card. Like the contactless smart
card, it works without coming into contact with the reader. It also contains memory
although much less than is found in memory cards. Unlike the smart card, it does not,
generally, contain intelligence in the form of a microprocessor and the nature of the
electronics within it prevents it from being made into an ISO card. As its name implies,
the applications to which a tag is put are normally related to tracking and identification-
for example, tracking of manufactured articles on a production line or allowing
personnel access to a secure area. Coded tags come in a range of different packages to
suit specific applications.

For intelligent tokens, the National Physical Laboratory (NPL) in Britain has been
working for some time on the development of a token, called Talisman, which can

provide far greater security than is possible through the use of a PIN alone.
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The aim of this card is to enable the token to sign messages electronically using a
unique secret key which is never revealed to the terminal. NPL token is shown in Figure

2.16.

Figure 2.16. The Prototype NPL Talisman Token MK2 (McCrindle 1990).

The identification procedure begins with the token being presented to the
terminal. The token then identifies itself to the terminal, which responds by sending out
a challenge in the form of a random number. When the token receives the challenge, it
asks the cardholder to enter his PIN via the token’s keypad. The PIN is then compared
to the number stored in memory. If the PIN is correct, the token generates a digital
signature on the challenge and returns the signed challenge to the terminal.

Most people are familiar with magnetic stripe cards: automatic teller machine
cards and credit cards are common examples. These cards usually contain between one
and three magnetised tracks which contain details such as the primary account number

and expiry date. Figure 2.17 shows some features of magnetic stripe card.
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Figure 2.17. Some of the Features Incorporated on a Modern Magnetic Stripe Card
(Wolfgang and Wolfgang 1997).

The main difference between a magnetic stripe card and a smart card is the site
where the processing takes place. With a magnetic stripe card, this happens in a central
data base; with a smart card, this happens in the card itself.

The use of card systems as an alternative to cash payments provides an example
of the different way in which the two card types operate. In an EFTPOS (Electronic
Funds Transfer at Point-of-Sale) transaction, the magnetic stripe card is swiped through
a reader, with the retailer adding information about the total amount of the purchase.
This information is relayed to the central data base which confirms that the card holder
has sufficient funds in his or her account. The on-line connection between the card
holder’s bank account and the account of the payee (for example, a retail outlet or
service station) allows funds to be transferred. The card is used simply to identify the
account from which the money will be debited by the central data base. In contrast,

with a stored value smart card, (or SVC), the card holder first transfers funds to the card
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via a smart card reader. The transferred funds are stored electronically on the card. The

card is then inserted into a special card reader at the retailer or merchant and the amount

is debited from the electronic monetary value stored on the card. The funds are then

transferred to the merchant after being temporarily stored in a holding account by the

enterprise managing the whole payment system for the stored value card.

2.8 Advantages and Disadvantages of Smart Card

Smart card, as a new technology, provides a lot of advantages as suggested by

McCrindle (1990), he said that benefits of using a smart card in general way are as

follows:

(1)

ey

€)

4
)

(6)

(7

Smart card technology had been proved successful and had the potential to
prevent fraud.

The system is easy to use. The card holds all the information necessary for
automatic configuration and log-on.

Context-sensitive help facilities can be provided, where appropriate, in the
knowledge that they will only be seen by authorised users.

The card can be used as a portable and updatable personal data store.

There are security features built into the cards EFTPOS units enabling them
to verify each other’s identity.

There could be a smooth change-over from existing magnetic stripe cards as
smart cards could work with existing readers.

Communications between the card and the reader could be encrypted to

increase security.

Further, he also stated that both retailers and cardholders benefit from using smart

card system. For retailers, smart card provides several benefits as follows:
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Transactions are shorter and they can move people through till check-outs
(EFTPOS units in this case) mofe quickly.

They no longer need to spend time comparing the signature on the cheque
with the signature on the card.

The till itself checks the hot card file so that there is no need to look through
lists of numbers on paper.

The day’s takings are more secure, held electronically in an EFTPOS unit or

a smart card than they are in notes and coins.

For the cardholder, the benefits reflect those to the retailer. Such benefits are as

follows:
1)
)
)

4

%)

As transactions take less time at the till, shopping is quicker and easier.
There are no cheques to write.

The card is more secure than existing bank cards. The use of the PIN
ensures that no one but the cardholder can use the card for transactions
larger than £20. The hot card file helps to prevent a lost or stolen card from
being used.

It is easy to keep track of spending by viewing transactions at the MFile
station.

The cardholder does not necessarily have to go to the bank to load MCash.

Moreover, the bank also benefits from using smart card since there is a reduction

in processing costs. The cost of processing a cheque can be as much as 60p. The

increased security of the card makes fraud less likely and added services could

encourage more customers to use the bank.

Michael Porter E. (1985) also suggested that smart card has advantages in many

aspects. Advantages of smart card are discussed below:
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Off-line Security. It is the “intelligence” of the microprocessor which
enables the smart card to function so effectively as an off-line device. Of all
the plastic card technologies, only the smart card can be programmed to
ensure the traditional responsibilities of a centrally controlled on-line system
can be adequately maintained and protected when an off-line solution is
substituted. Neither the magnetic stripe card nor the optical card has the
ability to calculate balances and to check these against authorised monthly
spending limits. Nor can they handle the computational requirements of a
powerful security algorithm.

Data storage. The chip selected for smart cards must optimise the chosen
technology based on the parameters listed. Power consumption creates heat
and is a function of processing speed, packing density and the type of
technology. Similarly, not only is cost a function of complexity but is also
directly related to “yield” that is, the percentage of chips which pass the
final acceptance tests. Moreover, there are different degrees of difficulty in
accommodating various forms of memory on the same chip. The
developments have given rise to yet another acronym—HCMOS—which
stands for “high-performance CMOS.” The essential characteristics when
compared to CMOS are very low power consumption, higher speed, greater
packing density (100,000 transistors), and the ability to allow both EPROM
and EEPROM to be combined with the microprocessor whereas CMOS
only allows EPROM integration. This last item represents an important
benefit in supporting a wide range of applications on a single chip card.
Read/write terminals. Since the very earliest days of development, the

design and features of the smart card and its integrated circuit chip have
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dominated the publicity and even the more intellectual dissertation — often at
the expense of the other essential elements including the read/write
terminals. In an effort to redress the balance, and in view of their undoubted
significance, this section examines some of the more important issues
associated with the design and operation of read/write terminals. It will be
clear by now that the choice of the read/write device is conditioned by the
nature and source of the card selected and by the specific application needs.

A growing range of card readers exist today which may be loosely

categorised into four generic versions:

(a) Independent devices which not only provide access to the integrated
chip but also support all relevant work-station functions by means of
self-contained memory and processing resources along with keyboard
and display facilities.

(b) Dependent devices which interconnect with a separate terminal, e.g.
personal computer, utilized to provide the resources necessary to
communicate with the card.

(¢) Integrated devices which are accommodated within a more
sophisticated terminal, e.g. point of sale unit, resulting in a saving of
space and overall costs.

(d) Hand-held devices which were originally developed in France for the
national EFTPOS service to suit retail outlets where low margins
precluded the use of more sophisticated equipment. These low-cost
devices are battery powered and comprise a pin-pad and one-line
display with which to check card authenticity and verify the user’s

PIN.
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Clearly, the selection criteria used to determine which read/write
device option is appropriate will vary according to the system needs.

(4) Low-power operation. There is low power operation for using telephone
chip card, only 2 mA for memory card and 5-15 mA for processing card.

(5) Robustness. The smart card has lifetime at least 10 years more in
comparison with the magnetic stripe card or ordinary card only 3 years. In
testing, it is found that contactless card is more reliable than the magnetic
stripe card 17 times.

Besides, as suggested by Wolfgang Rankl & Wolfgang Effing (1997), the smart
card offers a range of advantages compared with the magnetic stripe. The maximum
storage capacity of a smart card is of a far greater order of magnitude than that of a
magnetic one. Circuits with each over 20 kbytes of memory are already available and
they are expected to multiply with each new chip generation. Only the optical memory
cards have a greater capacity.

One of the most important advantages of smart cards consists in the fact that their
stored data can be protected against unauthorized access and tampering. As access to
data takes place only via a serial interface supervised by the operating system and by a
security logic system, it is possible to write confidential data to the card which can
never be read from outside. This secret data can then only ever be processed internally
by the chip’s arithmetic unit. In principle, the memory functions of writing, erasing and
reading can be controlled both by hardware and by software, and be linked to specific
conditions. This allows the construction of numerous security mechanisms, which can
also be tailored to the special demands of the relevant application.

Together with the ability to computer cryptographic algorithms, the smart card

makes it possible to implement a convenient security module which can be carried
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about at all times.

Further advantages of the smart card are its high degree of reliability and long life
compared with magnetic cards, whose circulation is generally limited to one or two
years.

However, smart card also has disadvantages. McCrindle (1990) said that
disadvantages of using smart card are as follows:

(1) The smart card is expensive unit cost.

(2) The investment of card readers is so expensive in comparison with ordinary

card.

(3) The smart card is not a robustness material in comparison with a coin.

Michael Porter E. (1985) also suggested that the smart card is a fairly expensive
item in comparison with an ordinary card. The cost is more than the magnetic stripe
card about 2-3 times.

Other disadvantages of smart card are about the cardholder has to pay for fee of
card using, the problem of static electric, magnetic field, temperature and ultraviolet ray.
Further, it may lack of technical support, technological support, and privacy. It may not
also be protected from theft and virus (Srisab 1999).

2.9 Smart Card Application

Smart card can be applied in various areas of business as follows:

(1) Financial Application

(2) Medical Application

(3) Health Care Application

(4) Telecommunication and Application

(5) University Application

(6) Miscellaneous Application
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Applications representative of the different areas emphasizing how smart card

facilities are used are presented in Figure 2.18.

Figure 2.18. Main Areas Where Smart Cards Are Used (Bright 1988).

2.9.1 Financial Application

The world of finance-banking, insurance, wholesale and retail business and so on
is one of the major application areas for smart cards and many areas of finance will be
revolutionized by the introduction of smart cards in the future.

In financial application, the card can hold in its memory such things as:

(a) Cardholder’s identification.

(b) Card issuer identification.

(¢) Cardholder’s PIN.

(d) Account balance.

(¢) Transaction limit.

(f) Log of transactions.

There are five types of financial transactions using the smart card: electronic
cheque, electronic travelers’ cheques, electronic cash, electronic token, and corporate

cash management services.
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Electronic Cheque

The smart card can be used during EFTPOS transactions (Electronic
Fund Transfer at the Point-of-Sale). At a retailer’s check-out the card is
placed on or in the reader, where it automatically goes through
authentication sequences. To authorize payment, the customer types in the
PIN which the card then matches with the one held in its memory. If the
number corresponds, the card will authorize the terminal to transfer funds
from the cardholder’s bank account to the retailer’s bank account. This can
be done instantaneously, or at a pre-set time, or the transaction can be stored
in the point-of-sale terminal until the terminal is interrogated by the bank’s
computer. A record of the transaction will be stored in the card at the same
time.

The card cannot give the cardholder information about the balance in
his bank account, because of other transactions such as direct debits, but it
will allow transactions up to a certain limit set by the bank, perhaps on a
monthly basis. This use of the smart card will bring about a significant
decrease in the number of cheques and vouchers handled by financial
institutions and should, therefore, reduce the costs of paper processing. On-
line communications costs will also be reduced as the card’s built-in
authorization means that referral to the bank’s main computer is not
required for every transaction. They can be batched up for transfer, for
example, in the middle of the night. The ability of the smart card to contain
a pre-set credit limit will reduce losses due to bad debt and will enable the
financial institutions to issue cards to a greater number of people. This will,

in turn, benefit the retailer as there will be more customers with credit.
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Electronic Travellers’ Cheques

The smart card can be used as a more secure and convenient
replacement for travellers’ cheques. A pre-paid monetary value is stored in
the card, possibly in a foreign currency. When payment is authorised, by
the cardholder’s PIN, the purchase value is deducted from the card.
Reconciliation of the travellers’ cheques held in the terminal will be carried
out at a later date.

Electronic Cash (Electronic Purse)

Funds can be loaded into a card for use as cash. This electronic cash
can then be used for small purchases without necessarily requiring the
authorization of a PIN. When the card is credited with the cash the
cardholder’s account is debited in the normal way, except that the amount
debited is then held by the bank until reclaimed by a retailer. When the card
is used to purchase goods or services the value of the transaction is deducted
from the card and held securely at the retailer’s terminal. The retailer then
presents this information to the bank so that his account can be credited. In
the intervening time the bank can invest the money.

Electronic Token

The smart card has considerable potential as an electronic token,
possibly in association with other uses. The principle here is that a prepaid
area is set aside to store electronic units of time or electronic tickets, etc., for
a specific service or item.

Magnetic stripe cards are currently being used extensively with public
telephones, parking meters and vending machines for this type of

application. At present these are discarded when empty. However, a smart
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card can be used to combine several token areas and each of these could be
recharged, depending on the type of memory in the card. This allows the
cost to be distributed over a number of services and over a much longer
issue life.

For example, the card could be used to pay for gas and electricity as a
replacement for coin meters. Consumers could pay for units at a vending
machine at the gas or electricity company shop, which would credit their
cards. The cards would then be used to operate the meters.

The advantages of this system would be that collections would no
longer have to be made and there would be no incentive for people to rob
meters or collectors. There would also be benefits for the consumer as units
could be bought and stored in the card in advance, in a similar way to
buying telephone stamps, for instance. The card could, conceivably, be
identified with one particular meter so that it would not operate another. It
is possible that the card could also monitor patterns of use and give back
information on peak consumption times so that the consumer could make
savings.

Corporate cash management services

Banks are now beginning to provide corporate cash management
services to companies and major clients. In this area, smart cards can act as
secure keys allowing major account holders access to the bank’s mainframe
computers to view their accounts and transfer money automatically between

accounts.
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2.9.2 Medical Application

As a general medical card, the smart card could contain information such as:

(1) Holder’s address, date of birth and next of kin

(2) Name and address of doctor

(3) Recent medical history

(4) Serious complaints

(5) Allergies

(6) Drugs being taken

(7) Donor wishes

The card could be carried by the individual and in the event of an emergency,
such as the holder collapsing in the street, it could provide immediate information to an
ambulance crew or doctor. The speed with which vital information could be available
may well save lives.

The smart card could hold information concerning the patient’s recent medical
history for the previous six months, which, in many cases, would be all the information
a doctor would require. If the patient carried the card to his appointment, it would not
be necessary for the doctor to have the patient’s file in front of him. At the end of the
consultation, the doctor’s notes could be recorded on the card and a copy printed out for
the file. At present, on occasions, a great amount of effort has to be put into locating a
patient’s records and getting them to the right place at the right time. If each patient
was issued with a smart card the paper records could be kept for reference only and for
use if a card is lost. A smart card system could prove to be cheaper than installing a
computer network in a large hospital for location and retrieval of patients’ records.

However, the smart card does not have enough memory capacity to store a

patient’s complete medical history, especially when it comes to store a digitized X-ray
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picture, for example.

The following figure shows the record of a “page” of personal identification

details and information useful to both the pharmacist and GP.

Name : Smith Mary Sex: F Blood group : AB+ Marital status : M

Address : 15 Station Road, Anytown, Glam CF9 401. Phone : (002) 12255445
NHS : VSYU3435578 NI : 215164651  Birthday 121516

EP1001 : 12154 TET: 123158 Smear : 054118615

Chronic : Asthma Bronchitis Diabetes Donor : Kidney eye

Allergies : Aspirin Penicilin

Next of kin: Doctor : Dr. Williams

Smith John Phone : (022) 15846136

77 Fisher Cottage

Winsor, Bershier PP097 G87

Phone : (86) 7878990 Comments : Insulin department diabetic

Figure 2.19. An Example of Record of Personal Identification (Dreifus and Monk
1997).

Table 2.2 is an example, which shows the record drug items prescribed to the

patient and indicate, on the card, the number of times each has been repeated.

Table 2.2. An Example of Record Drug Items (Dreifus and Monk 1997).

Date Drug Fo Str Qty Instr Repeat Disp
120386/  Aspirin ta 300MG 30 1-2/8DD/GR 1
120458/  Aspirin ta 300MG 30 1-2/8DD/GR 12547 8
120025/  Aspirin ta 300MG 30 1-2/8DD/GR 89652

2.9.3 Telecommunications Application
Actual smart cards are also employed in telecommunications, computers, and
consumer electronics as shown in Figure 2.20. Some phone services use smart cards.

Besides, GSM communications integrated services including phones and smart
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cards have recently been commercialized. Cards can protect data communications and
storage in mainframes and personal computers. Smart cards are also used in other
telecommunication services, with the well-known example of pay TV being the most

important.
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Figure 2.20. Smart Cards in Communications and Consumer Electronics (Bright
1988).

Telecommunication application can be discussed as follows:
(1) Pre—Paﬁd Telephone Card
The smart card could be purchased with a number of pre-stored
calling units, in the same way as existing telephone payment cards. Units
would be deducted to pay for calls until the pre-charged value was used up.
However, unlike present cards, an EEPROM-based smart card could be
recharged.
(2) Credit Card Telephone Card
As a credit telephone card the smart card could be issued to enable
authorized people to make expensive calls. This could be especially useful

to business people who travel widely and make extensive use of public
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telephones. Each card could have its own PIN for use in identifying the
cardholder before the call was connected. The value of each call could be
logged on the card until a predefined credit limit was reached. At that point,
the card could, through the telephone system, either inform the
telecommunications authority of the amount to be invoiced or authorize a
transfer of money from the cardholder’s bank account to the authority’s
account.
Speed Dialing

The cardholder could easily store frequently used telephone numbers
in the card where short, memorable codes would be allocated to them.
When placed in a telephone incorporating a read/write unit a line connection
would be made by, simply, keying in the appropriate code.
Telephone Personalization

The smart card could also be used to personalize telephones to the
cardholder’s own number. By simply placing a card on a suitably modified
telephone incoming calls on the cardholder’s phone could be transferred to
that number or outgoing calls could be charged to the holder’s number.
This could be particularly useful when used with a cellular phone installed
in a taxi.
Call Logger

People working at home, or away from their usual place of work,
could use the smart card to log details of their telephone calls. These details
could include number called, duration of call and cost, for use in subsequent
expense claims. The card could be interrogated at regular intervals either

for claim details or to check that it was only being used for legitimate
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business purposes.
(6) Automatic Log-On to information service
The smart card offers a more secure means of granting access to
telephone-based information services such as the UK Prestel service.

(7) Access to Telephone exchanges

The smart card could be issued to telephone maintenance engineers to
enable them to gain access to an exchange or to act as a portable data pad
for storing details of work undertaken and faults located.

2.9.4 Health Care Application

Health care is one of the major application areas of various types of cards. Intense
activity on patient cards, either as a single subject or associated with computerization of
health records, can be detected from statements made at several annual conferences,
scientific congresses, and symposia around the world.

Browsing through the proceedings of these meetings, one can find contributions
from many countries where implementations of card applications for health services are
suggested as shown in Figure 2.21. Most applications are in the pilot project stage, and
the national health services of many countries are using or testing different cards for
their patients. It is therefore reasonable to expect a rapid increase of health care card

applications in the near future.
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Figure 2.21. Health-care Areas Where Smart Cards Are Used. Inset: Examples of
Current Applications (Bright 1988).

2.9.5 University Application

University research groups have been traditionally involved in smart card
applications. It is not surprising, therefore, that smart card applications for university
services are quite common as shown in Figure 2.22. It is not surprising either that

university-related applications were initiated in the early days of smart cards.
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Figure 2.22. Current Applications of Smart Cards in Universities and Colleges (Bright
1988).
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2.9.6 Miscellaneous Application

Smart cards have found a place in many other activities. Card applications can be
spotted worldwide in amazingly variable areas. Prepaid cards are used for public
transport in trams, buses, trains, and subways. There are sport cards for practicing golf,
ski, or squash. Cards are being employed be hotels, gas stations, trade centers, cinemas,
and theaters. Cards are carried in cars for highway tolls, in ships, and in oil-drilling
platforms. Apple-shaped cards are the only dress for clients of several nudist beaches,
where the cards have demonstrated their reliability in a hostile environment like sea
water.

2.10 Economic Analysis Methodology

In the method of economic analysis, there are many approaches to be used as
follows:

(a) = Benefits-Costs Analysis

(b) Present-Worth and Capitalized-Cost Evaluation
Benefits-Costs Analysis

In analyzing the proposed system, only time measurement is not enough for
making decision since the new system needs the investment. As a result, we have to be
assured that benefits precede the total costs. Benefits and Costs can be thought of as
either tangible or intangible. Both of them must be taken into account when systems are
considered.

Tangible Benefits are advantages measurable in the currency that accrue to the
organization through use of the information system. Example of tangible benefits are an
increase in speed of processing, access to otherwise inaccessible information, access to
information on a more timely basis than was possible before, the advantage of the

computer’s superior calculating power, and decreases in the amount of employee time
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needed to complete specific tasks. Although measurement is not always easy, tangible
benefits can actually be measured in terms of dollars, resources, or time saved.

Intangible Benefit accrued to the organization from use of the information system
is difficult to measure but are important nonetheless. They may include improving the
decision-making process, enhancing accuracy, becoming more competitive in customer
service, maintaining a good business image, and increasing job satisfaction benefits are
extremely important and can have far reaching implications for the business as it relates
to people outside the organization as well as within it.

While intangible benefits of an information system are important factors in
deciding whether to proceed with a system, a system built solely for its intangible
benefits will not be successful. You must discuss both tangible and intangible benefits
in your proposal. Since presenting both will allow decision-makers in the business to
make a well-informed decision about the proposed system.

Apart from Benefits, Costs should always be taken in consideration in both senses
of tangible and intangible costs. Tangible costs are those that can be accurately
projected by the systems analyst and the business’ accounting personnel, included the
cost of equipment such as computers and terminals, costs of systems analysts’ time, cost
of programmers’ time, and other employee’s salaries. These costs are typically well
established or can be found out quite easily and are the costs that will require a cash
outlay of the business.

On the other hand, intangible costs are difficult to estimate and may not be
known. They include losing a competitive edge, losing the reputation for being first
with an innovation or the leader in a field, declining company image due to increased
customer dissatisfaction, and ineffective decision making due to untimely or

inaccessible information. As you can imagine, it is nest to impossible to accurately
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project a dollar amount for intangible costs. In order to aid decision-makers that want to
weigh the proposed system and all of its implications, you must include intangible costs,
even though they are not quantifiable.

Present-Worth and Capitalized-Cost Evaluation

The idea of the present value method is to determine how much money it is
worthwhile investing now in order to receive a given return in some years’ time. The
answer obviously depends on the interest rate used in the evaluation. To some extent the
present value method works backwards.

Further, cash flows over some time period are the actual inflows and outflows of
money are called cash flows. To perform the economic analysis, estimates may be
needed on financing interest rates, life of assets, revenues, costs, tax effects, etc.

First, the project benefits are estimated for each year from today. Then, we
compute the present value of these savings. If the project cost exceeds the present value,
then it is not worthwhile. A future amount of money converted into its equivalent
present value has a magnitude of the present-worth amount that is always less than that
of the actual cash flow, because for any interest rate greater than zero, all P/F factors
have a value less than 1.0. The terms frequently used in reference to present-worth
calculations are present worth (PW), present value (PV), and net present value (NPV).
Regardless of what they are called, present-worth calculations are routinely used to
make economic-related decisions. Up to this point, present-worth computations have
been made from cash flows associated with only a single project or alternative.

The present-worth (PW) method of alternative evaluation is very popular because
future expenditures or receipts are transformed into equivalent dollars now. That is, all
the future cash flows associated with an alternative are converted into present dollars. In

this form, it is very easy, even for a person unfamiliar with economic analysis, to see the
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economic advantage of one alternative over another. Other times, the cash flows will
include both receipts and disbursements. Receipts, for example, could come from
product sale, equipment salvage values, or realizable savings associated with a
particular aspect of the alternative. Since a majority of the problems we will consider
have both receipts and disbursements, we represent disbursements as negative cash
flows and receipts as positive. Deviation from this sign convention occurs only when
there could be no mistake in interpreting the final results.

Thus, whether alternatives involve disbursements only, or receipts and
disbursements, the following guidelines are applied to select an alternative using the
present worth measure of worth:

For one alternative, if PW >= 0, the requested rate of return i1s met or exceeded
and the alternative is financially viable.

For two or more alternative, when only one can be selected (i.e., alternatives are
mutually exclusive). Select the alternative with the PW value that is numerically larger,
that is, less negative or more positive, indicating a lower PW of costs or larger PW of
net cash flow of receipts and disbursements.

The alternatives must be compared over the same number of years. We use the
symbols as:

PW = value or sum of money at a time denoted as the present; dollars, pesos, etc.

F = value or sum of money at some future time; dollars, pesos, etc.
A = a series of consecutive, equal, end-of-period amount of

money; dollars per month, dollars per year, etc.

n = number of interest period; months, years, etc.
1 = interest rate per interest period; percent per month, percent per
year, etc.
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Thus, the following expression in brackets is known as the single-payment
present-worth factor (SPPWF). This expression will allow determination of the present
worth P of a given future amount F after n years at interest rate i.

P=F[1/(1 +1)n]
or another form: P = F(P/F, i%, n)

The following expression in brackets is called the uniform-series present-worth

factor (USPWF). This equation will give the present worth P of an equivalent uniform

annual series A which begins at the end of year 1 and extends for n years at an interest

rate 1.

p= A[(l + i)n-l}

i(1 +1i)n
Another form of this formula is as follows:
P = A(P/A, 1%, n)

There are four types of present-worth evaluation that are used in this project.

(a) Depreciation or Capital Recovery

(b) Straight-Line (SL) Depreciation

(¢) Evaluating Feasibility Factors

(d) Payback Period

Depreciation is the reduction in value of an asset owned by the corporation.
Depreciation models use government-approved rules, rates, and formulas to represent
the current value on the company books. The depreciation amount Dy, usually computed
annually, does not necessarily reflect the actual usage pattern of the asset during
ownership. Annual depreciation charges are tax deductible and indicated in corporate

accounts.
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The straight-line model is a method of depreciation used as the standard of
comparison for most other methods. It derives its name from the fact that the book value
decreases linearly with time because the recovery or depreciation rate is the same each
year at 1 over the recovery period. Therefore, d = ll/n. The annual depreciation is
determined by multiplying the first cost minus the estimated salvage value by the
depreciation rate d, which is the same as dividing by the recovery period n in the

equation form below:

D =  @B-SVid
= B-SV
n
where t ~ yean @i, 258, .5, 1)
D, = annual depreciation charge
B = first cost or unadjusted basis
SV = estimated salvage value
d = depreciation rate (same for all years)
n = recovery period or expected depreciable life

Economic feasibility addresses only one of the goals of systems development: the
project-management goal of developing a system within the imposed budget constraints.
However, a system that is economically feasible may be infeasible for other reasons:
organizational, technical, or operational. Parallel to the cost-benefit analysis for
economic feasibility is the project risk evaluation form for organizational, technical, and
operational feasibility. Project risk is the likelihood that a proposed system will not
satisfy the systems development goals: a high-quality system that is delivered on time,

within budget, and with high user commitment and that helps the organization meet its
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objectives. The ratings/responses for each risk factor are —1 (no; high risk), 0 (maybe;
not a factor either way), or +1 (yes; little or no risk). A +1 (little or no risk) rating for
each factor would yield a total score of 14; thus, the higher the total score achieved in
the evaluation, the lower is the degree of project risk associated with the project.
However, each factor also needs to be considered individually because a negative rating
on a few key factors can increase risk substantially. The output of an enterprise analysis
is a prioritized list of potential systems development projects. How does an organization
decide which of these projects to pursue? To make this decision, the organization must
evaluate the costs, benefits, and risks associated with each project. Few high-benefit
projects are also low-risk projects. Overall, an organization should give highest priority
to projects that promise significant benefits and a manageable level of risk.

Payback Period provides straightforward ways of yielding information to
decision-makers about the worthiness of the proposed system. Payback is a simple way
to assess whether a business should invest in a proposed information system based on
how long it will take for the benefits of the system to pay back the costs of developing.
Briefly, the payback method determines the number of years of operation that the
information system needs to pay back the cost of investing in it. Payback can be
determined in one of two ways-either by increasing revenues or increasing savings.
Alternatively, a combination of the two methods can also be used. Since this is a
popular way to assess alternative investment, businesses will typically have a set time
period for payback assessments. If the proposed system has a projected payback of six
years in a company that adheres to a three-year maximum payback on projects
involving fast-changing technology, the system will be rejected. Payback that is made
within the range used by the business but is still longer than typical may not be rejected

outright but may be subject to scrutiny through other methods.
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2.11 System Analysis and Design Approaches

System analysis and design used to analyze the existing and the proposed system

are as follows:

(a)
(b)
(c)

Data Flow Diagram (DFD)
Time Measurement

Gantt Chart

Data Flow Diagram concept is the diagrammatic picture explains the data flow of

any system. In theory, Sata flow is usually the first component to be defined system

inputs and outputs as determined from interviewing, observing users, and analyzing

documents and other existing system. The information captured for each data flow may

be summarized using a form containing the following information:

(1)

2)

()

(4)

)
(6)

(7)

(8)

ID, and optional identification number. Sometimes the ID is coded using a
scheme to identify the system and the application within the system.

A unique descriptive name for this data flow. This name is the text that
should appear on the diagram and be referenced in all descriptions using the
data flow.

A general description of the data flow.

The source of the data flow. This could be an external entity, a process, or a
data flow coming from a data store.

The destination of the data flow (same item lists under the source).

An indication of whether the data flow is a record entering or leaving a file,
used between processes, it is designed as internal.

The name of the data structure describing the elements found on this data
flow. For a simple data flow, this could be a one or several element.

The volume per unit of time. This could be record per day or any other unit
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of time.

(9) An area for furthers comments and notations about the data flow.

The details of each data flow is described using a data structure, which is a group
of elements sometime called fields. Data structures are usually described using algebraic
notation. This allows the analyst to produce a view of the elements that make up the
data structure, along with information about those elements. For instance, the analyst
will denote that there are many of the same elements within the data structure (a
repeating group) or whether two elements may exist mutually exclusive of each other.
When data structures are first defined, only the data elements that the user would see,
such as a name, address, and balance due are included. This stage is the logical design,
showing what data the business needs for day-to-day operation. Using the logical design
as a basis, the analyst then designs the physical data structures. These include additional
elements necessary for implementing the system. Indeed, Physical DFDs and Logical
DFDs are interchangeable by converting them to be another one. There are many steps
to convert physical DFDs to logical DFDs widely used started with remove all the
processed that refer to physical activities only and do not transform information. The
remaining processes are physical because they describe physical components. Then,
take each physical process, find out what it does, and replace it by a leveled DFD of
logical functions that represent the physical object’s logical activities, or what the object
does. All physical processes can be expanded in this way and their expansion combined
into a lower-level logical DFD. This lower-level DED is then examined. Any common
or similar functions are combined, and these combined higher-level processes become
the higher-level DFD. There are four kinds of symbols to represent system components

in DFD are shown in Figure 2.23.
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Figure 2.23. Data Flow Diagram Symbols (Hawryszkiewycz 1998).

Another theory used in this project in the part of feasibility analysis is Time
measurement. As a matter of fact, there are a number of work measurement methods
that can be used for work measurement depending on the application, time measurement
is the best suit for our project because of these reasons:

(a) Data flow of proposed system can be compared by time taken.

(b) New design changes some tasks; this method helps to specify detail of the

work elements.

(¢) Standard time is not necessary since this job does not take large volume.

Time measurement is one of the simplest approaches of work measurement. A job
is divided into a series of smaller work elements representing the accepted work
methods for the job. Observation is needed to record the time needed per transaction.
Then, the analyst sums up total time taken for one job. The less tome taken, the more
efficient task emerged due to the more utilization on the time.

In implementing the new system, the operation scheduling is very important to
keep step of working and easy for checking the result at each stage development. This

project applies the Gantt Chart in project scheduling so as to monitoring the progress of
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jobs. It is essentially a chart on which bars represent each task or activity. The length of
each bar represents the relative length of the task. We use a two-dimensional Gantt
Chart where time is indicated on the vertical dimension and a description of activities
makes up the horizontal dimension. The Gantt Chart depicts the sequence of work and
can also be used to monitor progress. Since the bar representing activities or tasks are
drawn to scales; that is, the size of the bar indicates the relative length of time it will
take to complete each task. In other word, if the preceding step is not finished on tome,
the Gantt Chart may have to be monitored from the next step till the énd of process so
that all parties can upgrade their task according to the plan. The main advantage of the
Gantt Chart is its simplicity. The system analyst will find not only that this technique is

easy to use but also that it lends itself to worthwhile communication with end users.
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III. THE EXISTING SYSTEM DEFINITION

3.1 Historical Background of the Thai Customs Department

Thailand’s duty and tax collection dates back to the Sukhothai period, when
Thailand first engaged in trading with foreign countries. The tax being collected in that
period was called “Changkob” and was lived on goods either in terms of exchangeable
items or money, and was based largely on the size of ship of other means of transport.
Details of the agency that collected the Changkob, however, remains unknown.

In the early Ayudhaya period, the government started to authorize officials to
collect a tax known as “Suay-Sa-Arkorn.”

In the late Ayudhaya period, this was replaced by a new system known as the
“Chao Pa Si” (Monopoly Tax Collector).

The new system allowed individuals, selected by means of tender, to collect tax at
the point of entry on behalf of Royal Finance House.

Tax collection evolved and prospered in the Rattanakosin Period. In the reign of
King Rama IV, a “Tax House” was founded to import goods on the basis of “Roi Chak
Sam” (the rate of 3 percent).

Later, in the reign of King Rama V, the government recommended tax collection,
bringing an end to the private sector role and the “Monopoly Tax Collector.”

In July B.E. 2417 (1874 A.D.), the “Ratsada Kom Pipat Chamber” or “Hoe
Ratsada Korn Pipat.” was established to handle all kinds of tax collection. The task of
collecting Customs duty was later transferred to the newly created “Customs House”

which became the foundation of the present Thai Customs Department.
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3.2 Roles and Responsibility

The main roles of the Customs Department are to collect revenue and facilitate

business transactions both domestically and internationally. These tasks have been

arranged as follows:

(1)

@

3)

Enforcement of tax laws and other related laws, including the tariff levied

on various import/export items. The revenue collected the department

consist of: Customs duty, value added tax (VAT) for the Revenue

Department, excise tax for the Excise Department, municipal tax for the

Ministry of Interior, surcharges under the Investment Promotion Act,

charges and fees under Customs and related laws.

Prevention, suppression and control of smuggling. This involves monitors,

investigation, and cracking down on illegal activities. It is meant to protect

honest entrepreneurs and to enhance the tax collecting capacity of the

department. This is achieved by:

(a) establishing measure against tax and duty evasion as well as rebate
fraud

(b) undertaking intensive surveillance and control over the smuggling of
narcotics, weapons and protected flora and fauna: and

(¢) exchanging  information/intelligence  with  other = Customs
administrations and related agencies.

Promotion of export through tax measures, including tax reimbursement for

raw materials imported to be produced, mixed, assembled or packed for re-

export. Also, tax exemption is granted on the raw materials which are

imported for storage in bonded warehouses and when re-exported from the
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Export Processing Zone (EPZ). Tariff reduction is also accorded to those

with promotional privileges from the Board of Investment

We also promote export, by offering incentives to investors, such as:

(1
2)

3)

simplified Customs formalities,

temporary goods depots for Customs inspection and packing of exported
goods to be transported out of the port are by the containerized system.
Apart form these three functions, the Customs Department is also
responsible for.

advising on policy-related matter for tariff structure reform and the use of
tax measures beneficial to the national economy; and other operations
defined by taw as responsibilities of the Department or those assigned by

the Ministry of Finance or by the Cabinet.

3.3 Action Plan

Action plans for the five-year master plan of the Royal Thai Customs Department

(1998-2002) are as follows:

(1)
2
3)
(4)
)

Customs Formalities Development
International Standardization Development
Export Promotion

Development Plan for Administration

Development Plan for Prevention and Suppression

3.3.1 Customs Formalities Development

In the first plan, the Customs Department introduces the paperless system. This

system is to hold the computer training programs for operating officers. Training

courses consists of basic computer for Customs officers including Microsoft Office,
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e-mail, and other software packages; new techniques for computer, Internet and
Customs-related Internet, EDI for Customs.

In addition, this system issues laws to support a paperless environment, studies
and analyze the Department's responsibilities and requirements to see where the
paperless system can be implemented, and drafts new laws to modify/amend the
existing Customs laws.

Further, it also seeks approval from the committee “Kor Por Kor” before
presenting proposed laws to the Department, and passes legal procedures of the
National Assembly.

This plan also develops Customs Broker System which include selecting Customs
Brokers and issuing licenses, Establishing an on-line computer system for Customs
Brokers’ inquiries, and Issuing laws to support and control Customs Brokers.

3.3.2 International Standardization Development

The second plan is to develop price system. Such system includes standardizing
price data, developing price data file system, drafting new laws to support the
introduction of GATT Valuation, and drafting operating regulations for GATT/WTO
Valuation.

It also develops plan for tariff nomenclature and structure which includes
modifying/amending the tariff nomenclature law by authorizing the Cabinet in the
amendment. Besides, it amends the tariff rate structure for reviving and developing the
country; coordinating with other countries to this end.

In the intemational standardization plan, it also includes adjusting the sub-
headings of the tariff nomenclature to be in harmony with those of ASEAN and other
countries for linking tariff data through EDI, Translating Explanatory Notes and WCO

Tariff rulings, and Introducing pre-classification information.
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Moreover, this plan is to develop plan to institute Kyoto convention and other
conventions’ regulations which includes amending laws and regulations to be in line
with the Kyoto Convention, and stipulating procedures for acceding to the Kyoto
Convention. Also, it is to develop plan to standardizing laboratories in line with the
WCO. To develop efficient, modern laboratories by using new technology and
equipment and then 1t is also goods analysis development.

3.3.3 Export Promotion

The third plan is to include amending the existing rules and regulations on
beneficiaries, rights and formalities to facilitate export promotion, establishing Customs
Free Zones, and amending relevant laws to promotion of establishment warehouses and
bonded warehouses locally. In addition to develop the on-line computer system for
export clearance and drawback which links computers at export entry counters, export
checking posts and clearance points, and Reduce the rates of yield by compiling and
standardizing them; encourage exporters to use the standardized rates of yield.

3.3.4 Development Plan for Administration

The fourth plan includes developing human resource, forming customary ways
and launching a campaign for encouraging personnel to recognize needs. There are
positive attitudes and values performing their jobs. Nevertheless, to establish criteria for
movement of personnel is to prevent unfairness but also to establish development and
training plans for officers, and to establish a plan for enhancing the work progress of
specializing officers.

For the organizational development plan, it is considered to implement plan in
line with measures for adjusting the public sector to counteract the economic crisis, and

complete the Five-Year Manpower Plan (1999-2003).
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The proactive public relations plan which supports to create an efficiency plan for
public relations, enhance the image of Customs, enhance understanding of new policies,
visions and our service approach, promote information technology service, and
harmonize information in the central and regional offices.

3.3.5 Development Plan for Prevention and Suppression

The finally plan, the Customs Department needs to develop network for
intelligence system. Moreover, development of risk assessment system and post
clearance verification. They provide introduction of information technology and new
technologies, including development of human resources in the field of suppression by
enhancing attitudes of working for transparency and justice for taxpayers.

3.4 Customs Administrative Structure

Royal Thai Customs Administrative Structure is compounded with five main
departments which work for the Administrations, Operations, Policy and Planning,
Assessment and Audit, and Technique and Foreign Affair with the administrative
structure as shown in Figure 3.1.

This project defines only the Operation Department and Technique and Foreign
Affair Department, in particular of Bangkok Port Import Clearance Bureau and
Bangkok Port Export Clearance Bureau. The important role of the Customs Department
toward Import and Export is nearly the same task. The Customs Department is regarded
as the country’s import and export gate, being tasked with the examination of imported
and exported goods to see if they comply with Customs regulations, for instance
whether such goods are accompanied by a correct license from the concerned agency if
they are so required. The examination is divided into 2 parts: examination of import and

export documents and examination of imported and exported goods. The organization

69



chart is shown Customs Administrative Structure in Figure 3.2, concerning on the
existing system analysis and the proposed system design.

At this point of view, the operation division can be divided into 3 main areas,
which monitor the formality execution of Importation process. The other division is
concerned with the technique and foreign affairs, which can be into 4 main areas and
one of them control and monitor the formality execution of Exportation process. Figure
3.3 shows as the Customs House and 5 Regional Customs Bureaus Map, including 55
bureaus which point to the outstanding position of Thai import and export areas.

This chapter defines administrative process in issuing Customs card steps for
operating with the execution of Customs formalities. The procedures of import and
export, and clearance procedure are presented to flow chart diagram. The existing
system is considered 3 parts; initially, the time is needed to get or delivery a receipt and_
Customs card done, and then the workload has been justified. Most of the information is
done on human resource and stored in an administrative data files or folders. The data
entry is duplicative and repetitive part of their jobs. There are filling out of paper forms
that are the same paper work. The staffs and officers can’t do the job efficiently and
effectively because of the lack of resources. They always reenter all their redundant data
on the same paper forms. Secondary, the system must develop and update data on the
import and export of Customs bureau network. If the data cannot be updated, the
accurate up-dated report will not be generated. The entrepreneurs or the Customs
brokers must submit many documents for approval. Finally, there is no sufficient
network to provide checking data because the entrepreneurs will have a chaﬁce to
directly meet the officers not only during the verification of documents before releasing
or clearance of goods but they will without delay because of Custom fraud and

corruption.
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Figure 3.1. Customs Organization Chart (www.customs.go.th).
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Administration Division and Technique and
Foreign Affair Division

Direct-General

Figure 3.2. Administration Division and Technique and Foreign Affair Division.
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Figure 3.3. The Customs House and Regional Customs Bureaus Map.

To consider the Customs Card Request procedure, there are seven steps as shown
in Figure 3.4. Therefore, The total time taken is about 1-2 hours to be complete all
procedures.
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Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Pick the Appropriate Customs Card application form.

I

Fill in the application form and prepare the documents. Submit form
documents, signature, and company stamp at the Customs office.

I

Forms and documents check by officer and key in computer.

I

Receive Queue and wait for calling from officer about 30 minutes to 1

hour.
v

Documents and photo verified and approved by applicant before

typing the Customs card.

Keep and record all document information to the Customs files.

v

Wait for taking the Customs card about 30 minutes to 1 hour.

Figure 3.4. The Customs Card Request Procedure.

3.5 Import Procedure via the Existing System

These following documents are used for the execution of Customs import

formality:

Examination of Import Documents

The importer’s documents must be shown and submitted to the Customs

Department in cases like:

(a)

managers’ or authorized persons’ signature cards which are issued by the

Customs Department; in case the importers authorized Customs brokers to
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(b)

(©
(d)
(©)
0]

(@)

perform the work on their behalf, Attorney-In-Fact card, Customs brokers’
or clearing identification cards must also be displayed to Customs officers;
import entries which are the Customs forms to be filled in by the importers
by giving the particulars concerning the description, Customs duty, value
added tax (VAT) for the Revenue Department, exercise tax for the Exercise
Department, and entry released. All copies must be original and 3 photo
copies;

bill of Lading:- 1 original bill;

invoices:- 1 original invoice and 3 copies;

packing lists:- 1 case;

oversea business form (Thor Tor 2) for the value of goods in excess of
500,000 bahts;

licenses or certificates in case the imported goods require import licenses or

certificates.

The existing import procedure and clearance of goods system is manual system,

which consists of 8 steps. Each process spent more time and the total time takes more

than 30 minutes. Importation at the Bangkok Port requires two steps: Document

procedure, and Clearance of goods. Figure 3.5 shows the step by step of import

procedures. Examples of Import documents mentioned above are illustrated in

Appendix C. Further, Export documents are mentioned in next topic.
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Clients fill in import entry and invoice information and physically then
submit entry and attached sheets at the Customs House.

I

Step 2: Customs official issued import entry number and register.

I

Customs official checks document for verification at formality section,
tariff, value calculation, etc. and key in computer.

I

Step 4: Pay duty tax and issuance rate through the bank or at the Customs House.

I

Step 1:

Step 3:

Step 5: Clients submit entry and attached sheets at the goods inspection section.
I

Step 6: Customs officials register and check all documents.
'

Step 7: Chief inspector stationing at the warehouse manually assigns inspector.
'

Step 8: Customs officials examine every Shipment.

Figure 3.5. Customs Import Procedure.

3.6 Export Procedure via the Existing System
These following documents are used for the execution of export Customs
formalities:

Examination of Export Documents
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The documents exporters must be shown and submit to the Customs Department

in general cases are:

(2)

(b)

(c)
(d)
(e)

®

managers’ or authorized persons’ signature cards which are issued by the
Customs Department; in case the exporters authorized Customs brokers to
perform the work on their behalf, Attorney-In-Fact card, Customs brokers’
or clearing identification cards must also be displayed to Customs officers;
export entries which are the Customs forms to be filled in be the exporters
by giving the particulars concerning the description, value, and quantity of
goods as well as the port and country of destination. All copies must be
original and 3 photo copies;

invoices:- 1 original invoice and 3 copies;

packing lists:- 1 case;

oversea business form (Thor Tor 1) for the value of goods in excess of
500,000 bahts;

licenses or certificates in case the exported goods require export licenses or

certificates.

The existing export procedure and clearance of goods system is manual system,

which consists of 13 steps. This process takes more than 45 minutes until packing cargo

to shipment but the exportation is not so strict than the importation, which is related to

import tax and exercise tax. Exportation at the Bangkok Port also requires two steps:

Document procedure, and Clearance of goods (see Appendix C).

(1)

Document procedure;
(a) completeness check of export entries / supported documents and

inspection order ( by assessment officials );
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(b) issuance of entry number and duty exemption numbers (by
formality officials).
These two steps will approximately be completed within 10-15 minutes.
(2) Clearance of goods;  The entries processed through the manual system
have clearance steps as follows:
Registration ——® Customs official assignment — ¥ Goods inspection
Working hours
The Export Formality Sub-Division, besides rendering services within office
hours, also provides identical services during the overtime period from 4:30 p.m. to
8:30 a.m. on the following day. There is a 24-hour service on weekends with no
overtime charges.
The Goods Inspection Sub-Division provides a 24-hour service with overtime
charges.
The following Figure 3.6 is shown the step by step of export procedures.
3.7 Problem Definition
According to the mentioned existing flow chart, there are many deficiencies that
generate problems for each administration process as follows:
(1) Issuance of Customs Card Procedure
(a) Manual work in repeated process i.e. issue new Customs card, inform
the information, writing receipt, collecting data into files or folders,
etc.
(b) Workload on one person i.e. Officer is responsible for categorizing
document, run number of document, recheck document, tracing

overdue case, key data, etc.
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Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Step 8:

Step 9:

Step 10:

Step 11:

Step 12:

Step 13:

Clients fill in export entry and invoice information and physically then submit entry and
supporting documents at the Customs House.

v

Customs official checks and verifies owner signature card.

Customs official issued export entry number and register.

Customs official checks export license or certificate.

Customs official checks document for verification at formality section, tariff, value
calculation, bar code, etc. and key in computer.

Pay duty, tax and insurance rate through the bank or at the Customs House and stamp
for approval inspection.

Clients submit export entry and attached documents at the goods inspection section.

v

Customs official registers and checks all documents again.

Chief inspector stationing at the warehouse manually assigns inspector.

Customs officials examine every Shipment and record clearance items.

N

Contain cargo into container or foreign ship.

Recheck container number or the amount of cargo from TALLY SHEET and export
entry, then record data.

Distribute documents to other related departments.

Figure 3.6. Customs Export Procedure.
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(c) Time spent i.e. finding the document, checking and rechecking

document, approving document, photograph, signature and company’s

stamp, queue 1n step by step, paying fees, etc.

(2) The execution of Customs formalities:- The import and export procedures

(a)

(b)

(c)

(d)
(e)

Redundancy of document i.e. invoices, receipts, exercise tax, value-
added tax, identification form, licenses or certificates, bills of lading,
packing lists, oversea business form, etc.

Idle time during approval process

Insecurity in work process i1.e. imitating of signed identification form,
photograph, company’s stamp, bribery, etc.

Taking much time in each step before clearance of goods

Number of steps i.e. informing the information, checking invoice,

paying tax, revenue, and Customs duty rates, etc.

(3) The Customs clearance of goods procedure

(a)
(b)
(c)

Mass-documents for inspection
Used much time in each process before releasing goods (the last step)

Bribery of officer and Customs broker easily

3.8 Users’ Requirements Specifications

The Customs officers as users are investigated and interviewed partly to analyze

flaws and deficiencies of the current system. The smart card system is set to provide the

up-to-date information. The report can be generated at any time as much as needed.

They can automate the most time-consuming and repetitive part of their jobs, all the

tedious data entry. Not only it will save time but it will also reduce errors. In developing

administration system, the data can always be updated through data entry screen and be

transmitted to linked hardware. It also reduces the workload of officers. However, the
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users requirements specifications which they want to help in working documents,

including the development of the administrative system as follows:

(1

@)

3)

4

)

(6)

(7
8

Data and accuracy list from other department to generate report and
competition report;

Standardize for all computation factors;

Reduce time consuming and work redundancy;

Need flexibility in generated any kind of report using difference data
resOurces;

Easy to update and using the up-to-date data from the related department
from the database system;

Provide a more user-friendly method to access and manipulate data so that
clients can more easily fill requests for information;

Provide on-line or network in operational processing applications;

On-site information system.

All steps are paper work or manual working process thus there is no connection

with the Customs database. They are separated to man to man in their duties. Thus, they

must key and arrange data in computer again so that the data will be kept into the

Customs files or folders, in another way, they must copy all documents and send to

other divisions related for being evidences in operation. That means the officer must

spend a lot of time to connect network and check information before container or

shipment moved.

The existing system is summarized the process as shown in Figure 3.7 below:
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[oN

Customs officials check and approve all documents and clients pay fees.

T UL
Chief inspector assigns officer to inspect cargo before packing to container and release.

Car Train Ship

Figure 3.7. An Overview of Import-Export and Clearance of Goods Procedures.
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IV. THE PROPOSED SYSTEM

4.1 Constituents and Configurations of the Proposed System

The customization is needed in system design in order to construct the most
suitable system for specific area. The proposed system recommended is the most
automatic process due to the major computer-based transactions. The problems in
existing system such as the manual work in running number of document; record
received document; categorizing information; creating client file and approved before
input any data, would not happen in the proposed system. The software of proposed
system 1s created by software house so it is more expensive than general licensed
software. However, the specification of system is generated to satisfy user needs
because they will connect to other departments conveniently per transaction. The value

of investment will be represented later. The major constituents of the proposed system

can be concluded as follows:

(1
2)
3
4
®)
(6)
()

Multiple database management system

Object-oriented design for retrieving data

Data transferable from server to import and export department
Operation both on-line and off-line system

Operations mainly exist on the screen

Providing customized report

Security of record data

To obtain these function, the new system needs to attain the following configuration:

(D
2
€)
(4)

Software Module in connecting between server and other divisions
1 main server installed at the central position
55 linked Servers installed at the regional Customs and bureaus

4 printers: 1 laser printer, 1 color printer and 2 dot matrix printers
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(5) 2 scanners at the central position
(6) 2 digital cameras at the central position
(7) 3 card writers installed at the central position
(8) 3 card readers installed at the Head office and 208 units at 55 Burcaus
(9) 14 workstation units installed at the administration department of the Head
office and 208 units at 55 Bureaus
(10) At least 150,000 smart cards initially for importers and exporters (manager
or owner card), including Attorney-In-Fact card, and Customs brokers’ card
or shipping card or clearing identification card
The proposed system will develop new procedures since the issuance of the smart
card, import and export procedures clearance of goods procedure. First, the Customs
card request procedure is process in changing client’s old Customs card. Because of
limited time schedule, the Customs must recall old card version to the organization
before finishing the installation of the card reader. Thus, every step is elaborated
working process and accurate data information. Time is utilized to save time
consuming. There are many machines to help users’ convenience. The card writer will
save time to issue the new feature of Customs card and print out the trusted report. or
receipt. Programmers will design the smart card software, which is called
“Personalization Smart Card Program”, is to interface with other peripheral devices. Its
size is small and portable like name cards or credit cards, etc. Instead of taking a lot of
documents and manual work, clients can use only this card taking the card to
everywhere that they want to go and their missions will not take more time. Because of
its capacity, each card can contain text size around 8 Kbytes now. In other words, it can
upgrade software to 16 Kbytes or 32 Kbytes, so that it can be available for other

features in the future. Clients or software houses can do it by themselves under limited
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rights from the Customs permission. The following Figure 4.1 shows steps of Customs

Card Request Procedure.

Proposed
System

Step 1: | Pick the Appropriate Customs Card application form.

I

Fill in the application form and prepare the documents. Submit form,
documents and company stamp at the Customs office.

'

Step 3: | Forms and documents check by Customs officer.

!

Step 4: | Pay 235 baht — Fee (not include VAT), and then receive Queue.

I

Take a photo, scan owner signature and company stamp. Submit all
documents and officers key data in computer network.

!
!

Documents and photo verified and approved by applicant before
printing,.

Step 8: | Take the Customs Card and Receipt.

Step 2:

Step S:

Step 6: | Wait for queue number call.

Step 7:

Figure 4.1. The Customs Card Request Procedure via the Proposed System.

Thus, these steps can be established as the suggested configuration in Figure 4.2,

which defines the detail of hardware installation in the proposed system.
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4.2 Import and Export Procedures via the Smart Card System

Second, the system describes briefly that involves importers and exporters or
authorized agents transmit the information concerning their importation or exportation
from their computers to the Department’s computers. The Department’s computers will
then process the information received; if correct, entry number will be issued and the
importers or exporters will be notified through computer network after that they can pay
the revenue or Customs duty by passing through E-banking immediately; if incorrect,
correction orders will be transmitted. Then importers or exporters or authorized agents
will prepare the entries by using the computer data and submit them to certain officials,
depending on the types of entries. The entry that requires no checking must be lodged at
the warehouse designated as the port of import or export. In this case, a warehouse
official will record the number of bill in card and computer, and the computer will
automatically specify the name of the official for the clearance of goods. A Customs
chief inspector stationed at the warehouse will review the over all information as shown
in Customs card and endorse them prior to the release of goods.

There is no need to take many forms and documents to the Customs office in the
smart card system; especially clients can do every activity at their offices by passing
through this syStem. So mmport procedure is almost the same as export procedure
because every data is already recorded in Customs card and Customs database. The
process 1s shown in Figure 4.3 the execution of Customs import and export procedures,
including clearing of goods process.

The system is supported with Electronic Data Interchange (EDI), which the
exchange of structure messages from one company system to another through electronic
mean. The clients who need to use the system must have their own programs for the

transmission of data, e.g. entry, invoice, bill of lading, packing list and manifest.
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Proposed
System

Step 1: Insert Customs smart card into card reader at client’s office.
Step 2: Connect URL or Customs address to Customs web page.

'

Key in owner ID and password via network verification. The network approves all
from the Customs card.

Step 4: Key in invoiced entry information and supporting documents on screen.

!

Transmit invoice and import or export entry information via telephone line to
Customs EDI system.

Step 3:

Step 5:

Y

The Customs system verifies data. If correct, it automatically issues import or export
Step 6 entry number and goods examination conditions. If incorrect, clients have to return
corrected document to the Customs House again for verification at formality section.

|

Log in E-banking and select one of indicated bank. Bank automatically checks and

Step 7: approves the sent information.
!
Step §: Pay duty and tgx, including insurance rate by cheque or transfer through a bank
account or debit.
'
Step 9: Customs system automatically assigns an inspector.
v
Step 10; | Saveall in Customs smart card and go to clear goods at port.
:
Step 11: Customs officer inserts card to card reader and compare with database.
:
Step 12: Customs officials random check by Customs Smart Card criteria.
Note: Gold Card members are exempted from goods inspection except for random

checking.

Figure 4.3. Customs Import and Export Procedures via the Proposed System.
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The clients themselves can develop their own programs or have the programs
done by a software house in limitation and regulation of the Customs House. As regards
to the formality execution process and the clearance of goods undertake the proposed
system, importers or exporters must load the information on invoices and entries into
the computer linked with the Customs Department’s computer system for verification.
If the information is correct, computer will number the entries and notify the importers
or exporters through the system that will automatically assign an inspector or a chief
inspector. The importers or exporters can thereafter submit the entries for examination
and for recording the clearance data at any formality section before the process is
completed. Gold Card members are exempted from goods inspection except for random
checking. This process is much faster than the old process. In addition to the problem
regarding corruption, smuggling and Customs fraud will especially be reduced. Since
the system is called “Private Virtual Network or PVN”, so the data flow in the system is
realized to care for security and personalize data in each transaction. The proposed

system is summarized in the Figure 4.4.

Customs Web Page
On-Line

Smart Card Reader m-ﬁ.

End-user

Customs Network

Figure 4.4. An Overview of the Customs Smart Card System.
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4.3 Features of the Proposed System

Features of suggested Customs server specification, which is applied in the

Customs Department network for future work, shows as follows:

(1) Performances:

(2)

(b)
(c)

(d)

(e)

&)

€y
(h)

)
0)

Processor: Intel Pentium III 667MHz processor with 133MHz front
side bus

Cache: 256KB on-chip L2 cache

ECC Memory: 64MB registered ECC SDRAM standard Up to 768MB
maximum memory capacity

I/0O Expansion Slots: Four PCI slots (two available in the SCSI
version, three in the IDE version) and one ISA slot

Controllers: Embedded, dual-channel U/66 IDE controller Additional
SCSI controller card

Mass Storage Shelves: Seven shelves:

(1)  One preinstalled 3.5-inch flexible disk drive

(2) One preinstalled CD-ROM drive

(3)  One available for optional tape drive

(4) One bundled HDD

(5) Three open 1- 3.5-inch shelves

Maximum Internal Storage: Up to 72GB SCSI or 45GB IDE

Video: Integrated 1024768, 256-color, non-interlaced 4MB SDRAM
video memory

CD-ROM Drive: 40X-max-speed IDE CD-ROM drive

Flexible Disk Drive: 3.5-inch, 1.44MB flexible disk drive
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(k) Built-in /O Ports: Two 9-pin RS-232 serial ports; One 25-pin parallel
port; One external SCSI port; One PS/2 mouse; One PS/2 keyboard;
One AGP port

() Keyboard and Mouse: Bundled keyboard and mouse

(2) Expandability:

Design Features: All major assemblies easy to remove for upgrades or
repair Physically compatible with standard 19-inch racks

(3) Flexibility:

Supported Operating Systems: Microsoft Windows NT 4.0 Server,
Windows NT 4.0 Small Business Server, Windows 2000 Advanced Server,
Novell NetWare 5.1, Novell Small Business Suite 5, and Red HatLinux 6.1

These above components will be requested to establish for the proposed system
both at the head office and the regional and Customs bureaus. In real task, the
components will be adapted appropriately to the objective and the position. The
specification depends on the Customs ability that a main server should have more
abilities and specifications in storing main database and connecting with other bureau
servers around the country. The system should have more security and constancy or
stability in transferring all information via the line connection. Also, it should be low
risk and fast transferring request between main server and others in each transaction.

An overall of the proposed system shows a prototype of the Customs smart card, a
chart of the Customs hardware installation at the head center and other bureaus,
including a map of Internet connectivity in Thailand, for more details see in Appendix
D, Appendix E, and Appendix F correspondingly.

However, there is suggestion of the Customs workstation specifications in the

further work. They can apply in many tasks related to record data files. The ability
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should be sufficient for working process and the cost should be appropriate to the users’

requirements. Therefore, Figure 4.5 will suggest the proposed workstation

specifications, which will describe necessary components in use. Each part can change

or upgrade to become effective and efficient part for the system network.

In applying these above mentioned in the smart card system, the features of new

system can be briefly explained as follows:

(1)

)
€)

(4)
()

(6)

(7

(8)

©)

Input data without pre-generating reference since object-oriented language
allows nullity of object in the database.

Automatic coding reference number for each transaction.

Searching existing document file and spontancous create new file for
firsthand input.

Provide report by extracting data input from central database.

Directly link with server on sending details of import and export document.

Pay value added tax (VAT), revenue and exercise tax by passing through
electronics banking.

Finance and Accounting department has permission on directly retrieving
data from database to audit each transaction.

Distributing related documents of import and export procedures by
connecting network to Regional Customs Bureau I-V.

Approving authorized clients without imitation because of much more

security of smart card system.
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Specification for workstations
1. Dimension™ L566¢x, Inte]™ Celeron™ Processor at 566 MHz
2. Memory: 64MB SDRAM
3. Keyboard: QuietKey® Keyboard
4. Monitor: 15" (13.8" viewable)

5. Video Card: Intel 3D AGP Graphics

6. Hard Drive: 7.5GB Ultra ATA Hard Drive (4400 RPM)
7. Floppy Drive: 1.44MB Floppy Drive
8.  Operating System: Microsoft® Windows® 98 Second Edition
9. Mouse: Logitech First Mouset+ Wheel (PS/2v)
10.  Broadband Ready/Ethernet Network Card: Integrated Intel® 10/100
Ethernet Controller
11. Modem: No Modem Requested
12. CD/DVD ROM Drive: 48X Max Variable CD-ROM Drive
13.  Sound Card: SoundBlaster 64V Integrated
14.  Speakers: No Speaker option
15. Bundled Software: NEW Microsoft® Works Suite 2000 with
Money 2000 Standard
16. - Norton Antivirus® at no additional charge: Norton Antivirus® 2000
17. Hardware Support Services: 1 Year Next Business Day On-Site

18. Resolution Assistant: Resolution Assistant

Figure 4.5. The Proposed Specification for Workstations.

These features serve the users’ requirements by reducing documents provided and
many steps to succeed the import and export procedures. Obviously, the smart card is

quite good enough to keep the data. Therefore the input needed more are those tasks in
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smart card reader and writer process. However, these features will test by prototype of
the system to the Bangkok Port Customs Import and Export Bureau first. After
verification, they will provide the on-line or network system to every bureau in the
country. Moreover, they may progress from local network to global network in the real
world organizations if every company, organization, infrastructure and user accepts the
worthwhile and joins with the system, then a chance will occur.

To assess the proposed system, the elaborated feasibility study will also be
provided in the next section so as to be noticeable in its net present worth (NPW) or net
present value (NPV), and costs and benefits analysis both qualitative and quantitative.
4.4 System Improvements

According to the implementation plan of the proposed system, the system will be
improved and developed in 3 categorized targets: entrepreneurs or Customs brokers or
shipping; the Customs officials; and the environmental nature as follows:

(1)  Entrepreneurs or Customs brokers or shipping. The system will help them:

(a) reduce amount of documents with only 1 card

(b) save time consuming and cost for each transaction

(¢) donot directly go to the Customs House

(d) do not face the traffic jam on their ways

(e) Dbe sure in security transaction

(f) reduce redundancy documents

(g) update data sharing any time

(h) take utilization card to everywhere comfortable

(1) protect the penetration to confidential data

(j) reduce manual working process such as typing or filling in the request

form, entries, invoices, packing lists, etc.

94



2

3)

St. Gabriel's Library

The Customs Officials. The system, which will also give them the

worthwhile, will be essential to help the working process:

(a)
(b)
(©
(d)
(©)
)
(2
(h)
(i)
()
&)
{y
(m)
(n)
(0)
(p)
(@
(r)
(s)

reduce work redundancy

reduce amount of employees

save time consuming of total processes

security level increased

user-friendly program implementation

easy to update data sharing for related process

save cost of paper document

reduce manual routine work such as typing document, card
create the trust worthy reports

utilizing the existing resources

increase of the centralize data sharing for every relevant department
save time in recording each transaction from number file
customized reports are provided

easy to look for existing information

data flows through the network system

provide space area for other activitiés

save cost of renting storage area to keep many files

reduce corruption, smuggling and Customs fraud

utilize time remained for creating the Customs development plan

The environmental nature. Not only the above mentioned benefited in the

proposed system but also there is indirect effect in the environment system:
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(a)

(b)
(c)

it conserves the environmental system by solving problems of
pollution, especially air pollution because entrepreneur will not travel
to the Head office.

it solves the problem of destroying the forest in producing paper

paper used can be recycled for other uses
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V. FEASIBILITY ANALYSIS

5.1 Qualitative Analysis

The smart card system can be analyzed in its benefits in the qualitative basis as

follows:

(D

@)
3)
4
®)
(6)
()
(8)
&)
(10)
(11)
(12)

(13)

(14)

(15)

(16)
(17)

Eliminate tedious tasks such as recording and running number of received
document, categorizing documents, looking for manufacturers’ exist
document from data files and folders, etc.

Shorten time consuming for total processes

Generate user’s happiness in working environment

Better service for clients as reducing time waiting :

Reduce redundancy of keeping many database

User-friendly system provided

Accurate and trustable report provided

Distribute manufacturer data to Regional Customs Bureau

Eliminate reworking process

Enhance know-how of officers

Introduce the important stage for further system development

Reduce costs of documents storage and transfer each transaction

Save operational entrepreneurs time to directly contact with the Customs
Department

Pay many Customs fees via electronics banking at entrepreneurs’ offices
Get immediate news from the Customs web page to help in company
administration

Decrease the Customs corruption, smuggling and fraud

Increase security in import and export procedures and clearing procedure

97



(18) Generate new features of the Customs smart card in many applications
development
5.2 Economic Feasibility: Costs and Benefits

Since the current system is traditional process so there is no installation network
before. That means the Customs House must decide to invest all, such as workstation at
head office and bureaus, main server, LAN, UPS or security system, printer, scanner,
digital camera, so on. The decision-maker has to consider and recognize about the
possibility on investment before approving the system.

The software development and consultant fee needs to be considered for the first
installation of the system. Maintenance cost and IS Support will be increased from the
current system due to new requirement of server.

Thus, costs and benefits for this project can be roughly estimated according to the
above suggestion. The more details are also shown in the net cash flow of NPV or NPW
(net present value or net present worth) as following calculation in Figure 5.4.

5.2.1 Present-Worth and Capitalized-Cost Evaluation

The costs and benefits are used to determine whether a project is economically
feasible. There are two ways to do this: the payback method and the present value
method. Even the payback method is quite simple but it is not always the best way to
determine economic feasibility. It does not seem to make much sense to put the value
into a project investment. Hence, the present value or present worth is chosen for
computation.

According to the cost analysis, the proposed system is considered in hardware,
software, maintenance, salary, utility and depreciation of machines. All factors are

described below:
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Assumed that the proposed system has 15 years life span (the worst case), at a

saving deposit interest rate of 3 percent per year compounded annually.

(1

Hardware consists of smart card reader, smart card writer, computer desktop

and workstation, UPS, server, printer (2 dot matrixes, 1 laser printer and 1

color printer), scanner, digital camera, hub and LAN card.

(2)

(b)

(c)

(d)

(e)

®

€4)

(h)

PCs are installed about 208 machines at Regional Customs Bureaus
and 14 machines at Customs Head office. The amount cost of
investment is equal to 28,000 bahts per unit.

Terminals or smart card reader and writer units are installed about 3
machines at the head office and 208 machines at Bureaus. The amount
investment cost is equal to 1,500 bahts per unit.

Smart card writer units are installed 3 machines at only the head
office. The amount investment cost is 200,000 bahts per unit.

Only 1 main server is installed at only head office. The amount
investment cost is 120,000 bahts.

55 linked servers are established at the Regional Customs and
Bureaus. The price is 45,000 bahts per unit.

4 printers are installed at the head office and the average investment
cost is 14,000 bahts per unit.

2 scanners are installed at only head office and the amount investment
cost is 4,500 bahts per unit.

2 digital cameras are used at only head office and the amount

investment cost is 12,000 bahts per unit.

Therefore, all details of hardware mentioned above describes the following

calculation:
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(@)

(b)

(©)

@

(e)

®

(g)

(h)

PCs

Terminal

Smart card writer

Main Server

Linked Server

Printer

Scanner

Digital camera

Hence the sum of all machines

222 * 28,000

6,216,000 bahts

211 * 1,500

316,500 bahts

3 * 200,000

600,000 bahts

1 * 70,000

120,000 bahts

55 * 45,000

2,475,000 bahts

4 * 14,000

56,000 bahts

2 * 4,500

9,000 bahts

2 * 12,000

24,000 bahts

6,216,000 + 316,500 + 600,000
+ 120,000 + 2,475,000 + 56,000
+ 9,000 + 24,000

7,291,500 bahts at the beginning

investment

And then the straight-line depreciation of all machines is calculated in 15 years of

lifetime, the formula 1s total cost / number of years that means:

Depreciation of hardware 1s equal to:

9,816,500/ 15 = 654,433.33 bahts per year
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@

3

(4)

©)

Software consists of smart cart reader and writer driver, personalization
smart card program, and upgrade software. The system provides only ten
persons for creating and generating program in the first year investment.
The salary is 15,000 bahts per month of each person, and it starts at year
zero or at the beginning investment. After that they establish the software,
they will quit from the responsibility and there is no need to be in the

calculation. Thus, Software expense

10 persons * 15,000 bahts per month * 12 months

1,800,000 bahts or 1.8 Million bahts per year
Maintenance cost, only two technicians are mainly employed to control and
monitor the whole system. The salary is 15,000 bahts per month of each
person and it starts at year one.

Thus, maintenance cost

= 2 persons * 15,000 bahts per month * 12 months

360,000 bahts or 0.36 Million baht per year
Salary is another important factor for operating and collecting data. There
are 40 employees to response the system. Each employee has a salary about
10,000 bahts per month that starts at year one.

Thus, total salary

= 40 employees * 10,000 bahts per month * 12 months

4,800,000 bahts or 4.8 Million bahts per year
Utility consists of water bill, electricity bill, telephone bill, and so on. It is
estimated and approximately about 25,000 baths per month that starts at

year one.
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Thus, total utility cost

25,000 bahts per month * 12 months

Il

300,000 bahts or 0.3 Million bahts per year

(6) Card expense consists of all materials, such as plastic, microchip, magnetic
stripe, and so on. Cost of a card is about 120 bahts and the Customs
House estimates the importers and exporter about 100,000 persons.
However, smart card will expire every three years at the date it was issued.

Thus, total card expense

120 bahts per piece * 100,000 clients

12,000,000 bahts or 12 Million bahts per 3 years
(7)  Card sales, importer and exporter will pay 235 bahts (not include VAT) per
each until the date expires (every three years), which starts at year zero.

Thus, total card sales

235 bahts per piece * 100,000 clients

23,500,000 bahts or 23.5 Million bahts per 3 years
(8) The benefit, which will come from the difference between buying and
selling smart card reader to clients, is derived by:

Cost of card reader = 1,500 bahts per unit

[

and selling to clients = 2,500 bahts per unit

Thus, the benefit 2,500 -1,500

1,000 bahts per unit
According to above mention, the cash flow of investment is generated in Figure
5.1 to Figure 5.4 to support the net present value method. It can formulate the

calculation as the following:
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Assumed that the proposed system has 15 year life span (the worst case), at a
saving deposit interest rate of 3 percent per year compounded annually, then we get:

NPW (3%) = (100 +23.5-9.82-1.8—-3—-12)—-(0.36 + 4.8 + 0.3 + 0.65)

* (P/A, 3%,2) +(23.5-036—-4.8—-03-0.65-3 - 12)

* (P/F, 3%, 3) — (0.36 + 4.8 + 0.3 + 0.65) * (P/A, 3%, 2)

* (P/F, 3%, 3)+(23.5-036-48-03-0.65-3 - 12)

* (P/F, 3%, 6) — (0.36 + 4.8 + 0.3 + 0.65) * (P/A, 3%, 2)

*(P/F, 3%, 6) +(23.5-0.36 -4.8-03-0.65-3-12)

. * (P/A, 3%, 9) - (0.36 + 4.8 + 0.3 + 0.65) * (P/A, 3%, 2)

* (P/F, 3%, 9) +(23.5-0.36-4.8-0.3-0.65-3 - 12)

* (P/A, 3%, 12) — (0.36 + 4.8 + 0.3 + 0.65) * (P/A, 3%, 2)

* (P/F, 3%, 12) +(23.5-0.36 -4.8-0.3-0.65-3 - 12)

* (P/F, 3%, 15)
NPW (3%) = 96.88 — 6.11(P/A, 3%, 2) + 2.39(P/F, 3%, 3)

— 6.11(P/A, 3%, 2)(P/F, 3%, 3) + 2.39(P/F, 3%, 6)

6.11(P/A, 3%, 2)(P/F, 3%, 6) + 2.39(P/F, 3%, 9)

= 6.11(P/A, 3%, 2)(P/F, 3%, 9) + 2.39(P/F, 3% 12)

6.11(P/A, 3%, 2)(P/F, 3%, 12) + 2.39(P/F, 3%, 15)

NPW (3%) = 96.88—(6.11 * 1.9135) + (2.39 * 0.9151)

I

(6.11 * 1.9135 * 0.9151) + (2.39 * 0.8375)

— (6.11 * 1.9135 * 0.8375) + (2.39 * 0.7664)

(6.11 * 1.9135 * 0.7664) + (2.39 * 0.7014)

(6.11 * 1.9135 * 0.7014) + (2.39 * 0.6419)

= 56.768 Mbahts
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Noticeably, we can get the estimated value from table P given A or (P/A, 1%, n)
and P given F or (P/F, i%, n) in Engineering Economy Book. Therefore, the result,
which is the worthwhile in investment, is equal to 56.768 million bahts or positive way
that means the new system should be decided to invest instead the old system.

From the cash flow of calculation, the step-by-step procedures are shown in
Figure 5.1 to Figure 5.4, it can summarize and conclude that the smart card project
should be mvested on the Customs Department because the net present worth is positive
value. Nowadays, it means that it is a better way to invest when it is compared with a
saving deposit interest rate of 3 percent per year.

However, the estimated cost is expected to cover all costs of developing the
system, including hardware, software, data conversion, training and consulting fees.
Thus, the system should be operational be December of this year (2000).

5.2.2 Project Risk / Feasibility Analysis

In addition to defining the current problems and objectives, constraints, and scope
of the project, notice that the author provides supporting comments for each aspect of
the project risk evaluation form as summarized in Table 5.1. That is, the project will be
completed under the imposed constraints and whether the proposed system will serve
the Customs House business goals. The project risk evaluation is defined key factors
that affect the feasibility concerns. The total point or score for achieving the project is
10 and it is shown that this project is in the range of low risk. It is feasible to develop
the system. Let’s consider other factors or feasibility analysis to composing with the
decision making.

Moreover, the benefits which the Customs House will get from the new system
can be found both in tangible and intangible benefits. The tangible benefits that officers

can readily quantify to distribute report and database, the economic benefit in
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unnecessary cost of hiring new employees or part-time employment. Another one is
intangible benefit that is not readily quantified to spread the quicker report, current
tracking status, up-to-date information, easier in calculating tax and others, comparison
of the cost and actual expense, effective ness and efficiency, etc.
5.3 Technical Feasibility

The designed system must be easier to use for Customs officials in the
organization. The report can be obtained right away upon their needs. The data entry
screen always updates the information without redundancy. Moreover, the network
must be also installed to connect other Regional Customs Bureaus. The proposed
technology can support the objectives and goals of the Customs House. The new system
will be installed as the global network. Softwares and programs will also be written and
designed to link and interface all components such as computer network (workstation to
workstation, workstation to server, printer, smart card reader and writer, other terminals,
etc.). New hardware such as new computers, printers i.e. dot matrix printer, laser printer
and color printer, server, hub, LAN card, smart card readers and writers are considered
to be network system and investment. The entrepreneurs must buy card reader and
writer from the Customs House so that they can manipulate by themselves at their
offices. The clients themselves can install and develop their own program or software or
have the programs done by a software house. However, there is limitation on their
development so that it is protection of the information flow that will be penetrated from
unauthorized users. In addition, the smart card system is required to manage the
database and owner identification, which is a confidential file in operation. Either it can

control the flow or database for security.
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Table 5.1.

Project Risk / Feasibility Analysis.

Project Risk Evaluation
Project: Completed by: Date: November 2000
Customs Administrative System Analyst
Smart Card Processing
Factors affecting project risk Rating* Comments
1. Characteristics of the organization

a. Has stable, well defined objectives? 1 Director General of Customs has
articulated plans for expansion and
improved streamingline of working
process.

b. Is guided by an information No existing information system, still

systems plan? 0 traditional process so less important.

c. Proposed system fits plan and System will help The Customs House
addresses organizational meet its objectives and goal. It also
objectives? 1 leads to international import-export

business.
2. Characteristics of the information

system

a. Model available/clear Smart card system has ever been
requirements? 1 developed IS on other business

organizations.

b. Automates routine, structured Issuance smart card processing is
procedures? 1 routine, clearly defined process.

c. Affects only one business area? (No System will encompass and on-line
cross-functional administrative processing, finance &
or interorganizational links?) -1 accounting, importation and

exportation, and so on.

d. Can be completed in less than one Estimated schedule time 1s about 3-4
year? 1 months because of 55 Customs Bureaus

for installing completed machines.

e. Use stable, proven technology? 1 Lots of IT options. All have been used
extensively in other business segments.

3. Characteristics of the developers

a. Are experienced in Only study the methodology on number
chosen development methodology? 0 of successful projects and propose to

use the system.

b. Are skilled at determining Consultants will help for suggestion
functional requirements? 1 since they have taken course work and

participate in numerous projects.

c. Are familiar with technology and Spending much more time to study the
information architecture? 1 system and try to develop similar

system before.
4. Characteristics of the users

a. Have business are experience? 1 Customs officials have average of many
years’ experience on their jobs.

b. Have development experience? 1 EDI is changing performance of
Customs officials at the Bangkok
international Airport Customs Bureau.

c. Are committed to the project? 1 Preliminary investigations and
interviews suggest that all users are
enthusiastic about modernize project.

Total points 10 Low risk.

*+]1 = yes; 0 = maybe; -1 = no
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5.4 Operational Feasibility

The administrative Customs House are really interested in implementation of
management information system (MIS), in particular on the import and export
procedures, and the clearance of goods process.

The Director General Customs is very supportive for the smart card system but it
has to be considered more on costs and benefits feasibility analysis. Since this project is
just the preliminary investigation, more adjustment and fully implementation of
completed system needs to be considered from the consultant.

Noticing from interviewing with Customs officials and clients, they are fully
support and eager to use the new system since it will help them to reduce their time and
step in Customs operation. They can get the information and document in the way that
they require such as owner identification, invoice, entry, packing list, etc. Nevertheless,
Customs officials can have the record in the previous importation and exportation, then
they can also approve them easily and prevent corruption. Furthermore, there is training
for officers so that they will have more skills on their jobs and the administrative team
can get the assessment or evaluation report showing the new trend to improve and
develop the organization.

5.5 Organizational Feasibility

According to the analysis on the “Project Risk Evaluation Form” in the first
question, this organization is already defined the duty and responsibility for each
officer. The clear-cut objective of the organization is to design the project. Once the
client accepts the smart card system, the network is created and implemented until the
project is complete. However, the Customs House is stable enough to implement the

proposed system. The organization is not a small business so the information system
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and information technology can support the Customs plan and policy. The real
implementation is expected in the near future.

The smart card system will help to manage all of the data and keep records in the
database. This will use the concept of DBMS (database management system) and MIS
(management information system) to implement the whole project. If the completed
system is agreed to use by the clients, the DBMS will provide Customs officials more
convenient and including the clients.

In summary, this preliminary analysis suggests that the proposed system is very
likely to contribute to organization efficiency, competitiveness and to provide the
desired benefits in the organization.

5.6 Time Measurement

From restructuring the Customs Card Request Procedure, Import Procedure,
Export Procedure and Clearance Procedure, time measurement is used as a tool for
supporting decision making.

Starting from the existing system as shown in Table 5.2 to Table 5.5, the proposed
system like Table 5.6 to Table 5.9 will help reducing total time taken by eliminating the
transactions of filling repetitive request form, arranging and running a number file,
recording information to files, key data in computer again, and categorizing documents.
By the result of implementing Personalization Smart Card Program, it is only written
software for Customs tasks. However, the proposed system is recommended further to
develop the system and it provides the average result of three to four times of time taken
in the existing system. The summary of development in time taken is shown in Table
5.10 that is estimated time in comparison of system evaluation. Also, Figure 5.5 shows
the graph of comparison between the existing and the proposed time taken per

transaction clearly.
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Table 5.2. Time Measurement for the Customs Card Request Procedure in the Existing

System.
No. Activities Time Taken
(in seconds)
1 Arrange and run number of document 35
) Check request form, signature, company stamp and attached 600
documents
3 Key in the computer 300
4 Wait for customer call following a queue 1800
5 Verity photo and documents again before approval 300
6 Type the Customs card 180
7 Record all document information to the Customs files 240
8 Recheck record with report print out 180
9 Wait for taking the Customs card 2700
Total Time Taken per Transaction 6335

Table 5.3. Time Measurement for the Import Procedure per Transaction in the Existing

System.
No. Activities Tlme Taken
(in seconds)
1 Type import entry and invoice information and physically 900
2 Generate entry number and check owner signature 300
3 Check all documents for verification at formality section 600
4 Calculate duty, tariff, tax value, barcode and revenue 300
5 Write the receipt 180
6 Wait for calling to pay tax, and revenue 300
7 Check all documents, card signature and assign inspector 210
8 Inspect goods before clearance of goods process 1200
Total Time Taken per Transaction 3990

Table 5.4. Time Measurement for the Export Procedure per Transaction in the Existing

System.
. Time Taken
No. Activities (in seconds)
1 Type export entry and invoice information and physically 900
2 Generate entry number and check owner signature 300
3 Check all documents for verification at formality section 600
4 Calculate duty, tariff, tax value, barcode and revenue 300
5 Assess duty and approve by chief inspector stamp 240
6 Wait for calling to pay tax, and revenue 300
7 Write the receipt 180
Total Time Taken per Transaction 2820
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Table 5.5. Time Measurement for the Clearance Procedure per Transaction in the
Existing System.

No. Activities T_1me Taken
(in seconds)
1 Submit approved documents and recheck again by inspector 240
2 Inspect cargo or goods and stamp for approval 1200
3 Record information 360
4 Pack cargo or goods into container or shipment 1500
Copy and Distribute recorded data file to other related
5 1200
departments
6 Keep original data in files or folders 180
Total Time Taken per Transaction 4680

Table 5.6. Time Measurement for the Customs Card Request Procedure in the
Proposed System.

No. Activities Tlme Taken
(in seconds)
1 Get a queue 5
2 Check request form and attached documents 120
3 Pay card fee at the counter 45
4 Take a photo and scan signature and company stamp 80
5 Key data in computer database system 600
6 Recheck or confirm record with prototype print out and claim 180
7 Print out receipt 35
8 Print out the Customs card 120
Total Time Taken per Transaction 1185

Table 5.7. Time Measurecment for the Import Procedure per Transaction in the
Proposed System.

No. Activities Tlme Taken
(in seconds)
1 Connect URL to the Customs web page 15
2 | Verify user ID and password 20
3 Key in import entry and invoice information and physically via 600
computer on-line
Verify information and automatically send import entry
4 180
number back
5 Pay duty, tax and insurance rate via electronic banking 150
6 Assign automatically inspector (by Customs system) 10
7 Record data and results in the smart card 10
Total Time Taken per Transaction 985
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Table 5.8. Time Measurement for the Export Procedure per Transaction in the

Proposed System.
No. Activities 'Dme Taken
(in seconds)
1 Connect URL to the Customs web page 15
2 Verify user ID and password 20
3 Key in import entry and invoice information and physically via 600
computer on-line
Verify information and automatically send import entry
4 180
number back
5 Pay duty, tax and insurance rate via electronic banking 150
6 Assign automatically inspector (by Customs system) 10
7 Record data and results in the smart card 10
Total Time Taken per Transaction 985

Table 5.9. Time Measurement for the Clearance Procedure per Transaction in the
Proposed System.

No. Activities Time Taken
(in seconds)
1 Sub.mit approved Customs card and compare with database 180
again by inspector
2 Confirm all data 45
3 Print out the report 30
Total Time Taken per Transaction 255

Table 5.10. Summary of Total Time Taken for Each System of Customs Procedures.

Execution of Customs Procedures System Tota}l Time Taken
(in seconds)

The Customs Card Request Procedure Existing 6335
The Import Procedure Existing 3990
The Export Procedure Existing 2620
The Clearance of Goods Procedure Existing 4680
The Customs Card Request Procedure Proposed 1185
The Import Procedure Proposed 985

The Export Procedure Proposed 985

The Clearance of Goods Procedure Proposed 255
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Summary of a Total Time Taken for each Process of Customs Procedures
Total Time Taken (in second)

B The Customs Card
Request Procedure

B The Import Procedure

DO The Export Procedure

Bl The Clearance of Goods
Procedure

System for Custorns House

The Existing System The Proposed System

Figure 5.5. A Summary of a Total Time Taken for the Existing System and the
Proposed System of Customs Card Request Procedure, Import-Export
Procedures and Clearance of Goods Procedure.

Identically, the result of time measurement for the activities of the Customs card
request procedure, import-export procedures and clearance procedure are reduced by
system development because some work processes are eliminated. Table 5.2 to Table
5.5 illustrate a time measurement for the activities from the existing system and the
proposed system. Finally, Table 5.10 and Figure 5.2 summarize the development total
time taken in each system.

5.7 New Trend towards the Customs Smart Card Applications in the Future

Due to an outstanding benefits and attributes of smart card, the Royal Thai
Customs Department has realized such importance and has planned to apply smart card
system to its Import and Export Department in order to improve an existing working
system. Also, the Customs Department tends to expand the smart card system to be used
as one card for better Customs Clearing services to both consumers and business. For
Customs Clearing, the card tends to be used for EDI honored corﬁpanies and brokers.

According to daily services for consumers, a card will be used as hyper E-Purse or

E-Money (Electronic Purse or Electronic Money) to comfort the cardholders for general
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payment. It also helps the Customs Department to work faster and the company and
entrepreneur can control the expenses. It can also be used as an ATM card for
withdrawal and telebanking, hyper PhoneCard for both public or private and both wire
or wireless phone. The Customs Department also aims to improve smart card system to
be used as hyper Vending Card (for vending machine), hyper Copy Card, hyper Taxi
Card (for the cardholder who uses taxi service without paying cash), and Mass
Communication card (such as bus, skytrain, tollway, etc. when permitted by such
department).

Further, other uses for daily services for consumers at Customs Department
include many areas such as time attendant (clock in and out for office workers), access
control, food court and car park. In addition to these services, the Customs Department
has been planning to apply the smart card system to contact the government sector
easier and more convenient. Such system will be applied to identification card, medical
card, driving license, airline ticket reservation, etc. For these applications, the Customs
Department has emphasized on the security of smart card system in order to ensure the
cardholders that such system is workable. The security feature will be in many forms
such as password (authorized persons must input the confidential number and the output
appears after codes are decrypted), fingerprint, eye-dentification, and voice recognition,
etc. An overview of smart card application in the future of the Customs Department is
illustrated in Figure 5.6. Also, Table 5.11 shows the trend towards import and export

transaction that is likely to be increasing in the future.
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Figure 5.6. An Overview of Future Applications on Smart Card System

(Customs Department 1999).

Table 5.11. 5 Fiscal Years of Import / Export and Trade Balance (Customs Department

1999).
VALUE : MILLION BAHT
YEAR IMPORT EXPORT BALANCE
1994 1,307,664.50 1,079,329.21  -228,335.29
1995 1,659,029.30 1,344,172.85 -314,856.45
1996 1,885,729.50 1,420,494.37 -465,235.13
1997 1,839,823.20 1,562,981.61 -276,841.59
*1998 1,900,593.00 2,333,275.00  432,682.00
Note  *Preliminary Information
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Figure 5.7. Trend towards Importation and Exportation within 5 Fiscal Years
(Customs Department 1999).

From the table and figure above, it reveals that an Import and Export transaction
in Thailand tends to be highly increasing. This trend can be seen from an increasing
number of importers and exporters in each year. Thus, it means the number of smart
card holders contacting the Customs Department is increasing as well. Especially, when
importation 1s compared with exportation, it shows that if an increasing rate of
exportation is high, the domestic economy is being gradually recovered and
increasingly expanding. Therefore, it can be said that an application of smart card
system will result in the expansion of such system to the international importation and
exportation in the future.

Moreover, the trend towards using smart cards is likely to increase. With this
statement, it is supported that Gemplus company had set the market team to survey

market situation and smart card industries in the future.
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The result of this survey is concluded that in 1989, there was one smart card
holder per 100 population and smart card tends to be increasingly used as one card per
10 population in 1996. Also, it is expected that in 2000 all population around the world
will use smart cards in the average of one person per one card, either male or female,
youngster or adults.

For phone card market in Asia, it has been growing for a long period of time
towards the growth of using cellular digital mobile phone (GSM) in many countries and
it is estimated that mobile phones (GSM) market is likely to grow by 10 times of the
current amount of card.

From an estimated number, the use of smart card in market sectors is apparently

increasing comparing with the use of smart card in the past. An estimated number is

shown in Table 5.12.

Table 5.12. An Estimated Number of Smart Card Using (Computer.Today 1999).

Market Sector 1997 (M Unit)[2002 (M Unit)| Annual Average Ratio (%)
Phone Card 684 3270 30
Mobile Phone (GSM) 69 760 49
Bank 49 690 55
Loyalty 22 320 56
Health Care Card | 16 210 54
Pay-TV 12 150 52
Bus Ticket 8 240 77
Game 2 70 78
ID Card 12 310 143
IT 1 120 142
Others 24 170 38

For the number of smart card being used in the world market, it is found that the

phonecard market becomes the number one followed by digital mobile phone and
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banking business sector especially the bank that has an increasing number of smart card
users.

Due to the number estimated of Gemplus market surveyor, smart cards is likely to
increase by 55% per year since a lot of large companies and financial institutions in the
world have issued smart cards (such as Visa and Master Card, etc.) in order to increase
their customers’ spending.

From such information, it can be obviously seen that smart card is becoming a

powerful tool to revolutionize an information technology of the world (Wusdng 2542).
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VI. IMPLEMENTATION DEFINITION

There are three processes in implementation of system development as follows:

(1) The Existing System Analysis

(2) The Proposed System

(3) The Implementation System
6.1 Process 1: The Existing System Analysis

Starting with analyzing the existing system by collecting data to solve the problem
occurring, observing the workflow and specifying the users’ requirements. According to
the current system is facing a workload circumstance, the way of interview is necessary
to support system analysis. Identify which part of the system should be developed in
order to design the proposed system. The design of the form, report and input-output
screen will be generated. All data and documents are contained and moved like a
computer-card portable.
6.2 Process 2: The Proposed System Design

This section should be firstly considered, but gradually implemented. After
concluding problem analysis, it needs time to arrange and prepare work-group to
achieve the proposed system. In other words, the author has to find out the best suit-
customized system by interviewing what users need and find out how to achieve them,
then design the system to solve such needs. Recruiting the programmers and specialists
are recommended to generate the specific software or program since developing this
complicated system requires the experienced persons. Moreover, the new system
elaborates working process so person who initiates the foundation of system must also
have more skills and expertise. This process may take time and money because it is not

a small organization. However, it finally provides the long-term benefits.
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6.3 Process 3: The Implementation System

After hardware and software are installed completely, the Customs office provides
system testing of prototype to verify a complete system or adapt system. Prototyping is
used when a totally novel system is proposed. No early experience exists with a similar
system, and so a model is needed to gain experience with the kind of problems that can
be expected when developing the full-blown system. All processes must start from the
bottom stage that is developing human resource. The organization will be fully
developed wherever all staffs and officers attend the same goal and objectives. Hence,
they should start exchange of the traditional culture to modern workflow that both direct
and relevant Customs officers tend to keep all tasks smoothly but overlooked the
effective way of solving problems. They should be exposed to new ideas and a good
know-how on technology integration that will be beneficial in the long-term plan of
progression. They should have training basis of computer knowledge to that it is related
to the new system. Consequently, there is card-recall of old Customs card from clients
during the implementation processing time of issuing the new Customs card. It
gradually decreases within 3 months. Fortunately, training program will be also
provided to end-users. They should know and study computer-based system from
beginner program till advance program that depends on the user requirements.
However, Thai Customs should improve and develop the proposed system to be an

innovative feature trend in the future.
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VII. CONCLUSIONS

Smart Card is a plastic card in which a specialized microprocessor chip is
embedded for data storage, supervision and security. Its practical applications are
divided into three categorized: data carrier, identification, and financial. For data carrier,
the card is used as a convenient, portable and secures means of storing information. For
identification, the card provides a secure means of identifying the holder to allow
access. While the financial application, card can be used for financial transactions.

One of the most important features of the smart card is security that is used to
prevent attacks from unauthorized persons. This feature can be grouped under the three
headings: physical and manufacturing security, personal identification security, and
communications security. For physical and manufacturing security, smart cards are
designed to reduce difficulty without the right facilities and expertise. In addition, the
manufacture of the chips requires very complex and expensive equipment. Also,
Customs chips for smart cards are not publicly available and would not be easy to
obtain. The personal identification security, is a security threat from someone stealing a
card from the owner and presenting it at the system for personal gain. The used method
of identifying the owner of a card is the password or PIN which does not reveal its
identity number to the system. Since the keyed PIN can be encrypted, if the line tapping
is succeeded, the PIN can not be read.

With the personal identification, biometrics is the alternatives which involve the
measurement of a unique personal characteristic of the cardholder, followed by
digitization of the measured characteristic and the recording of it in the card. Some of its
characteristics are dynamip signature revification, fingerprint, voice patterns, hand

geometry, and retinal eye pattern (Eyedentification).
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For communications security, smart cards may be able to test (or “challenge™) the
eligibility of the external device being used for data reading, thus unauthorized access 1s
avoided. Also, as the card provides data security itself, off-line operations and
transactions can be safely carried out.

The history of smart cards began with the replacement of conventional paper by
plastic cards. At first, the cards’ functions were simple and security printing and the
signature field provided protection against forgery. Later, the first improvement is a
magnetic stripe card which allows further digitized data to be stored but it has to be
connected on-line to the system’s host computer. However, this generates costs due to
the need for data transmission. In order to keep costs down, the card transaction should
be executed off-line but without putting the system’s security at risk.

Thus, the development of smart card is a new possibility for solving this problem.
Due to the huge progress in microelectronics, it can integrate data storage and arithmetic
logic.

In addition to a high degree of reliability and security against tampering, smart
card technology promised the greatest flexibility in future applications.

Smart card has been pervasively applied increase in many aspects in European
counfries and Japan. Also, a lot of organizations have applied smart card to improve
business transaction and provide better services to customers in Thailand. For example,
TFB smart card, from Thai Farmer Bank incorporated with many organizations, EGV
theaters card, Shell smart bonus, Synergy (PTT gasoline), Caltex smart card, SOGO
smart card (corporate with SOGO Department Store and Standard Charter Nakorn-
Thon), etc.

Other organizations, such as CP Seven-Eleven, which has been surveying and

implementing issue plan in future, incorporated with large banks provided services
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about e-money or e-purse and it tends to improve the card to be used as a phone card,
bus card, taxi card, driving license, identification card, and so on in the future.

The evolution of smart cards began with microcomputer chip. Later, the magnetic
stripe card was introduced since the use of credit card was increasing and becoming
important to extract information from the card quickly. However, the merging of these
two types of smart card was developed which eventually became a smart card.

There are eight stages involved in the manufacture, personalization and issue of
smart cards. These stages include designing card, fabricating chip, embedding software
in permanent memory, manufacturing micromodule, embedding the micromodule in a
card, developing application program, activating application software in the card, and
personalizing and issuing card.

The structure of smart card consists of the three fundamental elements: processing
power, data storage, and input/output data, which perform two basic functions that is the
manipulation and the interpretation of data.

Ways of structuring memory to provide a hierarchy of security zones or can be
divided into three zones: open, working, and secret zones.

Open zone contains information which is not confidential. Information can be
read but not alternated by unauthorized person.

The working zone contains confidential information which can be accessed by
entering a PIN or password. In the secret zone, the information is completely
confidential which contents are not accessible to the cardholder except the card’s
mMiCroprocessor.

For input/output, the smart card must be able to interact with the outside world by

means which it can receive and send data.
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Types of smart card can be divided into three categories: contact, contactless, and
super smart card. Contact smart cards have the microelectronics embedded in the card
with connections to metallic contact pads on the surface of the card.

A contactless smart card has an electronic microchip and a high frequency radio
antenna or coils embedded inside which is activated when the card is passed near a
transmitter without a physical contact.

Super smart card differs from other smart card in which it can function like a
stand-alone terminal without the need of a card read/write unit.

Further, there are others types of smart card such as optical memory cards, tags,
intelligent tokens, and magnetic stripe card.

Smart card provides a lot of advantages since it is proved and has the potential to
prevent fraud, protect against unauthorized access and tampering. The system is easy to
use, and the card can be used as a portable and updateable personal data store, etc.
Smart cards also provide benefits to both retailer and cardholder.

However, smart cards can also provide disadvantage since it is very expensive in
unit cost and investment, it is not also robust material if compared with a coin, etc.

Smart cards can be applied in many areas of business: such as financial, medical,
health care, telecommunication, and other applications.

For financial application, there are five transactions using the smart card:
electronic cheque, electronic traveler’s cheques, electronic cash, electronic token, and
corporate cash management services.

According to the historical background, the Royal Thai Customs Department
originated in the Sukhothai period, called “Changkob,” for collecting tax and
exchanging items or money. In the next period, it still performed the same tasks but its

name had been changed from one period to the other. In addition, the task of collecting
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Customs duty was transferred to the newly created “Customs House” which became the
foundation of the present Thai Customs Department.

The main roles and responsibilities of the Customs Department are to collect
revenue and facilitating business transactions both domestically and internationally.
These tasks include enforcement of tax laws and other related laws; monitoring,
investigating, and cracking down on illegal activities; and promoting export through tax
measures.

An existing working system is carried out manually and routinely which causes a
lot of paper document, no security (cause of bribery and fraud). It is also difficult to
keep and find data, and difficult to update and back up data (because data is not linked
to the database, so each department cannot know and update data immediately). Further,
it also takes time in each process.

Therefore, the Customs Department has attempted to improve its working system
in order to make better working system, reduce unnecessary procedures, and provide
better services to customers.

It also realizes the importance of smart card system which can help to solve such
existing problems. Since it can contain a lot of data and it is portable, it can reduce
paper document. It also increases security, thus unauthorized persons are unable to
copy, penetrate or alter data. Further, data is easy to be updated and backed up and this
system can also work both on-line and off-line and can be used with other sectors as
well.

Thus, the Customs Department begins to apply smart card system to an existing
system in Import and Export Department which starts analyzing existing system about
Customs card request procedures, import and export procedures and clearing of goods

procedure. Importers or exporters or Customs brokers file the data concerning import
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and export entries via smart card on-line computer network of the Customs Department,
which will receive the data for verification before notifying results to the importers or
exporters or Customs brokers, who will input relevant data on import entries or export
entries for submission at any Customs office together with other documents in a card.
The goods not subject to tariff and value verification can pass through next step whereas
the goods subject to tariff and value verification must proceed through next step for
verification at the Import or Export Procedure Sub-Division and for duty payment (if
any). Customs officers will thereafter check the completeness of documents against the
data in the computer at the Goods Inspection Sub-Division, and the computer will
automatically assign Customs inspectors to undertake the clearance of goods.

The Customs Department will reduce cost, time and human resource in the
process. It is easy to control and monitor the Customs officer’s behavior. Since every
step must verify by network that is data transaction passing through the private virtual
network and the system can also encrypt and decrypt codes from smart card so there is
more security and trustiness in each operation.

Later, feasibility analysis of smart card is conducted to analyze the costs and
benefits to find tangible and intangible benefits: the qualitative basis including
economic feasibility, technical feasibility, operational feasibility, and organizational
feasibility. According to the time measurement analysis, it cah be seen that the total
time taken for the current system compared with the recommended system and the
result has declined about three to four times of importation and exportation procedure.
Nevertheless, the recommended system helping time taken per transaction will create
redundancy of database as being Personalization Smart Card Program and all servers. In
addition, the present value or present worth will support the idea of returned value that

is more worthwhile for each year after establishing the system.
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The proposed system will be implemented in an effort to develop Thai’s import
and export system to meet the international standard. It is expected to substantially
reduce the management and administrative costs of the trading community and to
simultaneously expedite the Customs clearance process. The implementation of the
system will stem from rapid and consistent changes in the international trade
environment. Information technology has become a main factor in gaining a competitive
edge in the business environment. The Customs Department has long realized the
importance of the system and has currently implemented the system to improve
management, service quality and operational effectiveness. The system is planned to be
installed to provide all import and export facilities.

The proposed system will be subject to modification on the import and export
procedure, including the clearance of goods, to facilitate importers and exporters. The
clients who need to use the system must have their own programs for the transmission
of the data, e.g. entry, invoice, bill of lading, packing list, and manifest. Both Customs
officers and clients must be provided and supported the training program of smart card
and computer-based knowledge. If the implementation plan is successful as the above
suggestion mentioned, the Customs Department will perform its role actively in high
spirit with an aim to initiate and urgently put to work its efficient system in servicing
the needs of the country’s international trading community in many areas. Moreover,
the Customs Department is presently recognized by both local and foreign business
communities for its various measures to effect the fast-track systems in its handling of
various tasks in the future.

Finally, due to the deficiencies of the Existing Administration Import and Export
System such as manual working process; insecurity policy; non-customized report

provided, the proposed program is created to support these flaws. It will help reduce
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manual routine tasks. The system evaluation describes the system improvement in many
areas. It will affect either direct or indirect human behavior because they are always
related to the environment. The transportation will decrease, and then the pollution in
the environment will also decreased. To reduce the usage of paper, it will help preserve
nature more so that the life cycle of humans and nature growth will be expanding to
have been better life and been progressive in the changes. When we concentrate the
opportunity of the new trend towards the Customs smart card applications in the future
will be very useful and value to international importation and exportation business
areas, including other infrastructures and other aspects. Not only the smart card system
is innovative and modern information technology to the Thai government but its trend

will also have influence to other applications in the business areas worldwide.
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VIII. RECOMMENDATIONS

This project towards a system analysis and design method is likely to be useful for
any organization that needs to improve and develop the workers’ satisfaction and
performance toward work or to solve manual working processes such as data collection,
information transferred, etc. that are tedious and inefficient. However it can also be
applied in other sections such as Business department, Administration department,
Foreign department, etc. that perform the same or similar working system. Since, the
application of only one section of the company is not enough to generate full capacity
for total operations. Therefore, developing overall areas of the company will bring up
the efficient working processes to achieve higher effectiveness in the large scale of the
company.

The result of the study towards the smart card system application at the Customs
Department indicates that the smart card is powerful and useful to the working process
system and the result of that automatic function leads to the systematical processes and
effectiveness to achieve department goals. The systems provides either local area
network or LAN and wide area network or WAN which users can transfer any data
around the world. Nowadays, the government still uses the connection via saving
private bus transfer with high speed per transaction within the country. However, there
is some interconnection between other countries, so the line connection should be less
complicated, high security and low price of airtime in each transaction. For more
details, the map of Internet connectivities in Thailand is shown in Appendix F. Thus,
any organization should apply and adjust the smart card system for the suitabilify and
appropriateness of each job and requirements.

Smart card system is the novel evolution of plastic card that substitutes cash. It

can record and process the data. In order to access information within the card, the
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cardholders must have specified code and it must match with the card acceptor device
so that they can read or edit the data on card. Therefore, it is difficult to forge the card
or data on the card. Also, this card differs from magnetic stripe card that has the same
worldwide standard. It is easily accessible to the information within the card via
prevalent card acceptor devices. Moreover, the smart card helps to protect the
corruption that has more value in the present.

- Further, smart card system will be developed, especially in terms of security, for
better use in the future. Such development includes eye-dentification, finger
verification, and voice recognition, etc. These features can ensure that the personal data
of the cardholders cannot be accesses by unauthorized persons. However, the
investment of this technology seems to be relatively high and not worth for short term
application since it is difficult to gain profits or the investor can lose the capital. If the
smart card system is used for long-term period, both users and the service providers can
gain benefits all together. However, it seems to be better if all sectors — government and
private — incorporate to provide services toward smart card system, since such
cooperation can offer better things to all people, not only for some groups of people or
organizations.

According to the limitation of time frame, an implementation of this project is not
completely conducted to obtain the result of method application. Therefore, for a better

result, users should look for more details from other sources.
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APPENDIX A

DATA FLOW DIAGRAM OF THE EXISTING SYSTEM
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Figure A.2. DFD Level 0 of Customs Import Procedure.
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Figure A.5. DFD Level 1of Import Payment Process.
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Figure A.6. DFD Level 1 of Customs Clearance Process.
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Figure A.7. DFD Level 0 of Customs Export Procedure.

142



cu%

Export Entry
Document,
Goods

Issued 12
1.1 Export Entry No., Check
Check Goods Formality
Export Entry, and

Documents

entificay

Export Entry,

Attached
Documents,
Goods

1.3
Evaluate

1.5

Invoice Documents,
Customs Documents, Attached Documents,
1.4
Goods Goods
Calculate |«

Varify
Customs Tax Barcode,
Documents Tariff, Duty,

Approved Customs
Documents, Goods
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Figure A.9. DFD Level 1 of Export Payment Process.
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APPENDIX B

DATA FLOW DIAGRAM OF THE PROPOSED SYSTEM
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APPENDIX C

THE CUSTOMS IMPORT AND EXPORT DOCUMENTS
OF THE EXISTING SYSTEM
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Figure C.5. The Formality Execution Document Inspection Form.
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SPENE—— gy LN T L D & 5 8
Southern Tndustrial Estate
¢/ Moo. 4, Cholunu, Hadyai . Sengkhiz . 90110 (S) Thaslazd
Tel: §6-074-472134-38 Fax: 66074472243

[NVOJ;(;E
Th Lﬁ'-'»,
Date MAY ., 8, 2000
Inveise Na. EX. TLEC /00096
INVOTCE Of GASKET
SHIPPED,  UNIVERSAL BRIGHT V.00575%  Frem  BANGKOK , THAILAND

F¥or accounf and risk of Messrs

NIPPON LEAKLESS CORFORATION LID.

To MOJI JAPAN

MUSHOZTT, ONGA-MACHT |, ONGA-GUN, FUKUQKA , JAPAN TEL: 093-263-3222
Your Order NG .eevrenes ARSI e S——— LPavigent Term 98 DAYS AF{ER B/L DATE
Delivery Datg ETD. 11 /572000 ETA. 33 /572000  Rank's Certificate Ngoo....... EE SR T,
EmeNe ] Descrphios “QuEsEy ) Umitprice ) Baal
Ht:,\s WET PGS YEN YEN
k3 17238-ZM7-0000 200 1.50 1,200.00
29 18291-ZV5-0101 500 1.50 1,200.00
30 18333-2Vv7-0001 1,000 150 1,500.00
3 19242-7V5-0001 1,560 9.50 14.350.00
3 12351-ZV i-8502 800 1.50 1,200,00
kX 19353-2¥5-0064 2,000 156 3,000.00
KF 21115-YDEH003 500 19.00 5,500.00
35 21215V D6-8511 200 2020 16,160.00
£ 13313V D6-9002 Bh0 1.5 1,200.08
37 15712-VD6-9022 1,200 1.50 2.700.09
38 412812V 08542 1,300 1.50 1,780.00
39 30168-ZW1-0001 1,000 2350 22.500.00
40 16221-553-8001 50,000 150 75,080.00
a1 Lnsnwm-aom KBS0 190.00 1,681,500.00
12 218122030002 2,850 1.50 13.275.00
42 21311-FFL~)003 2,800 14923 280.460.00
44 2181 2-PF1.-0002 2,900 1.50 3,000.00
27830000 PCS 5,136,175.00
TOTAL FEQOB. BANGKOK 278,300,800 PCS 5,136,175.00
SHIPEING MARKS & NOS
-NIPFON LEAKLESS CORPURALIUN LTD, {
“PALLETS NO. 1 - 3 : \,, (w5 ~ah
-MADE IN THATLAND o i Wiy a:, ‘f:i%.)"
wsTreesmng 5 (104838 ¢ MR. xlvo'rmcl

/
FACIORY _MANAGER

Figure C.8. An Example of Company Invoice via Bangkok Port.
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10Y0 DENSO CD., LTD,
8-24 SHINGOU HIGASHIMATUYAMA SHI
SAITAMA KEN 355-0071 JAPAN

INVOICE

PHONE: (493-22-6371
Fax:  0493-22-5630

INVOICE MO, DATE TOKYO
SOLD BY DROER AND FOR ACDOUNT AND RESK OF MESSERS HADZ9 MOV, 27,1998
THAI TOYD DENSD CD.,LTD ISSUED RY
109, 10th Floar,S1tthivarakit Burlding PAYMENT BY REMITTANCE
5861 Pipat,Silom Road ORDER MO
Bangkok 10500 Thailand
ATTN: Mr AQK] MARKS
TEL: 662-268-8350 T0Y0 DEKSO CO., LTD.
o FAX: 662-266-8351
SHEPPED FROM 10 Bangkok 10500 Thailand
TOKYD BANGKOK, THALLAND C/ND 1-11
PER oK OF ABDUT MADE IN JAPAN
ATRCRAFT NOV 30, 1998
HO. PARTS NO. BESCRIPTION aTY U.PRICE AMOUNT WZTGHT
PARTS FOR & AUTOMOSILE
FOB TOKYO IN YEHM
1 TF24373-02 BASE COMP 3,922 71.08 278,814 98 16,629, 50
2 TF21818-01 LIT UNIT a0 572.55 51,529,50 14,400.00
37111108 GOMUSEN 6,000 3.36 20, 160.00 3e0.C0
4 TZ0T001 cLir 8 1,000 9,14 9,140.00 3,000.00
5 7600967 0-RING 50,000 3.18 159,000,00 5,£00.00
§ TMOR232B02 KKOB 2,840 § 62 18,800.80 5,580.00
T TPDRBEI TERMINAL 7,000 0.84 5,880.00 2, %30, 09
TOTAL TD8E2. PCS  ¥543,325 49 B0KGS
TOTAL: |1 CARTONS.
CONTORY OF CRIGIN:JAPAN
F CARTON  325X275%140C 5 NOT-NCS
A CARTGH . 655XSEEX203 7 NOE-NOT
E CARTON  328X275X205 1 NOB
CARTON  380X280X300 1 KOS
CARTON  4B0X420X240 2 NOID=-NO1
G/W 58, 99KGS

Figure C.9. An Example of Company Invoice via Aircraft Carrier (1).
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S5 T TOKAN COLLTD

KAONA POULTRY CO.,LTD.
COMMERCIAL INVOICE
INVOICENO, : KF-003/09

25 KAWANAMICHO -
ATSUTAKU NAGOYA SIPPED FER : AR FREIGHT
JAPAN ON QR ANOUY ©
FROM ! BANGKOK. THAILAND
10: NAGOYA JAPAN,
rEAGESNO, DESCRIPTION QUARTITY  TNMTPRICE  aMOtE)
SARTONS . KCs %S PRM b3S uLs
NO BRAND ©
! SAMPLE OF POLY BAGS 0o Uss 700 uxE 2000
== SAMPLE OF NO COMMORGIAL VALUE ===
=== YALUF FOR CLSTOMS PURPOSE ONLY ===
T Ty o T a0 Uy 20.00
. TOTAL : PACKED IN ONE (1) FOAM CARTON ONLY me—
TOTAL - NV, 10.00 KGS
TOTAL | GW. 12.00 KGS. |, amiira,
ORIGIN : THAILAND AV R
MARKS . ADDRESS ; ;f[\ e 1,/
ikl e na b

B0 - 302 TS Baihi L.EUASTSTE 34000 - v -

UsSon nprwmlode I .

N i
SRy

NI VDG ST~ *0cn mmaoe Musag. Lo Tnolong 38K ? 40283 241338, 227518 FAN (&5 Ta3L:

Figure C.10. An Example of Company Invoice via Aircraft Carrier ).
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SENT BY
Name/Department; ......Novis. Tachonetervwerk. GnbH & Co..... .

AQGrESS . ...oooronns MUGIEAROEET. SLEBBEAT oo PRO FORMA

City/Postal Code: .......... 20429 NOTRDEXG. ..o oo emirioa INVOICE
TATTRRX NG oy DIEEERE Tl s imsssrisssimsrissiig
VAT Registration No: .....0E. 233, 496, 440 ..ceecev st et

SENT TO AIRBILL No: .........couun...
Company Name: .......ABB, CRANES .6/0..Baul. JORRNSEN. v oo

Altn Name/Degantmantigemchabang Part LCB 1 ... . ... Number of Pieces: ... ............
ACAIESES: 1.rvrrsvsvaneredn Total Gross Weight: ...5.2, k4.,
City/Postal Code: ...... S5riracha Chonburi, 20230 Bangkock ... | Tota!NetWeight:...... 4,6 kg.

L O S A S SRC T O TN RPN Y RPN Y O W G
VAT NOGIRRIONI DY 1ousonssannuessnssnionsnsss s eais oh anssmsarssssssssy FNEAIE AR RERE5

CARRIER: Bachmann

Customs Country of Unit Value Sub Total

Full deseription of goods Commodity ori Qty and Value and
Code gin Curreney | Currency

Qver spesed switch 4028 2039 F. A. of Germany 1

adapter gear " i 1

pedestal

TOTAL VALUE 20,-- DM
AND CURRENCY: «................

I deciare that the above information is true

and carrect to the best of my knowfedge. Signature: ... ynen i 3aagis sadssbapintaniannsancasarasisesansatast
el ebge s
b3
. U)R.
ite: Nurnberg.. 2%, 08.2000. ..o T

Figure C.11. Pro Forma Invoice.
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THAI LEAKLESS CORPORATION LD,
Southern Industrial Estate
9/8 Moo. 4 , Chaludg , Hadysi | Songkhbly. 90110 (5) Thaland

Fel: G-H74-472234-38 Fax: 66~074472243
PACKING LIST
EDe  wmav L5, 200
Invnjce No. EX. TLKC /00056

INVOICE OF GASKET
SHIFPED ~ UNIVERSAL BRIGHT V.0037N  Frem  BANGKOK , THALAND MOJI N
For account and_ risk of Messrs NIPPON LBAYT 388 CORPORATION LTD.
MUSHOZU , ONGA-MACH! , ONGA-GUN, FUXUQKA , JAPAN TEL: 093-293-1222
Your Order No vrerensroseenreseenronnypsonsensoone _PAVITERL Torm 96 DAYS AFTER B/A DATE
Defivery falg ETD. 11 /5/2000 ETA. 23 /572000 Bank's Certifitate NO..oocorrirervmsmncassoennes
AL & CAR Description Quantity Net. W. | Gross. W

GASKET [~ FCS ¥GS XGS

17131-2V5-Dau? R ARANTTT 100

171512y 7100 1 100

17238-7G3-8¢02 50

17228-ZM7-5000 50

18204-ZV'5 8101 0

13333-zy'7;unoz 100

19242-Z v 5-0501 100

19351-2V1-8502 50

19351-Z V50004 50

21115-V136-9003 100

21215 VD6-8511 1ne

25312-VD6-9002 a0

25712-YDo-3022 160

41281-ZVO-3502 50

S0168-ZW 10001 50

16221-583-34001 50

21813-PEH-0002 5

21$13-PCI-N002 50

21811-PFL-0002 50

238 12-FFL-0002 50
C 65-68 12181 1-PEH-0002 2400

21812-PCI-6062 2,400

TOTAL 278,300.00 PCS} 64823 KGS | 75523 KGS

SHIEPING MARKE & NOS

- NIPPON LEAKLESS CORPORATION LTD

*PALLETS NO, 1-3
- MADE IN THATLAND

PR

Figure C.12.

e
Cady waa 1)

e Mme B (10&836‘
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An Example of Packing List.




St. Gabriel's Library

Custons Brokers
ITA Agents
In(wnahonal & Domostic
Froight Forwarders

PACKING LIST OF PERSONAL EFFECTS

Shaeet Neo. f of

;o

() NIPPON EXPRESS (U.K.) LTD

I declare that all particulars given above
are fully and wuly stated according to the
test of my kn¥fwledge.

Figure C.13. An Example of Packing List of Personal Effects.

L P a‘c\:ll:ge Description of Goods Quantity ";?‘gfcs‘%"é‘ge Remark
Bt caadls £y
Tea__ bewes 9 430
Bfs it £4
(alendays ) 40y —
Coat 1 70 - —
Kebehen  foels 2 10
Shoes N 3 L5
Iisaus 4 f o>
Podrs % £ 35
Coswe dics £o5
Howl g P
occh 1 )
Urbrelia 1 £ —
}ﬁ@ f«‘\mz}mr 1 o’L h /L"'"
Wallkomen 1 £ 1!
G b wids | 5
Evc% lotion. 4 | £4
Hoi”
e e il N .o
Insurance pusposes only Grand Total ; %Lg

s
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Figure C.14. Customs Import Entfy with Exercise Tax and VAT.
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Figure C.15. Customs Import Entry Form with Details.
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Figure C.18. Customs Export Entry Form with Exercise Tax and VAT.
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CERTIRICAYS OF QR101N
KEEBRHESRERORARAREINASD

This ln to certify that the undersentloned cowmodity i pure
product of Talwep,R.0.C.

Commodity ' (AB FOLLOW)
QuaunLivy : GORP'XGS

Nuwe & Address of Shipper ¢ cxm NEE! PODD INDESTR 1AL CORP,
. TA-UR1 ROAD TA-L1 CITY TAICHUNG RSIEM,
‘12 TAIVMR R.0.C.

Hame & Address of Manufacturer : CHIA NEEI FOUD IRDUSTR (AL CURP.
» Th-VE] ROAD TA-LI CiTY TAICHUNG
WSIKE, A2 TAIVAN R.C.C.

Namns & Address of Censignea {Isporter) : UNI-PRESIDENT (THAILAND) LTD.

253 OR IFLAKE ASOKE TOWER 18 TH

FLOOX SD! ASOKE SOKHUMYIT 21 RD.,

HORTR ELONGTORY KRET VATTANA
Shipwent by ¢ FRON TAICROHG TAIVAN TO BARGKOK, THATLAKD BANGKOX 10110 THAILAND
SRIPPED PER 8.3, CAPE RENRY V.0014V
SASLING OR OR &lwt §Ep 02 2000

HARKS AWD NDS. CARROT PURRE

W .- - m -

C.H. (1IN TR1D CRLERY PUREE

BANGKOK - /00, 11-152

PYND: 1-300 BBY 7. :20K08

HET §T.: zokos PRODUCT I0H DATE: 000120
PRODUCT OF CHIA MEE] FOOD

I8DUSTR 1AL CORP

WEDE 1N TAIVAN R.0.C.
PRODUCTION DATE: TWOBTE

LEMON JUICE GOMG.

T{¥0.1-240

HET VT, :21K05
ODUCTION DATE: 000228

CRIA MBED FOCD IXDUSTRIAL CORP.

Figure C.23.  An Example of License or Certificate.
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CHIA MEE]I FOOD INDUSTRIAL CORP
#56,Tn Wei Road, Ta-1.i City Taichung Haien, Taiwan R 0.C.

Product :LEMON EJICE CONC.

Batch No: 000828

Dessription’ Production date: 00828
Countsy of origin: FATWAN Buyer Urder Number. 2000RM 108
« Quality specification anglysis; .

Parameler _Unit_ Specification Analysis data
Brix — 1 DEGREE 601 £1.00
Acidity 1 wiw % 2 30-335 35317
PH o L _ 24
Sensory comparison " Typical lemon Normal
Again standard U |
Color controf against Dark Yellow ; Normal
mtandard - L S
*Biologicf tand soalysis i

Paseneter Unit Speeification | Aaalysis data
Total Plate count ofia/m! 10004 oL
{Coliform cfin/ml Nogati
ECol “afu/ml nﬁf‘ - ND |
Yeust & Mold cfz/ml 5000 104
sChemical hzard analysis:

o JTammeter | Unit ification Analysis data_
Pesticides §: ppm Not spocified | ND ]
Preseryative ppim : Negative ND

vy metal ppra Not specitied ND_
Cleaning  chamical ppm Not specified | ND
regidue _ : { ) ]
ePhysical hazapd anslysis:

We hereby certifios that the prodiict supplied sgninst this certificate has been
examined and subjected to laboretoty analysis. Also, we enclosed the specification tor
your reference Rest assure that sl maveriais used our process are siiictly controllad

fior quality and health,

Propared By : Chan Hsiu —Hui
Title: Senior staff of Q.C., Depr.
Date: 2000.08.28

Released By :Lin ,Ching-Hsiu
Title:Manager of Q.C.Dept.
Date: 2000.08 22

Figure C.24. An Example of Product Analysis Certificate.

176



VI T I IV IV IITIIFIIFTII.

SHIPPER'S DECLARATION FOR DANGEROUS GOODS

Shipper
LEHMANN & VOSS8 & CO.
ALSTERUFER 19
20354 HAMBURG
GERMANY

Alr Waybill No, A0 - 3253 3B,

2 2

Page ot Pages
‘ Shipper's Reference Number 063949

(opﬁnnal)r )

Consignee
HEINRICH SCHMID ASIA CO LTD.

25/61VIPAVILLE MANSION
SUKHUMVTT RD., T. PHAKNAM
A.MUANG SAMUTTRAKARN
10270 BANGKOK THALLAND

Two completed and signed copics of this Declaration must
be handed to the operator.

TRANSPORT DETAILS
This shipment is within the Alrport of Departure
limitations prescribad for. |

{detete non applicable) HEAMBURG

YRR CArGo
AIRCRAFT
ONLY

Fallure to comply in all respects with the
applicable Dangerous Goods Regulations may be
lnhnaehofm»pﬂcnbhhw,mcn;hgd
any

=
IATA

DICHLOROMETHANE )

EMERGENCY CONTRCT: 011/49/40/44197-450
PREPARED IN ACCORDANCE WITH TCAO/TATA

L —— RANGKOK SsgNm.aRr:tIgi {delate non-aoplicabiel
NATURE AND QUANTITY OF DANGEROUS GOODS
Nangamus Goads identification E
R i t e Quanbly and Packing
Class | UN Pack | Subsl type of packing tust,
o o ! or ny *y
Fropet Shipeing Name Divi- E 0 i m Risk
sion E No. 1
; e e Y
]
TOXIC LIQULD, 6.1.! UN II1 TWELVE STEEL 618
ORGANTC, | i 2810 DRUMS X 25,85 L |
N.C.8. i : v
{CONTAINS H ; ' ;
TRTCHLOROETHYLENE | : i i
- | o =

intemational and national govermnmental regulations.

| hereby declare that the contents of this consignment are fully and | Name/Title of Signatory
accurstely described above by the proper shipping name, and are |
classified, packaged, marked and fabelled/placarded, and are in all | Place and Date

respacts in proper condiion for transport according to applicable | lermaTae 19 1908

Slgnatugf’hﬂ‘omn 2V & Co.

fﬁ"ghmhﬂﬂﬂ-‘ m. If-"'ilv’?u L

MHS .M. WREDE, EXPORT CTLERK

ek

Drack und Yetras

Dossel & Nademanher, Formulnmeriag, Arandewiotn 47 20452 Hurrbing, Telehan 3252500 Telelas 323230-30 1

187

|

|
VPP P20 2022202202222 22 27,

Figure C.25. The Form of Shipper’s Declaration for Dangerous Goods.
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APPENDIX D

CUSTOMS CARD, INPUT AND OUTPUT SCREEN REPORT
OF THE PROPOSED SYSTEM
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Figure D.1. Types of the Customs Smart Card.
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Figure D.2. Input Screen of the Clients’ Description.
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Figure D.3. Input Screen of the Customs Card Request.
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APPENDIX E

THE CUSTOMS DEPARTMENT PROCESSES
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Figure E.1. Smart Card Instruction.
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Start Process

Receive Queue and Pay
Fee

v

Take Photo and Scan
Signature and Company
Stamp

v

Check all Documents and
Key Data into the System | -

OO ONOIENORNC

Check by
Officer

Apprave

v

Approve by Approve by
Authorized Authorized
Officer Officer
y y
Print out an Print out an
Example of Card Example of Card

Yes

A 4
Print out a Print out a
Customs Smart Customs Smart
Card (PCP*) Card (PCP*)
y 4
Queue Recall and Queue Recall and
Print out Receipt Print out Receipt
y
Record
Temporary
Information
Record .
Permanent document again within Not Approve—»] RC_] ect Card
; Request
Information

Approve
End of Process
PCP* Plastic Card Printer

Figure E.2. Customs Card Request Procedure Flow Chart.
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The Formality Execution Of Export Procedure

Receive Export Entry with
Documents. Check Signature Card
and Issue Entry Number

Check the Formality
Execution and
Certificate

Verify Price, Tariff,
Barcode, Revenue and
Value Calculate

/ v

pisia
1;:))21;})1?(;[ Eélrfry iﬁi?;gi?igt 3 f(i'?é(e);)so Export Entry Except > 300,000 baht.
r Bntry 4 Officers assess value or Chief inspector

ass‘ess value andsfa;;g;ove by complete approve by complete stamp.

.

Pay Tariff, Customs Duty and Stamp
completely in case No Tariff in Entry
Account.

Figure E.3. The Formality Execution of Export Procedure.
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Export Clearing of Goods Procedure

Register Export Entry,

Assign Chief Inspector or

Customs Inspector

l

Take Goods to Check
at Port or Inspection
Station

:

Pick Officers up to
Clearing Goods at

Exporter's Store or
Container Terminal

Open and Check Follow as

Fixed Rate. Record Items

Pack Goods into
Container, Seal RTC
and/or Customs
Symbol

4

Contain to Shipment,
Car. Customs Officails
Record or Use Boat
Note

Contain into
Foreign Ship

Figure E.4. Export Clearing of Goods Procedure.
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Goods Container Procedure

Container Officer receives Container
Entry, Export Entry, Extra Entry and
Other Documents to inspect and
permit Goods to Foreign Ship

Obtain Container or
Goods into Ship

Verify Container Number or
Goods Amount from TALLY
SHEET and Export Entry

Record Container Items to
Entry and Other Documents

Distribut or Separate
Documents to Relavant
Divisions

Figure E.5. Goods Container Procedure.
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APPENDIX F

MAP OF INTERNET CONNECTIVITIES IN THAILAND
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