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ABSTRACT 

This thesis designs and implements a Simple Network Management Protocol (SNMP) 

manager for UNIX system to improve the security for unauthentication and unauthorized 

access. 

By usmg the SNMP to communicate with UNIX server/agent and UNIX 

client/manager, the server manager can monitor and control the Management Information 

Base (MIB) of any logged files (e.g. authentication logged file , daemon logged file and 

kernel logged file) of an agent. Tkined, an Interactive Network Editor based on the 

Tcl/Tk programming language is used to contact the appropriate remote SNMP agent to 

retrieve the desired information. Tkined uses a Graphical User Interface (GUI) running 

on UNIX X-Windows to display the information. This manager interaction together with 

GUI forms a powerful management tool for network administrators. 
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CHAPTER 1. INTRODUCTION 

This master thesis deals with Network Monitoring and Management using the Simple 

Network Management Protocol Version 1 (SNMPvl), which is an application level 

protocol on UDP/IP (User Datagram Protocol/ Internet Protocol). We develop an SNMP 

Manager Application to monitor and control the security of UNIX systems for 

unauthenticated and unauthorized access. Our SNMP Manager Application is 

implemented by using Tkined, an Interactive Network Editor based on Tcl/Tk 

programming language. 

In chapter 2, we give an overview of the Simple Network Management Protocol 

Network-Management System and Network Management Application (NMA). The 

theory of Simple Network Management Protocol Version I (SNMPvl) is elaborated in 

chapter 3 where we explain the basic concept and protocol specification of SNMPvl. In 

chapter 4, we consider the auth Group managed-object in the Management Information 

Base (MIB) which contains the authentication information (authentication logged file) 

and the design of the SNMP Manager for monitoring and controlling the auth Group 

managed-object MIB of hosts running the appropriated remote agent server. Finally, in 

Appendix A, we explain the implemented programming language according to the 

manager desired function. 



CHAPTER 2. SNMP NETWORK-MANAGEMENT SYSTEM 

A network-management system is a collection of tools for network monitoring and 

control. A network-management system consists of additional hardware and software 

implemented among existing network components. A network-management system is 

designed to view the entire network as an unified architecture, with the unique address 

and labels assigned to each point and the specific attributes assigned to each element in 

the system. The active elements of the network provide regular feedback of status 

information to the network-control center. Details can be found in [1],[11]. 

2.1 Network-Management Configuration 

Figure 1 depicts the architecture of a network-management system. Each network node 

contains a collection of software in the diagram as network-management entity (NME). 

Each NME performs the following network management tasks: 

• Stored statistics locally 

• Responds to commands from the network-control center, including commands to: 

• Transmit collected the statistics to the network-control center. 

• Change a parameter (e.g. a timer used in a transport protocol) 

• Provide status information (e.g. parameter values, active links) 

• Generate artificial traffic to perform a test 



At least one host in the network is designated as the network-control host, or 

manager. The manager includes a collection of software called the network-management 

application (NMA). The NMA includes an operator interface to allow an authorized user 

to manage the network. The NMA responds to the user commands by displaying 

information and issuing commands to NMEs throughout the network. This 

communication is carried out using the application-level network-management protocol 

that employs the communication architecture in the same fashion as any other distributed 

application. 

For an agent, each node in the network includes an NME which is for purposes of 

network management. 

2.2 TCP/IP Network-Management Architecture 

The model of network management that is used for TCP/IP (Transmission Control 

Protocol I Internet Protocol) network management includes the following key elements: 

• Management station 

• Management agent 

• Management information base (MIB) 

• Network-management protocol 
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Figure I Elements of a Network-Management System 

The management station is typically a stand-alone device but is capable to be 

implemented on a shared system. In either case, the management station serves as the 

interface for human network manager for the network-management system. The 

management station will have, at minimum: 



• An interface by which network manager may monitor and control the network 

• The capability of translating the network manager's requirements into the actual 

monitoring and control of remote elements in the network 

• A database of information extracted from the MIBs of all the managed entities in the 

network 

The other active element in the network-management system is the management 

agent. The management agent responds to request for information and requests for 

actions from the management station. It may asynchronously provide the management 

station with important and unsolicited information. 

The means by which resources in the network may be managed is to represent these 

resources as objects. Each object is, especially, a data variable that represents one aspect 

of the management agent. The collection of objects is referred to as a management 

information base (MIB). The MIB functions as a collection of access points at the agent 

for the management station. A management station performs the monitoring function by 

retrieving the value of MIB objects. A management station can cause an action to take 

place at an agent or can change an agent's configuration settings by modifying the value 

of specific variables. 

The management station and agents are linked by a network-management protocol. 

The protocol used for the management of TCP/IP networks is the Simple Network 

Management Protocol (SNMP), which includes the following key capabilities: 

• Get : enables the management station to retrieve the value of objects at the agent 

• Set : enables the management station to set the value of objects at the agent 



• Trap : enables an agent to notify the management station of significant events 

There are no specific guidelines in the standards as to the number of management 

stations per network. In general, it is prudent to have at least two systems capable of 

performing the management-station function, to provide redundancy in case of failure. 

As long as SNMP remains relatively "simple" that number can be quite high - certainly, 

in the hundreds. 



CHAPTER 3. Simple Network Management Protocol Version 1 (SNMPvl) 

The SNMP network management protocol is the application level protocol for allowing 

the Network Management Station (NMS) to get or read-retrieve and set or write-alter the 

managed objects in each agent's MIB. The SNMP also defines the Trap mechanism that 

allows an agent to transmit unsolicited alarm messages for certain predefined conditions. 

[3],[9],[10] and [11] contains more information of SNMP. 

The network management stations and the agents communicate to each other by 

exchanging SNMP messages. The NMS and the agents receive all the SNMP Message 

except the Trap-PDU at well-defined UDP port 161 of the socket interface. The Trap­

PDU SNMP Messages are received by the NMS at well-defined UDP port 162. 

3.1 Authentication and Authorization 

The SNMP administrative concerns involve the valid authentication and proper 

authorization of communicating between NMSs and agents. Authentication is the process 

of verifying the message sender's identity. Authorization is the verification of the access­

level for a particular authenticated message received by the agent. 

SNMP uses a trivial authentication mechanism. The key component of a trivial 

authentication scheme is the use of a community name. The community name is a string 

that represents the set ofNMSs and agents that belong to a common and known group. 

After an agent receives a command, it checks the community field. Then it does a 

string compare operation of the community name field in the received message against 

the community name string stored in its configuration. If they match, the message is 



considered authentic by the protocol and is passed on for further processing. If the two 

strings are not successfully compared, the received message is discarded. 

Once the SNMP message has been authenticated, the level of access then needs to 

be determined. Every member of the community knows which objects in the MIB can be 

accessed by the other members. This group of objects is referred to as the view. Two 

access modes for the objects are in the view: read-only and read-write. 

3.2 The SNMP Message 

The protocol specifies the command and response messages that can be used for the 

various dialogues between the NMS and its agents. Figure 2 shows the message and its 

fields. Details of protocol stack can be found in (11]. 

Message Tag SNMP Message Value 

Version Community Name 

Figure 2 The SNMPvl Message 

The message field contains three required sub-fields; 

The Version Field 

The SNMP Community Name Field 

The Protocol Data Unit (PDU) 



SNMP version checking is a simple mechanism that does not allow for any 

negotiation. If the version field of a received message IS incorrect, the message IS 

discarded. 

The Community Name Field is the octet string that contains the community name 

used in the authentication process. An agent contains a list of valid community strings to 

compare with community string of the received SNMP message. If a match occurs, the 

message is processed. If no match occurs, the message is discarded. 

SNMPvl specifies that the Protocol Data Unit must be one of five supported types: 

GetRequest-PDU 

GetN extRequest-PD U 

GetResponse-PD U 

SetRequest-PDU 

Trap-PDU 

Figure 3 shows the common structure for imperative commands (get, get-next, and 

set) and the response command (get-response) and the four fields that each contains: 

The Request ID Field 

The Error Status Field 

The Error Index Field 

The Variable Bindings List 
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PDUTag PDU Field Value 

Error Status Error Index VarBindList 

Figure 3 Command PDU Format 

The Request ID Field is an integer that numbers the requests sent from the NMS to 

the agent. This field is necessary for matching a subsequently received GetResponse­

PDU from the agent. The onus of reliable SNMP message sequencing is solely on the 

management side. The RequestlD field can handle the error condition of duplicate 

responses where two recently received responses have the same RequestID value, and the 

NMS can use a timer facility to guage non-responses. An unknown RequestlD would 

cause the NMS to discard the message. 

The ErrorStatus Field is only used by the agent in sending a GetResponse-PDU. It 

indicates the status of the previous command. If it is non-zero, an error condition has 

occurred. In all other PD Us this field should have the value of zero. 

Table 1 shows the six values for the ErrorStatus Field. 
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Table 1 Error Status Field 

Status Name Status Value 
NoError 0 
Too Big 1 
NoSuchName 2 
BadValue 3 
Read Only 4 
GenError 5 

The Errorlndex Field is used in the GetResponse-PDU to provide more information 

on error conditions detected by the agent. The Errorlndex points to the first variable in 

the Variable Bindings List that caused the error condition. Its value is the position of the 

variable within the list, starting at one. 

The variable Binding List, often abbreviated as VarBindList, is the list of instance 

of the managed objects that are operated on by the message's command. 

Figure 4 shows the fields and the positions of the elements within the Variable 

Bindings List. 

VarBindList Tag 

Var 
#1 

VarBindList Length 

Var 
#1 

Var 
#1 

Object ID Field 

VarBindList Value 

Var 
#n 

Value Field 

Var 
#n 

Var 
#n 



Figure 4 Variable Binding List Format 

The Trap-PDU has a different structure from the former PDU tpes. The Trap-PDU 

has six mandatory fields for its format; 

The Enterprise Field 

The Agent Address Field 

The Generic Trap Field 

The Specific Trap Field 

The Time Stamp Field 

The Variable Binding List 

Figure 5 shows the six fields of Trap-PDU used in SNMPvl. 

PDU Tag 

Enterprise 

PDU Length 

Agent 
Addr 

PDU Field Value 

Generic 
# 

Specific 
# 

Figure 5. Trap-PDU Format 

Time 
Stamp 

VarBind 
List 

The Enterprise Field contains the Object Identifier for the network device 

generating the Trap. 

The Agent Address Field is the agent's IP address. This further identifies the trap 

sender to the NMS that must receive and process the trap. 
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The Generic Trap Field contains an integer value that represents one of the standard 

predefined traps for SNMP. [3] defines seven generic traps: 

• coldStart 

• warm Start 

• linkDown 

• link Up 

• authenticationFailure 

• egpNeighborLoss 

• enterpriseSpecific 

The Specific Trap Field contains that trap value defined for a particular enterprise. 

The values in the Specific Trap field are implementation dependent and are defined in the 

vendor's MIB that is implemented for that device. 

The Time Stamp Field contains the "time" the trap was generated. This value is the 

number of time ticks that have elapsed since the agent was initialized. This value is in 

units of hundredths of a second. 

The Variable Bindings List contains supplemental implementation information 

when included in the Trap-PDU. The variable bindings field contains "interesting 

information" associated with each generic or specific trap. This field contains zero or 

more variable binding pairs, which each pair contains an object name and the object 

value. The significance of the Variable Bindings List is implementation-specific, and its 

contents would be unique to each generic and specific trap. 

3.2.1 The GetRequest-PDU 



The NMS uses the GetRequest-PDU to retrieve the specific values of the known 

managed objects from the target agent's MIB. The valid response to this command is the 

GetResponse-PDU from the agent with the current values for those instances of the 

successful retrieval. 

NMS Internetwork agent 

GetRequest PDU 

(process request) 

GetResponse PDU 

(Process response) 

Figure 6. GetRequest Message 

Figure 6 shows the NMS sending the GetRequest-PDU to the agent then processes 

the request and sends the GetResponse-PDU back to the NMS. After NMS processes the 

response, the query is complete. 

First, the agent verifies that each object specified in the variable bindings list of the 

command exists. Each object's access mode must be compatible: it must be either read­

only or read-write. Attempting to read a non-accessible object, such as the aggregate 

types of a table name or entry( row definition), is not valid. Another cause for an incorrect 

fetch is the instrumentation code that retrieves the value detects an internal failure. 



The first incorrected object encountered causes the agent to construct the 

GetResponse-PDU with the appropriate errorStatus and errorlndex fields set. If the agent 

cannot find an object, the errorStatus is set to noSuchName. If the object is an aggregate 

type, the errorStatus is also set to noSuchName. And if the instrumentation code detects a 

failure, genErr is the errorStatus used. The errorlndex field is set to the offset of the first 

object that caused the error. Then the agent will process the following objects. 

The agent also can detect the failure condition for the case when the construction of 

GetResponse-PDU results in a PDU of greater than maximum allowable SNMP message 

size. In this case the GetResponse-PDU is identical to the received GetRequest-PDU, 

except that the errorStatus is set to tooBig and errorlndex field is assigned a value of 

zero. 

If all of the managed object values are successfully found and retrieved, and the 

resulting GetResponse-PDU is of acceptable size, the errorStatus field is assigned the 

value of no Error and the error Index field is set to zero. 

In every case that the GetResponse-PDU is sent, the request ID field is set to the 

value retrieved from the corresponding previously received GetRequest-PDU. The 

message is then sent back to the NMS that originated the command. 

3.2.2 The GetNextRequest-PDU 

Figure 7 shows the NMS sending the GetNextRequest-PDU across the network and 

having the agent process it. The agent then sends the GetResponse-PDU that the NMS 

receives and processes to complete the query. 



NMS Internetwork agent 

GetNextRequest PDU 

(process request) 

GetResponse PDU 

(Process response) 

Figure 7. GetNextRequest Message 

The GetNextRequest command is similar to GetRequest, except that the agent 

attempts to retrieve the lexicographically next larger value than the managed object 

instance requested. The use of this command is primarily for tree traversal and 

determining the elements of a table not known beforehand. 
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The agent verifies that an object lexicographically larger than the next object 

specified exists in the variable bindings list. The next managed object must have the 

proper access mode ; read-only or read-write. If the instrumentation code that retrieves 

the value detects a failure, the agent records the error condition. 

The first incorrected object encountered causes the agent to construct the 

GetResponse-PDU with the appropriate errorStatus and errorindex fields set. If the agent 

cannot find the next valid object, the errorStatus is set to noSuchName. If the 

instrumentation code detects a failure, the genErr errorStatus is used. The errorlndex field 

is set to the offset of the first object that caused the error. Then the agent will process the 

following objects. 

The agent can also detect the failure condition for the case when the construction of 

GetResponse-PDU results in a PDU of greater than the maximum allowable SNMP 

message size. In this case the GetResponse-PDU is identical to the received 

GetNextRequest-PDU, except that the errorStatus is toobig and the errorlndex field is 

assigned a zero value. 

If all the managed object values are successfully found and retrieved, and the 

resulting GetResponse-PDU is of acceptable size, the errorStatus field is assigned the 

value of noError and the errorlndex is set to zero. The variable bindings list of the 

GetResponse-PDU contains the variable name and value of the object representing the 

successor to each of the variable name requested. Each successor name and value 

represents the next object in the lexicographical ordering that has the proper access value 

for the particular MIB view. 



In every case that the GetResponse-PDU is sent, the requestID field is set to the 

value found from the matching GetNextRequest-PDU received from the NMS. The 

message is then sent back to the NMS that originated the command. 

3.2.3 The SetRequest-PDU 

Figure 8 shows the NMS sending the SetRequest-PDU and having the agent process it. 

The agent then sends the GetResponse-PDU to the NMS who processes the returned 

information. 

NMS Internetwork agent 

SetRequest PDU 

(process request) 

GetResponse PDU 

(Process response) 

Figure 8 SetRequest Message 



The SetRequest-PDU command is similar to the GetRequest-PDU, except that the 

agent attempts to set the value of the managed object instances specified instead of just 

reading it. 

The agent verifies that each managed object exists and that it possesses a proper 

access mode of write-only or read-write. If the instrumentation code that sets the value 

detects a failure, the agent records the error condition. 

The first incorrected object encountered causes the agent to construct the 

GetResponse-PDU with the appropriate errorStatus and errorlndex fields set. If the agent 

cannot find the object, the errorStatus is set to noSuchName. If the ASN.1 syntax was in 

error, the errorStatus of badValue is set in the response. If the instrumentation code 

detects a failure, the genErr errorStatus is used. The errorlndex field is set to the offset of 

the first object in the VarBindList that caused the error. 

The agent can also detect the failure condition for the case when the construction of 

an otherwise successful GetResponse-PDU causes a PDU of greater than maximum 

allowable SNMP message size. In this case, the GetResponse-PDU is identical to the 

received SetRequest-PDU, except that the errorStatus is set to tooBig and the errorlndex 

field is assigned a value of zero. 

If all the managed object values are successfully found and set, and the resulting 

GetResponse-PDU is of acceptable size, the erorStatus field is assigned the value of 

noError and the errorlndex field is set to zero. The variable bindings list of the 

GetResponse-PDU contains the variable name(s) and the new values for those objects. 

3.2.4 The GetResponse-PDU 



The agent sends the GetResponse-PDU after it has processed a GetRequest-PDU, a 

GetNextRequest-PDU, or a SetRequest-PDU. The NMS receiving the GetResponse-PDU 

needs to check the values of the fields in the message and then process the pertinent data. 

The requestID field. It correlates the response to a previously sent command. Next, 

the errorField is checked to see if the command has been successful. If the error staus in 

this field is noError, the variable bindings list is processed. If the error status is non-zero, 

the error is noted and logged. 

3.2.5 The Trap-PDU 

Traps are asynchronous notifications an agent can send to the Network Management 

Station to inform the NMS of an extraordinary event. These extraordinary events are 

predefined in the MIB and must be known to both the agent and the NMS within the 

enterprise. Figure 9 shows the agent sending the Trap-PDU across the network to the 

NMS for processing. 

NMS Internetwork agent 

Trap PDU 

(Process trap) 

Figure 9. Trap Message 
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The generic trap field contains one of the traps predefined by SNMP. The seven 

traps defined are: 

• cold Start (0) : This trap signifies that the agent's device, called the sending protocol 

entity, is reinitializing it self such that the agent's configuration or the protocol entity 

implementation may be altered. 

• Warm Start (1) : This trap signifies that the agent's device is reinitializing itself such 

that neither the agent's configuration nor the protocol entity implementation is 

altered. 

• LinkDown (2) : This trap message signals that the agent's device recognizes a failure 

in one of the communication links presented in its configuration. The Trap-PDU 

contains the name and value of the iflndex instance for the affected interface as the 

first element of its variable bindings. 

• LinkUp (3) : This trap message signals that the agent's device recognizes that one of 

the communication links presented in the agent's configuration has come up. The 

Trap-PDU contains the name and value of the iflndex instance for the affected 

interface as the first element of its variable bindings. 

• AuthenticationFailure (4) : This trap signifies that the agent is the addresses of a 

protocol message that is not properly authenticated. Although implementations of the 

SNMP must be capable of generating this trap, they must also be capable of 

suppressing the emission of such traps through an implementation-specific 

mechanism such as a configuration parameter. 

• EgpNeighborLoss (5) : This trap signifies that an Exterior Gateway Protocol (EGP) 

neighbor for whom the agent's device was an EGP peer has been marked down and 



the peer relationship no longer pertains. The first element in the variable bindings is 

the name and value of the egpNeighAddr instance for the affected neighbor. 

• Enterprise Specific ( 6) : This trap signals that an agent has recognized that some 

predefined, enterprise-specific event has occurred. The specific-trap field identifies 

the particular trap that occurred. 



St. Gabriel's Library, Au 

CHAPTER 4. Network Management Application Design 

This section gives the detailed design of our network management application (NMA) for 

the management station to manage the network enabling monitoring the security of 

UNIX system by using Tkined (Interactive Network Editor Based on Tcl/Tk). By running 

this application, we allowed the manager to monitor and control the Management 

Information Base (MIB) of auth group managed objects at the appropriated agent. In this 

application, the manager's screen will display all the nodes in the network. If the 

unauthenticated and unauthorized users try to access any nodes in the network, the 

manager will display that node by alarming or blinking it on the manager's screen. The 

manager can also display all the unauthenticated and unauthorized access' information. 

The "Tcl/Tk" code for implementing in this Network Management Application is given 

in Appendix A. 

4.1 UNIX Security Managed Object 

The manager will send the SNMP message including the IP address, the value of object 

identifier MIB and control information to the destined agent. For UNIX System, auth 

group MIB (as shown in Table 2) consists of the information about Authentication Time, 

Authentication System Name, Authentication Program Name and Authentication output. 

This information is concerning about the security of UNIX system [2], [5], [6] and [8]. 



4.2 Network Management Function 

In our Network Management Application, we implemented a module is called "SNMP-

Security" into Tools main menu in Tkined as sbown in Figure 10. 

tkmed 1 4 in Fiie Select Edd Slructure Icon O bom Tools Sf\IMP-Secur~y Help 

Salee! ~ 

Resize 

-
0 a 

Figure I 0. SNMP-Security Module 



Table 2. auth Group MIB 

Table 2. aulh Group i'vlJB 

OBJECT OBJECT IDENTIFIER ACCESS DESCRIPTION 

ridex l 1.361414210.101 .1 l I 1.0 RO Index o f Log Fiie No 1 

l.lepame1 1.3.6.1.4.14210 10.1.1,1 1.2.0 RO F 1le name ol 1he log me 

~me1 1.3.6.1.4.1.421010.1.111 .3.0 RO Time or the event 

1)'3tlame 1 1.3.6.1.4.1.4210 10.1.1 11.4.0 RO System name or the event 

progl 1.3.6. 1.4.1.4210. 1o.1 .1.1.1.5.0 RO Program used to generate 

"'9SSage1 1.3.6.1.4. 1.4210.10.1.1 . 1 1.6.0 RO Message generated by above program 

o.nable1 1.3.61.4.1.4210.101 12.1.0 RW To enable the filtering rule 

lltg111 1.3.61.4.1.4210.10 I t .22.0 RW First argument used to filtering data 

arg211 1 3.6.1.4.14210.101 1.2.3.0 RW Second argument used to filtering dala 

arg3t1 1.3.61 .4.14210.10.11 2.40 RW !Third argument used to mtering data 

l!lSet1 1.3.6. 1.4.1.4210.101 1.2.5.0 RW Used lo ro.sel the ftltenng argument 

n1aRese11 1.3.6.1.4 14210.10 1 1.3.0 RW Used 10 reset all the rile content 

~e~~up1 1.3.6.14 1 4210.10.1 1.4 0 RW Used to generate backup file 

lndex2 1.3.6.1.4.1.4210 10.1.2.11.1.0 RO Index of log file No2 

i1iename2 1.3.6.1.4. 1.4210. 10.1.2.1.1.2.0 RO File name of the log file 

11me2 1.3.6.14.1.4210 10.1.2.1 1.3.0 RO nme of the event 

sysname2 1.36.1 .41.4210.10. 1.2.114.0 RO System name of the event 

~ 1.3.6.14.1.4210 10.1.2 1 1.5.0 RO Program used to generate 

iressage2 1.3.6.1.4.1.4210.10.1.2.1 I 6.0 RO Message generated by above program 

crmt>lc2 1.3.6.1.4.14210 10.1.2.2.1.0 RW ~o enable the filtertng rule 

arg1t2 13.6.1.4.1.4210.10.1.2.2.2.0 RW First argument used to fi11enng data 

•11212 1 3.6 14, 14210.1012-2.3.0 RW Second argumenl used to mtenng data 

il!Q312 1.3.6. 1.4.1.4210.1012-2.4.0 RW Third argument used to filtering data 

feGet2 I 3.614,1.4210.10.1.2.2.5.0 RW Used to reset lhe mtering argurnent 

k 
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Table 2 auth Group MLB 

OBJECT OBJECT IDENTIFIER ACCESS DESCRIPTION 

; '!lel'!eset2 136141.4210.1012.3.0 RW Used 10 reset a11 the file content 

!'i!le6ackup2 I 3 6 I 4 I 4210.10 1.2.d 0 RW ~sed 10 generate bac•up r e 

I ndex3 13614.14210.10.1.31.1.1.0 RO Index al Log file No2 

' lie<!arne3 I 3614.14210.101.3.1.12.0 RO F, e na-ne of !he 1og rJe 

1ome3 1 3.61 4 1 4210 10.1.3. 1 1.3 0 RO ~,me of !he event 

5)'5llame3 13.614 14210 101 .3114.0 RO System name of the event 

pcog3 1 3 6 1 4 , 1 4210.10.1.3.1 1 .5 0 RO Program used to generate 

~<JSsage3 I 3.6. 1 4.1.4210. 10.1.3.1.1.6.0 RO Message generated by above proorum 

enaolo3 136 1.4 1.4210 10.1.3.21.0 RW To enable the filtenng rule 

wglt3 13614142101013.2.20 RW Forst argument used to foltenng data 

•'9213 I 3 6 1.4 I 4210 10.1.3 2.30 RW Second argument used to I· toong data 

wg313 136141421010.1.3.2·1.0 RW fhord a•gument used 10 fillr.nng data 

resetJ 1361414210101.3250 RW Used lo reset the filtcnng argument 

!'<!Resel3 1 3 6 1 4 1 4210.10.1.3.3.0 RW Used to reset all the file content 

fio8ackup3 1.36 1.41.4210.10.1 .3.4.0 RW Used to generate backup Ole 

:ode No 1.3.6.1.4 1.4210.10 1.50.1 I 1 0 RO Number of mapping Olenamo 
-

61ename 13.6.14 14210.10.150.1.120 RO f·lc name of mapping number 

~e 1.36.1.41.4210.10.1.50.21.0 RW File name ol lhe daemoo rule 

syn I 1361414210.101.502.20 RW i\rgumem no.1 ol the 1npu1 10 the daemon 

syn2 I 3 6 I 4 1 4210.10.1.50.2.3 0 RW Atgumen\ no.2 ol the 1np1,11 lo the oaemon 

syn3 1.3614 14210.10.1502.40 Fm Argumen1 no 3 of the onpu1 10 1he daomon 



Table 2. auth Group MIB 

I 

OBJECT OBJECT IDENTIFIER ACCESS DESCRIPTION 

I 111Brval 
' 

1.3.S.1.4.1.421010 1.50.2.5.0 RW Interval used to checK 

ctea!f! 1.3.6 1,4.1.4210 10. 1 50 2.S.O RW Flag used to se1 to create a new daemon 

process 

pslndox l.3.S.1.4.1 .4210.10.1.503 1.11.0 RO Index of running Daemon Process 

Psf'ld 1.3.S.1.4.1 4210.10.4.50.3.1.1.2.0 RO Prcr-ess 10 of lhe running Daemon 

psTlme 1 3.6.14.1.4210.101.50.3.1.1.3.0 RO ~me interval for repeated check of the 

daemon 

[ psFi~me 1 .3.6. 1 4. 1.4210. 10 1 .50 3. 1.1.4.0 RO Fiie namo used to check by daemon prtic. 

osSyn1 1.3.6.141.4210 10.1.50 3.1.1.2.0 RO Argument no. I or lhe fittering rule 

f pg$yn2 1.3.6.1.4.1.4210.10.1.503.1.1.6.0 RO Argument no.2 or !he filtenng rule 

I Ps5Y!'3 1.3.6.1.4 1.4210.10.1.50 3.1 1 7.0 RO Argument no 3 or the mtanng rule 

~~ Ptocess 1.3.6 1.4.1.4210.10. 1.50.3.2.0 RW Indicate Process ID or the process- which 

we want 10 1erm1na1ed 

~ltlAll 1.3.6.1.4. 1.4210.1 0. 1.50.3.3.0 RW Set to 1 to kill all daemon process 



Object OID Access Description 

authlndex 1.3.6.1.4.1.4210.10.1.1.1.1.1.0 RO Row number of the loa file 
authTime 1.3.6.1.4.1.4210.10.1.1.1.1.2.0 RO Time of the generated EVENT 

of the AUTH loa file 
authSysname 1.3.6.1.4.1.4210.10.1.1.1.1.3.0 RO The System name of the 

EVENT 
au th Prag 1.3.6.1.4.1.4210.10.1.1.1.1.4.0 RO The program name used to 

!generate the EVENT 
authOutput 1.3.6.1.4.1.4210.10.1.1.1.1.5.0 RO The output generated by the 

Authen oroaram. 
authlastread 1.3.6.1.4.1.4210.10.1.1.2.0 RW The number of ROW(index) 

that manager read for the 
last access used to index the 
next used EVENT for the 
filtering result. 

authTotal 1.3.6.1.4.1.4210.10.1.1.3.0 RO The total line of the auth_log 
file 

authReset 1.3.6.1.4.1.4210.10.1.1.4.0 RW Set to '1': to reset the auth_log 
file, calling the function to delete 
all the content of the system 
specific auth loq file. 

log Filename 1.3.6.1.4.1.4210.10.1.100.1.0 RW Numerical substitution display 
used log file name. 
'1' for Authentication Logfile 
'2' for others 

syntax 1 1.3.6.1.4.1.4210.10.1.100.2.0 RW The first syntax used to filtering 
concernina loa file. 

syntax 2 1.3.6.1.4.1.4210.10.1.100.3.0 RW The second syntax used to 
filtering the concerning log 
file . 

andflag 1.3.6.1.4.1.4210.10.1.100.4.0 RW Set to '1' : filtering rule = 
syntax 1 AND syntax 2 
Set to '2' : filtering rule = 
svntax 1 OR svntax 2 

updateflag 1.3.6.1.4.1.4210.10.1.100.5.0 RW Set to '1' : used Lastread flag 
to indicate the starting point for 
filtering 
Set to ' 0 ' : start from the 
beqinninq of the file. 

filterreset 1.3.6.1.4.1.4210.10.1.100.6.0 RW Set to ' 1' : reset the filtering 
content to default. 

resultlndex 1.3.6.1.4.1.4210.10.1.101.1.1.1.0 RO The row number (index) of the 
filterinq result event. 

resultTime 1.3.6.1.4.1.4210.10.1.101.1.1.2.0 RO The time of the filtering 
result event. 

resultSysname 1.3.6.1.4.1.4210.10.1.101.1.1.3.0 RO The system name of the 
filtering result event. 

resultProg 1.3.6.1.4.1.4210.10.1.101.1.1.4.0 RO The program used of the 
filtering result event. 

resultOutput 1.3.6.1.4.1.4210.10.1.101.1.1.5.0 RO The output of the filtering 
result event. 

resultUpdate 1.3.6.1.4.1.4210.10.1.101.2.0 RW Set to '1' : to update tha data 
concerning with log file with 
filtering syntax applied. 



J.n SNMP-Securily Module, before stariing this module the manager has to verify 

himself by emer the passphase. Tbe passphase is used to open the manager's private as 

shown in figure 11. 

.... 
,..., 

•• (ltd• .... 

'lk"'tt .. 'ltM' U1ltt .... llM""1lilllll 1•"'-1 
~'""'•l•il .. c 
·-~- ... -----··-·-

- C:!! 

f?Qiii§\# ~ 
Pleas2 Enter Passl'hase 

Figure J J SNMP-Security Module 
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In SN MP-Security Module, we design our system to monitor and control the managed 

object at the destination. There arc ten functions in tllis group as shown in figure 12: 

m1mne1m1•1@1 ft 

tlUnod I.Uh File 

[ ~Ice< lj 
~h:.e: 

To<t 1 
llil 

0 
a 

... 



• Se1 View Pammcier 

• View Result 

• Se1 Evcnl Monitor 

• List Event Monitor 

• Kill Evcni Monitor 

• Resel Log File 

• Check View 

• Event Color Selling 

- -i. p-Secwity I X 

Set View Parameter 

View Result 

Set Evant Monitor 

List Event Monitor 

KJll Event Monitor 

Re.et log File 

Check View 

Event Color Selltng 

Set SNMP/PGP Parameter 

Help SNMP-Secunty 

Delete SNMP-Secunty 

Figure 12 Main Menu in SNMP-Security 

• Set SNMP/PGP Parameter 



• Help SNMP - Security 

• Delete SNM P - Security 

4.2.J Set View Parameter 

•-:+ [request _____ .. ,x 
Plaase Selecl Filename Number 

Host Name jhcnl-nls 

FileName 1 jtvar/loglaulh IOJI 

FilaNa1M 2 jtvar/loJlfdaemon tog 

FileName 3 jtvarl1oJ111'ern log 

SELECT ., v2 v3 

I~ SKIP 

Figure 13 StLb Menu in Set View Parameter 

TI1e manager must select the file name (au th.log, daemon.log and kem.log) that wou ld 

like to get the information as shown in figure14. 

, :-r jrequesl 

Logfile Name 

Enable Ffller­

Flllerfng Syntax 1 

Flllenng Syntax z 
Fiitering Synlax 3. 

SET 

Sl;T PARAMETER 

pvarllog/auth.log 

•O 

-----~ X 

v 1 

CANCEL 
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Figure 14 Sub Menu in Set View Parameter 

The manager need to select Lo use the filter operation, if need please select I and 0 for 

unused .. Then the manager can fill the filtering word in Filtering SyntaX I or 2 or 3 as 

shown in the figure 14. Finally, the acknowledgement window will display for 

acknowledge the set view parameter menu as shown in figure no. 15. 

x 
Saving Configuration for hcnl-nis Successfully 

I ~lsmlss I 

Figure 15 Acknowledgement Window for Set View Parameter 

4.2.2 View Result 

This sub-menu is used for displaying the result event according to Set View Parameter 

Setting. Before getting the result display, the manager has 10 select the Filename Number 

which to be displayed as shown in the figure 16. The view resuh will be shown as in the 

figure no. l 7. 



I f" I request x 
Please Selecl Fllenan\e Number to be orsplay 

HD"st Name jhcnl-ms 

FlleName 1jt '"v-a-r/t,...o-g/a-ut-h-Jog-----------

FlleName l ltvar/log/daemon log 

FllQName 3 ltver/ log/kernJog 

SELECT + v 2 

Sl<IP 

Figure 16 View ResulL Sub - Menu. 

'••d '-• -· .... ,.r• , .. _ 

Figure l 7 Result View Display. 

4.2.3 Set Event Monitor 

The manager must select lhe 'filename number which would like to monitor. The second, 

1hird and forth requested data are Monitor Syntax I, 2 and 3 which the manager can enter 



1he word thal needs to b~ filtered. The fiflh requested data is the time interval which the 

manager will get the infonnntion from the agem as shown in the figure 18. 

Please Fiii In 1nrormatlon for erea,t Daemon 

Hosl Name 

FileName 1 

FileNeme 2 

FileName 3 

Monitoring file NO 

Monitor Syntax 1 

Monitor Syntax Z 

Monitor Syntax 3 . 

Time lnterval(sec) 

I~ 

jhcnl-nls 

!/Vartlog/auth 109 

jtvar1109/dao.mon.109 

jtvar/10911<.ern fog ., 

CANCEL 

Figure L 8 Set Event Monitor Sub Menu. 

4.2.4 List Event .Monitor 

x 

This sub-menu used to display the job of the eveol monitor as shown in the figure no. 19. 
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-- -
SllMP ~ecllily th! art 

VftltOf'• 10 ~· Seou:uly "'o®la Vcruor 00! br Tt11HI 
tenui ov Mt~~ C 
~--~ ............................................ .,. .. ... ,... ................ , .. ~ ............ ~,, ............ ,.., ............. . 
IPToCtit (V11'l'~f1, 1\11'1"'1'' Cl" l\r.rtt ... ,.. 
PIC•:l<11 l•!TtR ~ ... l•601">!•°41> "'~O lo'J 11111_,~ 1)'1'\Z• ;,'13• 

Fif,'llfe 19 List Event Monitor Sub • Menu. 

4.2.5 Kill Event Monitor 

' 

Tbis sub-menu will cenninate the monitor event job at tbe selected Node. After I.be the 

manager activated I.bis sub-menu, tbe acknowledge window will display Lhe selected node 

(for killing) as sbown in figure 20. 

request 

Type fn Proaess ID lo Terminate Monitoring 

Kiii All Process 

Pro~ass ID lo kJll· 

+o v 1 

Figure 20 Kill Event Monitor Sub - Menu. 

x 



4.2.6 Rese1 Log File 

This used 10 reset all the infonnation m the log Ulc (au th.log, daemon.log and kem.log) 

A I shown in the figure no. 21 

x 
Please Select the rtreoumber to RESET 

Hosl Name lhcnl- nis 
Flll!Name 1 lfllar/log/aulh.leg 

FlleName 2 pvar/log/daemon.tog 

FlleName 3 p\lar/IOg/~ern 109 

Select 
., v2 v3 

Delele Cancel 

Figure 2 1 Reset Log Fi le Sub - Menu. 

4.2. 7 Check View 

This can be used to check the status of each node (agent) in the network according to the 

color setting of node smtus in the Event Color Setting Menu. When lbe manager activate 

this function, each agent will display its status according lo the default color setting. This 

menu wi ll check all the agent so ftware that is insta lled nt the agent whether it is supported 

by our application. 



4.2.8 Evcnl Color Setting 

The manager can set the color of each status as shown below ( figure 22) : 

• NORMAL Smtus Compatible SNMPD (UCD-SNMP Daemon) is running on 

the node or agent 

• NOSNMPD No SNMPD is running on the node 

• NO COMPAT SNMPD No compatible SNMPD is running on lbe node or agent. 

• 

• 

Unreachable 

Event Alert 

NORMAL 

NOSNMPD 

NO COMPAT SNMPD 

UNREACHAaLE 

EVENT ALERT 

The manager cannol connect to that node or agent. 

The node will be blinking when the filter evenl bas 
occurred. 

x 
Color Setting ror NODE 

v btack v br.own v i:ed v orange v yellow + 91e.en v blua- v grey v wh-1le 

+ b1acr.. v ~ro\l.ri ...., red v ora:noe v yellow v o_re-en v blue- v grey v \'ft\lte 

+ black v ~"""" ..,; "'~ v ora.nge v vellow v 91een v blue v grey ...., white 

v tll~lt v brown • red v ruange v vetldw ...., green v blua' v gray v wt\1te 

v btad)' v brown • fed v orange v yellow ...., green v blue- v grey v white 

CANCEi. 



Figure 22 Evco1 Color Sening Sub - Menu. 

4.2.9 Set SNM P Parameter 

This menu is used for setling the specification ofSNMP Version I parameter 

coaceroing the conununi1y oame, UDP Port, Time out, Retry, Window size, Delay and 

PGP Manager name and passpi'tase as shown in figure 23. 

t7! request 
SNMP Oefauu Parameter 

Community: 

UDP Pon: 

Timeout (s] 

Reines· 

WmdowS1ze: 

Delay [ms) 

Protocol. 

PGP Manager Name: 

PGP Manager PassPhase; 

accept J 

fpubllc 

t1s1 

lO 

5 

+ SNMPvl 

!manager 

!manager 

cancel 

x 

Fi!,'tlrc 23 Set SNMP Parameter Sub - Menu. 

4.2.10 Help SNMP -Security 

This menu consists of all the documents describing each mcuu in the SNMP-Security 

Module as shown in figure 24. 



Help about SNMP-Securny 

The SNMP-Se~urily contains a S"et or ut111lles to momtor hosts 
using SNMP requests 

Set Event Color 
Set the color or eac11 s!alu$ of each node or agent 

Check View: 
U~ed to check all the status ilfeach nodes or agents 
In lhe network. 

Reset View 
U$ed to reset all the network map on IM 'creen to 
normal color status from lhe Sel Event Color Menu 

Sal SNMP Parameter. 
Setting the spec]fii:alfon pf SNMPv1 paramete1 
cons1sting the community name. UDP por1 number 
and Time OJJt Setting. 

Lo_g Fiie View. 
Monrtorlog all the toa nie This menu cons1s1s of sub-menus 
as following below. 
- Set Y1f!W Parameter: 
Se!Hng lite value ofloglile nulnbe1, enable filferlng, 

Figure 24 Help SNMP-Security Sub· Menu. 

4.2. l l Oclctc SN"MP - Security 

This menu is used for tenninating the SNMP - Security Module. 

I 



5. Design and Implementation of authentication system for SNMP party. 

SNMP version 1 (SNMPvl) uses a trivial authentication mechanism. The key component 

of a trivial authentication scheme is the use of a community name. The community name 

is a string that represents the set of manager and agents that belong to a common and 

known group. 

As the SNMP packet traveling between manager and the agents on the 
network can be read by anyone with access to the network connecting those 
points. For the privacy, in this thesis, we design and implementation of 
authentication system by using public key cryptography and secret session key. 

5.1 Public Key Cryptography 

Public key cryptography is an asymmetrical scheme that uses a pair of keys for 

encryption: a public key, which encrypts data, and a corresponding private, or secret key 

for decryption. Firstly, publish the public key to the world while keeping your private key 

secret. Anyone with a copy of your public key can then encrypted information that only 

you can read. Only the person who has the corresponding private key can decrypt the 

information. 

Public Kev Private Kev 

l l 
Plain Text Cipher Text Plain Text 

Encryption Decryption 

Figure 25 Public Key Encryption 
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The primary benefit of public key cryptography is that it allows people who 
have no preexisting security arrangement to exchange message securely. The 
need for sender and receiver to share secret keys via some secure channel is 
eliminated; all communications involve only public keys and no private key is 
ever transmitted or shared. 

5.2 Session Key 

When the SNMP authentication has been completed. Manager is sure he is talking to 

agent and Agent is sure he is talking to manager. Furthermore, the two of them will also 

have established a secret session key for use in the upcoming conversation. 

The point of using session key for each new connection is to minimize the amount 

of traffic that gets sent with user's secret keys and public keys. 

5.3 Design the authentication for SNMP Party. 

5.3.1 Using Public Key Cryptography. 

In this thesis, we design the authentication for SNMP Party by using the public key 

cryptography as shown in the figure 26. 

Transmission line 

Manager 

1 
Agent 

Manager's Agent's Agent's Manager's 

~ Private -+ Public key, ~ Private key -+ Public key, -+P ... 
key, • EA t DA • EM 
D., 



Figure 26 Manager to Agent Scheme 

From the figure no. 26, assuming manager can send the packet (P) , setrequest or 

getrequest, to the agent by transmitting EA(DM (P)). Note carefully that manager knows 

his own (private) decryption key, DM, as well as agent's public key, EA. 

When agent receives the message, the agent transforms the message using the 

agent's private key, DA, as shown in Fig. 26. Then the agent decrypted the message using 

the manager's public key, EM, to get the original message ,P. 

We used the facility PGP, Pretty Good Privacy, to do the public key cryptography 

to generate a key pair consisting of a private key and public key. As its name implies, 

only manager have access to his private key, but in order to correspond with the agent the 

manager need a copy of the agent's public key and the agents need a copy of the 

manager's public key. 



5.3.2 Session Key 

After the conversation by the public key cryptography completed, the agent will send the 

requested information with the session key. Only the manager will know the meaning of 

the session key. In this thesis, we just implemented the simple session key as the offset 

the character by the value of the session key. 



6. CONCLUSION 

Using Tkined, we can implement a powerful network management application for 

network administrator. Particularly in this thesis, the developed network management 

application can monitor and control all the information of the unauthorized access from 

the management information base of the authentication log file at the hosts (agents) in the 

network. 

On UNIX System - being a multi-user system - it is very important to monitor the 

login of users as the root or super user. The network administrator can monitor any 

unwanted access by using this network management application to secure UNIX systems. 

In addition, this work also can be extended for monitoring and controlling of the 

other files in the directory /var/log, e.g. mail.log and so on. We hope this application will 

be useful for the UNIX network administrator. 
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APPENDIX A 

Computer code for Chapter 4 

The following code runs in "Tcl/Tk". It demonstrates an implementation of the network 

management application in Chapter 4. 

#!/bin/sh 
#the next line restarts using scotty -*-tel-*-\ 
exec scotty2.1.10 "$0" "$@" 
# 
# snmp_security.tcl -
# 
# Simple SNMP security monitoring scripts for Tkined. 
#Coder: Mr.Satian Chokdeepanich 
package require Tnm 2.1 

ined size 
LoadDefaults snmp monitor 
Snmplnit SNMP-Security 

## 
## Set Default MIB file using by Tkined 
## 
mib load /usr/local/share/snmp/mibs/LOGS-MIB.txt 
## 

## 
## Initilize Report View Window 
## 
writeln "Welcome to SNMP-Security Module Version 0.03 for Tkined" 
writeln "create by: Mr.Satian C." 
writeln ''=============================================='' 
## 

if {[info exists default(interval)]} { 
set interval $default(interval) 

} else { 
set interval 60 

} 
if { ! [info exists default(graph)]} { 

set default(graph) false 



} 
global first 
set first 0 

proc createjob { } { 
global time 
set pid [job create -command "trapcheck" -interval $time] 
##writeln "pid = $pid" 
} 

## 
## Sesskey encode 
## 

proc sessenc { sesskey plaintext } { 

} 

set enctext [exec /usr/lib/tkinedl.4.1 O/apps/sessenc $sesskey $plaintext] 
return $enctext 

## 
## Sesskey decode 
## 

proc sessdec { sesskey enctext } { 

} 

set plaintext [exec /usr/lib/tkinedl .4.1 O/apps/sessdec $sesskey $enctext] 
return $plaintext 

##Flash the icon of the object given by the ip address. 
## Keep track of all ip addresses to flash in an array. 
## 

proc flash {op {ip ""}} { 

static jobid 
static ipaddrs 

switch $op { 

list { 
if { [info exists ipaddrs]} { 



} 

St. Gabriel's Library, Au 

return [lsort [array names ipaddrs]] 
} else { 

return{} 
} 

add { 

} 

if {$ip == ""} return 
if {![info exists ipaddrs($ip)]} { 

set ipaddrs($ip) 1 
} else { 

incr ipaddrs($ip) 1 
} 
if {![info exists jobid]} { 

set jobid [job create -command "flash run" -interval 10000] 
} 
return 

remove { 

} 

if { ! [info exists ipaddrs]} return 
if { ! [info exists ipaddrs($ip)]} return 
incr ipaddrs($ip) -1 
if {$ipaddrs($ip) <= O} { 

unset ipaddrs($ip) 
} 
if {[llength [array names ipaddrs]] == O} { 

$jobid destroy 

} 

unsetjobid 
unset ipaddrs 
writeln "All highlights deleted." 
writeln 

return 

reset { 
if {![info exists ipaddrs]} return 
if {[info exists ipaddrs($ip)]} { 

unset ipaddrs($ip) 
} 
if {[llength [array names ipaddrs]] == O} { 

$jobid destroy 
unsetjobid 
unset ipaddrs 
writeln "All highlights deleted." 



return 

run { 
foreach ip [array names ipaddrs] { 

IpFlash $ip [expr {$ipaddrs($ip) < 10? $ipaddrs($ip): 10}] 
} 

} 
} 

} 

## 
## Create a chart. Honours the monitor.graph default definition. 
## 

proc CreateChart {id x y} { 
global default 

} 

if {$default(graph) !="true"} { 
set id [CloneNode $id [ined create STRIPCHART] $x $y] 

} else { 
set id [CloneNode $id [ined create GRAPH]] 

} 
return $id 

## 
##Tell tkined to restart a command when a saved map gets loaded. 
## 

proc save { crud } { 

} 

## 

set cmdList [ined restart] 
if {[lsearch $cmdList $cmd] >= O} return 
lappend cmdList $cmd 
ined restart $cmdList 

## Remove a command from the list of commands saved in the tkined map. 
## 

proc forget { cmd } { 
set cmdList "" 
foreach c [ ined restart] { 

if {$c != $cmd} { 
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lappend cmdList $c 
} 

} 
ined restart $cmdList 

} 

## 
## Restart a monitor job by calling cmd. Build the list of objects 
##from tkined using ined retrieve commands. 
## 

proc restart { cmd args } { 

} 

## 

global interval 

if { ! [catch { expr [lindex $args O] + 0}]} { 
set itv [lindex $args O] 

} 

set jid [lindex $args 1] 
set args [lrange $args 2 end] 
set old interval $interval 
set interval [expr int($itv)] 

foreach id $args { 

} 

catch { ined -noupdate clear $id} 
catch { ined -noupdate clear $id} 

catch { eval $cmd $args} 

if {[info exists old_interval]} { 
set interval $old interval 

} 

## Monitor a SNMP variable in a stripchart. This version uses two 
##procedures. The ShowVariable proc is called by the job scheduler 
## to send SNMP requests at regular intervals. SNMP responses are 
##processed by ShowVariableProc. 
## 

proc ShowVariableProc {id status vbl} { 
global ex 
if {$status != "noError"} { 

ined -noupdate values $id 0 
ined -noupdate attribute $id $cx(descr,$id) \ 



} 

"$ex( descr,$id) [lindex $vbl O]" 
return 

} 
set now [mib scan sysUpTime [lindex [lindex $vbl O] 2]] 
set syntax [lindex [lindex $vbl 1] 1] 
set value [lindex [lindex $vbl 1] 2] 
set val 0 
switch -glob $syntax { 

Gauge -
INTEGER­
Unsigned32 -
Integer32 { 

} 

set val $value 
} 
Counter* { 

} 

if {$now> $cx(time,$id)} { 
set val [expr $value - $cx(value,$id)] 
set val [expr $val I ( ($now-$cx(time,$id)) I 100.0 )] 

} else { 
set val 0 

} 

ined -noupdate values $id $val 
ined -noupdate attribute $id $cx(descr,$id) "$cx(descr,$id) $val" 
set cx(value,$id) $value 
set cx(time,$id) $now 
set txt "[ined -noupdate name $id] $cx(descr,$id)" 
MoJoCheckThreshold $id $txt $val 

proc ShowVariable {ids} { 
global ex 

} 

## 

foreach id [MoJoChecklds ShowVariable $ids] { 
$cx(snmp,$id) get "sysUpTime.O $cx(name,$id)" \ 

"ShowVariableProc $id %E \"%V\'"' 
} 

## Start a new monitoring job for the device given by ip. The args 
##list contains node ids with the snmp variable oid to display. 
## 

proc start_ snmp _monitor { ip args } { 
global ex interval 



} 

## 

set ids '"' 
set re_ args "" 

while {$args != '"'} { 

} 

set id [lindex $args OJ 
set var [lindex $args 1] 

if {$id != ""} { 

} 

set s [SnmpOpen $id $ip] 
if {[catch {$s get "sysUpTime.O $var"} vbl]} { 

set name [ined -noupdate name $id] 

} 

set addr [ined -noupdate address $id] 
set msg "Unable to restart monitor job on $name" 
if {$addr != ""} { 

append msg" \[$addr\]" 
} 
writeln "$msg.\nSNMP get failed: $vbl\n" 
$s destroy 
set args [lrange $args 2 end] 
ined delete $id 
continue 

set cx(time,$id) [mib scan sysUpTime [lindex [lindex $vbl OJ 2]] 
set ex( value,$id) [lindex [lindex $vbl 1] 2] 
set cx(snmp,$id) $s 
set cx(name,$id) $var 
set ex( descr,$id) [ mib name [ mib oid $var]] 
lappend ids $id 

ined -noupdate attribute $id $ex( descr,$id) $ex( descr,$id) 
ined -noupdate label $id $ex( descr,$id) 

set args [lrange $args 2 end] 
append re_ args " \$$id $var" 

if {$ids != ""} { 

} 

setjid Liob create -command [list ShowVariable $ids]\ 
-interval [ expr $interval * 1000]] 

save "restart start_snmp_monitor $interval $jid $ip $re_args" 



## Prepare a monitoring job for the objects in list and the SNMP variable 
## given by vamame. This proc is also called by other scripts so changes 
## must be done very carefully ... 
## 

proc MonitorVariable {list vamame} { 
ForeachlpNode id ip host $list { 

sets [SnmpOpen $id $ip] 
set syntaxList { 

} 

Gauge Gauge32 Counter Counter32 Counter64 
Unsigned32 INTEGER Integer32 

set vars"" 

set err [catch {$s get $vamame} vbl] 
if {$err II [lindex [lindex $vbl O] 1] == "noSuchlnstance"} { 

if {[catch { 
$s walk vbl $vamame { 

} 

set syntax [lindex [lindex $vbl O] 1] 
if {[lsearch $syntaxList $syntax] >= 0} { 

lappend vars [lindex [lindex $vbl O] O] 
} else { 

} 

set name [ mib name [lindex [lindex $vbl O] O]] 
writeln "$host: $name of base type $syntax ignored" 

} msg]} { 

} 

ined acknowledge "Monitor Variable $vamame on $ip: $msg" 
$s destroy 
continue 

} else { 

} 

set syntax [lindex [lindex $vbl O] 1] 
if { [lsearch $syntaxList $syntax] >= 0} { 

lappend vars [lindex [lindex $vbl O] O] 
} else { 

} 

set name [ mib name [lindex [lindex $vbl O] O]] 
writeln "$host: $name of base type $syntax ignored" 

if {$vars=='"'} { 
ined acknowledge \ 

"$vamame is either not available or of wrong type." 
continue 



} 
} 

## 

} 

set args $ip 
set i 0 
foreach var $vars { 
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set nid [CreateChart $id [ expr 30+$i] [ expr 30+$i]] 

} 

ined -noupdate attribute $nid "SNMP:Config" [$s configure] 
!append args $nid 
!append args $var 
mer 1 

$s destroy 

eval start_ snmp _monitor $args 

## This procedure used to check weather there are SNMPD agent 
## which compatible with LOGS MIB brance running on 
## the specific host selected or weather the host exists or not. 
## 
##return value ('O' ==OK) ('1' == NOSNMPD) 
## ('2' == NOCOMPATSNMPD) ('3' ==UNREACHABLE) 
## 
proc HostCheck { id ip } { 

if { [catch { icmp -size 0 -timeout 5 echo $ip} rtt]} { 
writeln "Could not send icmp packet: $rtt" 
writeln 

} 
set rtt [lindex [join $rtt] 1] 
if {$rtt < O} { 

return 3 
} 

set res "" 
set s [SnmpOpen $id $ip] 
if {[catch { 

$s walk x 1.3.6.1.4.1.4210.10.1.1.4 { 
##writeln "value x = $x" 
lappend res [lindex [lindex $x O] 2] 
} 

} msg]} { 
$s destroy 
return 1 



} 

## 

#no SNMPD running 
} 
$s destroy 
if { $res== "" } { 

} 

##writeln "message = $msg" 
return 2 
#no compatible SNMPD 

return 0 

## Host Colored 
## 
proc color_ host { id ip host flag } { 

global color 
upvar $flag lflag 
set lflag [HostCheck $id $ip] 

if { $lflag == 0 } { 
ined color $id $color(OK) 

} 
if { $lflag == 1 } { 

ined color $id $color(NO _ SNMPD) 
ined acknowledge "Unable to contact to $host !!NO SNMPD RUNNING!!" 

} 
if { $lflag == 2 } { 

ined color $id $color(NO _COMP AT_ SNMPD) 
ined acknowledge "Unable to contact to $host ! !NO COMPATIBLE SNMPD 

RUNNING!!" 

} 

## 

} 
if { $lflag == 3 } { 

ined color $id $color(UNREACHABLE) 
ined acknowledge "Unable to contact to $host !!UNREACHABLE HOST!!" 

} 

## color toggle 
## 
proc color_ alert { id color 1 color2 } { 

static hostcolor 
set hostcolor [ined color $id] 

if { [lsearch $hostcolor $color 1] == 0 } { 
ined color $id $color2 



} 

## 

} elseif { [lsearch $hostcolor $color2] == 0 } { 
ined color $id $colorl 

} else { 
ined color $id $colorl 

} 

## initlization color parameter for given event 
## 
proc color _init { } { 

global color 

} 

set color(OK) green 
set color(NO_SNMPD) black 
set color(NO_COMPAT_SNMPD) black 
set color(UNREACHABLE) red 
set color(EVENT) red 

color init 

## 
## color parameter setting 
## 
proc "Event Color Setting" { list } { 

global color 

set result [ined request "Color Setting for NODE"\ 
[list [list "NORMAL "$color(OK) radio black brown red orange yellow green 

blue grey white ] \ 
[list "NO SNMPD " $color(NO _ SNMPD) radio black brown red orange 

yellow green blue grey white ] \ 
[list "NO COMPAT SNMPD" $color(NO_COMPAT_SNMPD) radio black 

brown red orange yellow green blue grey white ] \ 
[list "UNREACHABLE " $color(UNREACHABLE) radio black brown red 

orange yellow green blue grey white ] \ 
[list "EVENT ALERT " $color(EVENT) radio black brown red orange yellow 

green blue grey white ] ] \ 
[list SET CANCEL]] 

if { [lindex $result O] == "CANCEL" } return 
set color( OK) [lindex $result I] 
set color(NO _ SNMPD) [lindex $result 2] 
set color(NO _COMP AT_ SNMPD) [lindex $result 3] 
set color(UNREACHABLE) [lindex $result 4] 



set color(EVENT) [lindex $result 5] 
} 
## 
##This procedure used to ease ForeachlpNode also return current NODE 
## in the list using. 
## 
proc ForeachlpNode2 {id ip host lcomp list body} { 

upvar $id lid 

} 

upvar $ip lip 
upvar $host lhost 
upvar $1comp comp 
foreach comp $list { 

} 

if {[ined type $comp]== "NODE"} { 
set lid [ ined id $comp] 

} 

set lip [GetlpAddress $comp] 
set lhost [ ined name $comp] 
if {$lip==""} { 

set host [lindex [ined name $comp] O] 
ined acknowledge "Can not lookup IP Address for $host." 
continue 

} 
uplevel 1 $body 

## 
## This command used for retrieve the log file from the remote host using 
## SNMP protocol. 
## 
proc "Set View Parameter" { list } { 

##global logname usefilter syntaxl syntax2 syntax3 
##global andflag updateflag color 
global color 

"Check View" $list 
set node [lindex $list O] 
set ip [ GetlpAddress $node] 

set res"" 
ForeachlpNode2 id ip host lcomp $list { 

if { [ined color $id] != $color(OK) } { 
ined acknowledge "Unable to Contact to $host Agent" 
continue 

} 



set mylist [list [ined retrieve $id]] 
"Retrieve Session Key" $mylist 
set sesskey [ined attribute $id "sesskey"] 
set s [SnmpOpen $id $ip] 

set namelist '"' 
if {[catch {$s walk x 1.3.6.1.4.1.4210.10.1.50.1.1 { 

lappend namelist [lindex [lindex $x O] 2] 
} 

} msg] != O} { 
ined acknowledge "Unable to Connect to $host" 
##ined color $id $color(UNREACHABLE) 
$s destroy 
continue 

} 
if {$namelist == ""} { 

##ined color $id $color(NO COMPAT SNMPD) - -
ined acknowledge "Unable to Contact Agent" 

$s destroy 
continue 

} 
$s destroy 

set file_ name( 1) [lindex $name list 3] ;set file_ name( 1) [ sessdec $sesskey 
$file_ name( 1)] 

set file_name(2) [lindex $namelist 4];set file_name(2) [sessdec $sesskey 
$file name(2)] 

set file_name(3) [lindex $namelist 5];set file_name(3) [sessdec $sesskey 
$file_name(3)] 

set selectfile 1 
set select [ined request "Please Select Filename Number"\ 
[list [list "Host Name" $host request]\ 
[list "FileName 1" $file_name(l) request]\ 
[list "FileName 2" $file_ name(2) request] \ 
[list "FileName 3" $file_name(3) request]\ 
[list "SELECT:" $selectfile radio 1 2 3] ] \ 
[list "OK" "SKIP"]] 

if { [lindex $select O] == "SKIP" } { 
continue 

} 
set selectfile [lindex $select 5] 

set s [SnmpOpen $id $ip] 
if {[catch { 



} 

$s walk x 1.3.6.1.4.1.4210.10.l.$selectfile.2 { 
lappend res [lindex [lindex $x O] 2] 

} 
} msg]} { 
ined acknowledge "Unable to contact to $host :unreachable HOST" 
$s destroy 
##ined color $id $color(UNREACHABLE) 
continue 

if { $res== "" } { 

} 

ined acknowledge "Unable to contact to $host :unable to conatact SNMPD" 
##ined color $id $color(NO_COMPAT_SNMPD) 
$s destroy 
continue 

$s destroy 

set enable [lindex $res O];set enable [expr $enable - $sesskey] 
set argument! [lindex $res l];set argument! [sessdec $sesskey $argument!] 
set argument2 [lindex $res 2];set argument2 [sessdec $sesskey $argument2] 
set argument3 [lindex $res 3];set argument3 [sessdec $sesskey $argument3] 

set result [ined request "SET PARAMETER" \ 
[list [list "Logfile Name:" $file_name($selectfile) request]\ 
[list "Enable Filter:" $enable radio 0 1 ] \ 
[list "Filtering Syntax 1 :" $argument! request]\ 
[list "Filtering Syntax 2:" $argument2 request]\ 
[list "Filtering Syntax 3:" $argument3 request]]\ 
[list SET CANCEL ] ] 

if {[lindex $result O] == "CANCEL"} { 
continue 

} 

set enable [lindex $result 2];set enable [ expr $enable+ $sesskey] 
set argument! [lindex $result 3];set argument! [sessenc $sesskey $argument!] 
set argument2 [lindex $result 4];set argument2 [sessenc $sesskey $argument2] 
set argument3 [lindex $result S];set argument3 [sessenc $sesskey $argument3] 

set s [SnrnpOpen $id $ip] 
if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.$selectfile.2.1.0 \ 

$enable]]} msg] { 
error $msg 

} 
if [catch {$s set [list [list 1.3.6.l.4.l.4210.10.1.$selectfile.2.2.0 \ 

$argumentl]]} msg] { 
error $msg 



} 
} 

## 

} 
if[ catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.$selectfile.2.3.0 \ 

$argument2]]} msg] { 
error $msg 

} 
if [catch {$s set [list [list 1.3.6.1.4.1.4210.1 O. l.$selectfile.2.4.0 \ 

$argument3]]} msg] { 
error $msg 

} 
$s destroy 
ined acknowledge "Saving Configuration for $host Successfully" 

## This command used for Update All the result Kept IP address in array 
##using by previous menu "Set Parameter" 
## 
proc "Update Result (All)" { list } { 

global logname usefilter 

} 
## 

set iplist [array name logname] 
set list [ ined retrieve] 

ForeachlpNode id ip host $list { 
set flag [lsearch $iplist $ip] 
if { $flag == -1 } { 

continue 
} else { 

} 
} 

if { $usefilter($ip) == "YES" } { 
set s [SnmpOpen $id $ip] 

if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.101.2.0 1]]} msg] { 
error $msg 

} 
$s destroy 

} 

## This command used for Update the result MIB branch of selected ID 
## 
## 
proc "Update Result" { list } { 

global logname usefilter 



} 

"Check View" $list 
set iplist [array name logname] 
ForeachlpNode id ip host $list { 

set flag [lsearch $iplist $ip] 
if { $flag == -1 } { 

continue 
} else { 

} 
} 

if { $usefilter($ip) == "YES" } { 
set s [SnmpOpen $id $ip] 

if[catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.101.2.0 1]]} msg] { 
error $msg 

} 
$s destroy 

} 

## 
## This command used for display the result of the Filtering Data .. 
## 
## 
proc "View Result" { list } { 

global color 
"Check View" $list 
ForeachlpNode id ip host $list { 

set mylist [list [ined retrieve $id]] 
"Retrieve Session Key" $mylist 
set sesskey [ined attribute $id "sesskey"] 
set s [SnmpOpen $id $ip] 
set namelist "" 
if {[catch {$s walk x 1.3.6.1.4.1.4210.10.1.50.1.1 { 

lappend namelist [lindex [lindex $x O] 2] 
} 
} msg] != O} { 

} 

ined acknowledge "Unable to Connect to $host" 
ined color $id $color(UNREACHABLE) 

$s destroy 
continue 

if {$namelist == ""} { 
ined color $id $color(NO _COMP AT_ SNMPD) 

$s destroy 
continue 
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} 

$s destroy 

set file_name(l) [lindex $namelist 3];set file_name(l) [sessdec $sesskey 
$file_ name( 1)] 

set file_name(2) [lindex $namelist 4];set file_name(2) [sessdec $sesskey 
$file name(2)] 

set file_ name(3) [lindex $namelist 5] ;set file_ name(3) [ sessdec $sesskey 
$file_name(3)] 

set selectfile 1 
set select [ined request "Please Select Filename Number to be Display"\ 

[list [list "Host Name" $host request] \ 
[list "FileName l" $file _name(l) request] \ 
[list "FileName 2" $file_name(2) request]\ 
[list "FileName 3" $file_name(3) request]\ 
[list "SELECT:" $selectfile radio 1 2 3] ] \ 

[list "OK" "SKIP"]] 

if { [lindex $select O] == "SKIP" } { 
continue 

} 
set selectfile [lindex $select 5] 

sets [SnmpOpen $id $ip] 
set count 0 
writeln 

''#####################################################################'' 
writeln "Result from Filtering Logfile of $host IP $ip" 
$s walk x 1.3.6.1.4.1.4210.10.1.$selectfile.l { 

incr count 
} 
set num _row [ expr $count I 6] 
set one 1 ;set two O;set three O;set four O;set five O; set six 0 
set innercount 1 
$s walk x 1.3.6.l.4.l.4210.10.l.$selectfile.l { 

if { $one == 1 } { 

} 

if { $innercount == $num _row } { 

} 

set innercount 1; set one O; set two 1 
continue 

incr innercount 

if { $two == 1 } { 
if { $innercount == $num _row } { 



} 

} 

set filename($innercount) [lindex [lindex $x OJ 2J 
set filename($innercount) [ sessdec $sesskey $filename($innercount) J 
set innercount 1; set two O; set three 1 
continue 

set filename($innercount) [lindex [lindex $x OJ 2J 
set filename($innercount) [sessdec $sesskey $filename($innercount)J 
incr innercount 

if { $three == 1 } { 

} 

if { $innercount == $num _row } { 

} 

set time($innercount) [lindex [lindex $x OJ 2J 
set time($innercount) [sessdec $sesskey $time($innercount)J 
set innercount 1; set three O; set four 1 
continue 

set time($innercount) [lindex [lindex $x OJ 2J 
set time($innercount) [ sessdec $sesskey $time($innercount) J 
incr innercount 

if { $four == 1 } { 

} 

if { $innercount == $num_row} { 

} 

set sysname($innercount) [lindex [lindex $x OJ 2J 
set sysname($innercount) [sessdec $sesskey $sysname($innercount)J 
set innercount 1; set four O; set five 1 
continue 

set sysname($innercount) [lindex [lindex $x OJ 2J 
set sysname($innercount) [sessdec $sesskey $sysname($innercount)J 
incr innercount 

if { $five == 1 } { 

} 

if { $innercount == $num _row } { 

} 

set prog($innercount) [lindex [lindex $x OJ 2J 
set prog($innercount) [sessdec $sesskey $prog($innercount)J 
set innercount 1; set five O; set six 1 
continue 

set prog($innercount) [lindex [lindex $x OJ 2J 
set prog($innercount) [sessdec $sesskey $prog($innercount)J 
incr innercount 

if { $six == 1 } { 
if { $innercount == $num _row } { 

set message($innercount) [lindex [lindex $x OJ 2J 
set message($innercount) [sessdec $sesskey $message($innercount)J 



} 
} 

} 
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set innercount 1 ; set six 0 
continue 

set message($innercount) [lindex [lindex $x O] 2] 
set message($innercount) [ sessdec $sesskey $message($innercount)] 
incr innercount 

$s destroy 
writeln "Filename Time SysName Prog Message" 
for {set count 1} {$count<= $num _row} { incr count} { 

writeln "$filename($count) $time($count) $sysname($count) $prog($count) 
$message($count)" 

} 
} 

} 

## 
## This is the command used to monitor number of rows of totalrow variable 
## of the SNMP agent. 
## 
proc "Log File Monitor" { list } { 

static varname 

if { ! [info exists varname]} { 
set varname 1 

} 
set varname 1 
set res [ined request "Please choose logfile number: (1 =AUTH)'' \ 

[list [list "Log File:" $varname ] ] \ 
[list start cancel] ] 

if {[lindex $res O] == "cancel"} return 

set varname "" 
foreach var [lindex $res 1] { 

lappend var 3.0 
set var [linsert $var 0 1.3.6.1.4.1.4210.10.1] 
set var [join $var . ] 
if {[catch {mib oid $var}]} { 

} 

ined acknowledge "Unknown Log File variable \"$var\"." 
continue 



} 

lappend vamame $var 
} 

foreach var $vamame { 
MonitorVariable $list $var 

} 

## 
## Command to Reset the Log file in the concerning host 
##using SNMP command to set OID 1.3.6.1.4.1.4210.10.1.FileNumber.4.0 
## 
proc "Reset Log File" { list } { 

global color 
ForeachlpNode id ip host $list { 

if { [ined color $id] != $color(OK) } { 
ined acknowledge "Unable to Contact to $host Agent" 
continue 

} 
set mylist [list [ined retrieve $id]] 
"Retrieve Session Key" $mylist 
set sesskey [ined attribute $id "sesskey"] 
set s [SnmpOpen $id $ip] 

set namelist "" 
if {[catch {$s walk x 1.3.6.1.4.1.4210.10.1.50.1.1 { 

lappend namelist [lindex [lindex $x O] 2] 

} 

} 
} msg] != O} { 
ined acknowledge "Unable to Connect to $host" 
$s destroy 
continue 

if {$namelist == ""} { 

} 

ined acknowledge "Unable to Contact Agent" 
$s destroy 
continue 

$s destroy 
set file_name(l) [lindex $namelist 3];set file_name(l) [sessdec $sesskey 

$file_name(l)] 
set file_ name(2) [lindex $namelist 4];set file_ name(2) [ sessdec $sesskey 

$file_ name(2)] 
set file_name(3) [lindex $namelist 5];set file_name(3) [sessdec $sesskey 

$file_name(3)] 



} 
} 

## 

set interval 60; set file 1 
set select [ined request "Please Select the filenumber to RESET" \ 
[list [list "Host Name" $host request] \ 
[list "FileName 1" $file_ name(l) request] \ 
[list "FileName 2" $file_name(2) request]\ 
[list "FileName 3" $file_name(3) request]\ 
[list "Select " $file radio 1 2 3]] \ 
[list "Delete" "Cancel"]] 

if {[lindex $select O] =="Cancel"} { 
continue 

} 
set file [lindex $select 5] 
set s [SnmpOpen $id $ip] 

if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.$file.3.0 \ 
[ expr 1 + $sesskey ]]] } msg] { 
error $msg 

} 
$s destroy 
ined acknowledge "File Reset Successfully" 

##Read Filter Parameter from remote HOST 
## 

proc filter_read {id ip logname syntaxl syntax2 andflag updateflag} { 

upvar $logname llogname 
upvar $syntaxl lsyntaxl 
upvar $syntax2 lsyntax2 
upvar$andflaglandflag 
upvar $updateflag lupdateflag 

set res "" 
set s [SnmpOpen $ip $ip] 
if {[catch { 

$s walk x 1.3.6.1.4.1.4210.10.1.100 { 
lappend res [lindex [lindex $x O] 2] 

} 
} msg]} { 

ined acknowledge "SNMP ERROR !!$msg!!" 
return 



} 

## 

} 
set llogname [lindex $res O] 
set lsyntax 1 [lindex $res 1] 
set lsyntax2 [lindex $res 2] 
set landflag [lindex $res 3] 
set lupdateflag [lindex $res 4] 
$s destroy 

## Command used to kill Blink Alert Job and remove from the 
## alert_computer array. 
## 

proc kill_ blink { id ip } { 
global alert_ computer color 

set listalert [array name alert_ computer] 
if { [lsearch $listalert $ip] != -1 } { 

$alert_ computer($ip) destroy 

} 
} 

ined color $id $color(OK) 
unset alert_ computer($ip) 

## 
##Command used to MONITOR the filtering EVENT and 
## display the appropriate from setting. 
## 

proc monitor { id ip host logname {syntax 1 0} { syntax2 0} { andflag 0} } { 

global color loutput alert_ computer rowcount change 

## 
##change syntax back from 0 to"" 
if { $syntaxl == 0 } { 

set syntax 1 1111 

} 
if { $syntax2 == 0 } { 

set syntax2 "" 
} 

#ined acknowledge "change flag in monitor proc ==$change" 



St. Gabriel's Library, Au 

## 
## update using SET operation if change equal 1 
if { $change == 1 } { 

} 

set s [SnmpOpen $id $ip] 
## 
##if there are change in any field we will reset the LastRead to 0 
if [catch {$s set [list [list 1.3 .6.1.4.1.4210.10.1.$logname.2.0 O]]} msg] { 

ined acknowledge "Fail set AuthLastRead" 
} 

if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.100.1.0 $logname]]} msg] { 
ined acknowledge "Fail set Syntax I" 

} 
if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.100.2.0 $syntax!]]} msg] { 

ined acknowledge "Fail set Syntax2" 
} 
if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.100.3.0 $syntax2]]} msg] { 

ined acknowledge "Fail set Syntax I" 
} 
if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.100.4.0 $andflag]]} msg] { 

ined acknowledge "Fail set And_Flag" 
} 
if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.100.5.0 1]]} msg] { 

ined acknowledge "Fail Set UpdateData Flag" 
} 
set change 0 
$s destroy 

#end of updating process 

## 
## update data 
set s [SnmpOpen $id $ip] 
if[ catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.101.2.0 1]]} msg] { 

error $msg 
} 
$s destroy 

set count 0 
## count variable used to collect total element found on WALK 
set result '"' 
## 
## get result data 
set s [SnmpOpen $id $ip] 



if {[catch { 
$s walk data 1.3.6.1.4.1.4210.10.1.101.1 { 

set data [lindex [lindex $data O] 2] 
!append result $data 
incr count 

} 
} msg]} { 
ined acknowledge "Fail Get (Walk) Data" 

} 
$s destroy 

set totalrow 0 
if {![info exist !output]} { 

set loutput(O) "just test" 
} 
#writeln "Total Filter Element Result row*5 ==$count" 
#writeln "totalrow == $totalrow" (debug) 

arrangewalkdata totalrow $ip $result 

##now the data are kept in variable OUTPUT in the form of 
##global loutput(rownumber,ipnumber) == DATA 
##and increasingly until unset the rowcount($ip) == totalunreadrow to 0 
##(require user intervention) 

##put on effect BLINK on concerning computer 
if { $totalrow > 0 } { 
writeln "You've got new EVENT alert" 
#ined color $id $color(EVENT) 
if { ! [info exists alert_ computer] } { 

set jobid [job create -command "color_alert $id $color(EVENT) black" -interval 
200] 

set alert_ computer($ip) $jobid 
} else { 

200] 

## if the array exist, check weather there is already running job 
##of the IP address, if NO create a new JOB blink if YES just skip 
set alert_ list [array name alert_ computer] 
if { [lsearch $alert_ list $ip] == -1 } { 

set jobid [job create -command "color_ alert $id $color(EVENT) black" -interval 

set alert_ computer($ip) $jobid 
} else { 
writeln "already alert NO adding JOB" 

} 
} 



} 

## 

} 
set totalrow 0 

#writeln "all job run for alert== [array name alert_ computer]" 
#set jobid [job create -command "color_ alert $id $color(EVENT) black" -interval 200] 

#writeln "id of the computer == $id" 
#writeln "jobname == $jobid" 
#writeln "jobconfigure == [jobO configure]" 
#set nodevalue [lindex [lindex [jobO configure] 1] 1] 
#writeln "node value from search== $nodevalue" 

## $loutput used to kept the answer from the query SNMPD and 
## will not delete until user intervention .. (be careful) 
#if { [info exists loutput(O,$ip )] } { 
# writeln "really result == $loutput(O,$ip )" 
writeln "total result row for $ip == $rowcount($ip )" 
#} 

## arrangewalkdata Proc used to arrange data from WALK 
## and put to some global variable 

proc arrangewalkdata { totalrow ip result } { 

global !output 
global rowcount 
## $rowcount($ip) array used to kept the number ofROWs in the array LOG file 
## not concern with the exact size of the Real Log File. require user intervention 
## to reset the size (be careful) 

upvar $totalrow ltotalrow 
#upvar $output loutput 

set rowcount(O) 0 
set loutput(O) 1111 

set totalelement [llength $result] 
set ltotalrow [ex pr $totalelement/5] 

#writeln "In the arrange Walk data totalelement == $totalelement" 
if { ![info exists rowcount($ip)] } { 

set rowcount($ip) 0 
} 
for {set i 0} { $i < $totalelement} { incr i} { 



} 
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if { [ex pr $i I $ltotalrow] == 0 } { 
set !output([ expr $i % $ltotalrow + $rowcount($ip )],$ip) [lindex $result $i] 

} elseif { [ex pr $i I $ltotalrow] == 1 } { 
lappend loutput([ expr $i % $ltotalrow + $rowcount($ip )],$ip) [lindex $result $i] 

} elseif { [ expr $i I $ltotalrow] == 2 } { 
lappend loutput([expr $i % $ltotalrow + $rowcount($ip)],$ip) [lindex $result $i] 

} elseif { [ expr $i I $ltotalrow] == 3 } { 
}append loutput([expr $i % $ltotalrow + $rowcount($ip)],$ip) [lindex $result $i] 

} elseif { [ expr $i I $ltotalrow] == 4 } { 

} 
} 

!append loutput([expr $i % $ltotalrow + $rowcount($ip)],$ip) [lindex $result $i] 

incr rowcount($ip) $ltotalrow 
#writeln "now rowcount variable, total row for $ip = $rowcount($ip )" 
#reach manimum count 

## 
## Command to Create Jobs used to Monitoring of the concerning 
## hosts in the map. 
## 

proc "Set Event Monitor" { list } { 
global color time first 

"Check View" $list 
set node [lindex $list O] 
set ip [GetlpAddress $node] 

set res"" 
ForeachlpNode id ip host $list { 

if { [ined color $id] != $color(OK) } { 
ined acknowledge "Unable to Contact to $host Agent" 
continue 

} 
set mylist [list [ined retrieve $id]] 
"Retrieve Session Key" $mylist 
set sesskey [ined attribute $id "sesskey"] 
set s [SnmpOpen $id $ip] 

set namelist "" 
if {[catch {$s walk x 1.3.6.1.4.1.4210.10.1.50.1.1 { 

lappend namelist [lindex [lindex $x O] 2] 
} 
} msg] !=O} { 



} 

ined acknowledge "Unable to Connect to $host" 
$s destroy 
continue 

if {$namelist == ""} { 

} 

ined acknowledge "Unable to Contact Agent" 
$s destroy 
continue 

$s destroy 
set file_ name( 1) [lindex $namelist 3] ;set file_ name( 1) [ sessdec $sesskey 

$file_name(l)] 
set file_ name(2) [lindex $name list 4] ;set file_ name(2) [ sessdec $sesskey 

$file_name(2)] 
set file_ name(3) [lindex $name list 5] ;set file_ name(3) [ sessdec $sesskey 

$file name(3)] 

set selectfile 1 

set interval 60 
set select [ined request "Please Fill in Information for creat Daemon"\ 
[list [list "Host Name" $host request] \ 
[list "FileName l" $file_ name(l) request]\ 
[list "FileName 2" $file_name(2) request]\ 
[list "FileName 3" $file_name(3) request]\ 
[list "Monitoring file NO:" $selectfile radio 1 2 3] \ 
[list "Monitor Syntax 1 :" ""request] \ 
[list "Monitor Syntax 2 :" '"' request] \ 
[list "Monitor Syntax 3 :" ""request] \ 
[list "Time Interval(sec):" "$interval" request]]\ 
[list "OK" "CANCEL"]] 

if { [lindex $select OJ == "CANCEL" } { 
continue 

} 

set filecode [lindex $select 5] 
set argument I [lindex $select 6] 
set argument2 [lindex $select 7] 
set argument3 [lindex $select 8] 
set interval [lindex $select 9] 
if {$first== O} { 

set time [ expr $interval * 950] 
createjob 



set first 1 
} 

## encoding part 
set filecode [ex pr $filecode + $sesskey] 
set argument! [sessenc $sesskey $argument!] 
set argument2 [sessenc $sesskey $argument2] 
set argument3 [ sessenc $sesskey $argument3] 
set interval [ expr $interval + $sesskey] 
set creat [ expr 1 + $sesskey] 

## real setting through snmpd 
set s [SnmpOpen $id $ip] 

## set filecode 
if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.50.2.1.0 \ 

$filecode ]] } msg] { 
error $msg 

} 
##set synl 

if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.50.2.2.0 \ 
$argument!]]} msg] { 
error $msg 

} 
##set syn2 

if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.50.2.3.0 \ 
$argument2]]} msg] { 

error $msg 
} 

##set syn3 
if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.50.2.4.0 \ 

$argument3]]} msg] { 
error $msg 

} 
## set interval 

if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.50.2.5.0 \ 
$interval]]} msg] { 
error $msg 

} 
## set to create daemon 

if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.50.2.6.0 \ 
$creat]]} msg] { 
error $msg 

} 

$s destroy 



} 
} 

## 

ined acknowledge "Saving Configuration for $host Successfully" 

## Show Event "Command used to Show the Error EVENT captured by Monitoring 
##program, data will be kept in "loutput(rownum,ip )" variable and the 
## total row will be kept in "rowcount(ip )" variable 
## 
proc "List Event Monitor" { list } { 

global color 
"Check View" $list 
ForeachlpNode id ip host $list { 

if { [ined color $id] != $color(OK) } { 

} 

ined acknowledge "Unable to Contact to $host Agent" 
continue 

set mylist [list [ined retrieve $id]] 
"Retrieve Session Key" $mylist 
set sesskey [ined attribute $id "sesskey"] 

set s [SnmpOpen $id $ip] 
set count 0 
$s walk x 1.3.6.1.4.1.4210.10.1.50.3.1 { 

##writeln "x = $x" 
incr count 

} 
if {$count== O} { 

ined acknowledge "No Daemon currently running on $host" 
continue 

} 
set num _row [ expr $count I 7] 
set one 1 ;set two O;set three O;set four O;set five O; set six O; set seven 0 
set innercount 1 
$s walk x 1.3.6.1.4.1.4210.10.1.50.3.1 { 

if { $one == 1 } { 

} 

if { $innercount == $num _row } { 
set innercount 1; set one O; set two 1 
continue 

incr innercount 

if { $two == 1 } { 



} 
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if { $innercount == $num _row } { 

} 

set pspid($innercount) [lindex [lindex $x OJ 2J 
set pspid($innercount) [expr $pspid($innercount) - $sesskeyJ 
set innercount 1; set two O; set three 1 
continue 

set pspid($innercount) [lindex [lindex $x OJ 2J 
set pspid($innercount) [ expr $pspid($innercount) - $sesskey J 
incr innercount 

if { $three == 1 } { 

} 

if { $innercount == $num _row } { 

} 

set pstime($innercount) [lindex [lindex $x OJ 2J 
set pstime($innercount) [expr $pstime($innercount) - $sesskeyJ 
set innercount 1; set three O; set four 1 
continue 

set pstime($innercount) [lindex [lindex $x OJ 2J 
set pstime($innercount) [ expr $pstime($innercount) - $sesskeyJ 
incr innercount 

if { $four== 1 } { 

} 

if { $innercount == $num _row } { 

} 

set psfilename($innercount) [lindex [lindex $x OJ 2J 
set psfilename($innercount) [ sessdec $sesskey $psfilename($innercount) J 
set innercount 1; set four O; set five 1 
continue 

set psfilename($innercount) [lindex [!index $x OJ 2J 
set psfilename($innercount) [sessdec $sesskey $psfilename($innercount)J 
incr innercount 

if { $five == 1 } { 

} 

if { $innercount == $num_row } { 

} 

set pssynl($innercount) [lindex [lindex $x OJ 2J 
set pssyn1($innercount) [sessdec $sesskey $pssynl($innercount)J 
set innercount 1; set five O; set six 1 
continue 

set pssynl($innercount) [lindex [lindex $x OJ 2J 
set pssynl($innercount) [sessdec $sesskey $pssyn1($innercount)J 
incr innercount 

if { $six == 1 } { 
if { $innercount == $num _row } { 

set pssyn2($innercount) [lindex [lindex $x OJ 2J 



} 

} 

} 

set pssyn2($innercount) [sessdec $sesskey $pssyn2($innercount)] 
set innercount 1; set six O; set seven 1 
continue 

set pssyn2($innercount) [lindex [lindex $x O] 2] 
set pssyn2$innercount) [sessdec $sesskey $pssyn2($innercount)] 
incr innercount 

if { $seven == 1 } { 

} 

if { $innercount == $num_row} { 

} 

set pssyn3($innercount) [lindex [lindex $x O] 2] 
set pssyn3($innercount) [sessdec $sesskey $pssyn3($innercount)] 
set innercount 1 ; set seven 0 
continue 

set pssyn3($innercount) [lindex [lindex $x O] 2] 
set pssyn3$innercount) [sessdec $sesskey $pssyn3($innercount)] 
incr innercount 

$s destroy 
##writeln "PSPID I PSTIME I PSFILENAME I PSSYNl I PSSYN2 / PSSYN3" 
writeln 

''#####################################################################'' 
writeln "Process Currnetly running on $host" 
for {set count 1} {$count<= $num_row} {incr count} { 

writeln "PID=$pspid($count) INTERVAL=$pstime($count)\ 
$psfilename($count) syn 1=$pssyn1 ($count) syn2=$pssyn2($count )\ 

syn3=$pssyn3($count )" 

} 

} 
## 

} 

##this procedure used to set the AUTH _LASREAD field 
## 
proc "Auth Last Read Setting" { list } { 

ForeachlpNode id ip host $list { 

#check for Availability 
color_ host $id $ip $host flag 

#skip if the computer is not SNMPD compatible 
if { $flag != 0 } { 



} 
} 

continue 
} 

set s [SnmpOpen $id $ip] 

## 
## get data to display 
if {[catch { $s get 1.3.6.1.4.1.4210.10.1.1.2.0} rowlastread]} { 

ined acknowledge "error SNMP process" 
} 
set rowlastread [lindex [lindex $rowlastread O] 2] 

set result [ined request "Auth Row Number (Last Read)"\ 
[list [list "ROW NUMBER" $rowlastread] ] \ 
[list "set values" cancel] ] 

if { [lindex $result O] == "cancel" } return 
set rowlastread [lindex $result 1] 

if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.1.2.0 $rowlastread]]} msg] { 
ined acknowledge "Fail set AuthLastRead" 

} 
$s destroy 

## 
## Count the number of connections to a TCP service and display the 
## result in a stripchart. 
## 

proc tcp _service_ user { ids } { 
global ex 

set ids [MoJoChecklds tcp_service_user $ids] 
if {$ids==""} return 

foreach id $ids { 
set count 0 
foreach ipaddr $cx(addr,$id) { 

if {[catch { 
$cx(snmp,$id) walk x tcpConnState.$ipaddr.$cx(port,$id) { 

set tcpConnState [lindex [lindex $x O] 2] 
if {$tcpConnState =="established"} { incr count } 

} 
} ] } continue 



} 
} 
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} 
ined -noupdate attribute $id "tcp established" "$count $cx(name,$id)" 
ined values $id $count 

proc start_tcp_service_user { ip id port} { 
global ex interval 

} 

## 

set cx(snmp,$id) [SnmpOpen $id $ip] 
set cx(port,$id) $port 
set cx(addr,$id) '"' 
if [catch {netdb services name $cx(port,$id) tcp} cx(name,$id)] { 

set cx(name,$id) "port $cx(port,$id)" 
} 

if [catch { 
$cx(snmp,$id) walk x ipAdEntAddr { 

lappend ex( addr,$id) [lindex [lindex $x O] 2] 
} 

} msg] { 

} 

writeln "Can not read IP address table of host $ip: $msg" 
catch {$cx(snmp,$id) destroy} 
return 

ined -noupdate attribute $id "tcp established" $cx(name,$id) 
ined -noupdate label $id "tcp established" 

setjid [job create -command [list tcp_service_user $id]\ 
-interval [ expr $interval * 1000]] 

save "restart start_tcp_service_user $interval $jid $ip \$$id $port" 

## Set the parameters (community, timeout, retry) for snmp requests. 
## 

proc "Set SNMP/PGP Parameter" {list} { 
SnmpParameterlocal $list 

} 

## 
##Set the parameters (community, timeout, retry) for snmp requests. 
## 



proc SnmpParameterlocal {list} { 

} 

## 

global snmp _community snmp _timeout snmp _retries snmp _window snmp _delay 
global snmp_port snmp_protocol snmp_context snmp_user 
global manager passphase 

set result [ined request "SNMP Default Parameter"\ 
[list [list "Community:" $snmp_community entry 20] \ 
[list "UDP Port:" $snmp_port entry 10] \ 
[list "Timeout \[s\]:" $snmp_timeout entry 10] \ 
[list "Retries:" $snmp _retries scale 1 8] \ 
[list "Window Size:" $snmp_window scale 0 100] \ 
[list "Delay \[ms\]:" $snmp_delay scale 0 100] \ 
[list "Protocol:" $snmp_protocol radio SNMPvl] \ 

[list "PGP Manager Name:" $manager entry 10] \ 
[list "PGP Manager PassPhase:" $passphase entry 1 O] ] \ 

[list accept cancel] ] 

if {[lindex $result O] == "cancel"} return 

set snmp _community [lindex $result 1] 
set snmp _port [lindex $result 2] 
set snmp _timeout [lindex $result 3] 
set snmp _retries [lindex $result 4] 
set snmp _window [lindex $result 5] 
set snmp _delay [lindex $result 6] 
set snmp _protocol [lindex $result 7] 
set manager [lindex $result 8] 
set passphase [lindex $result 9] 

## Set the default/or update jobs parameters for monitoring jobs. 
## 
proc "Set Monitor Parameter" {list} { 

global interval 
global default 

set result [ined request "SNMP-Security Monitoring Parameter"\ 
[list [list "Interval \[s\]:" $interval entry 8]] \ 
[list "set value" cancel] ] 

if {[lindex $result O] =="cancel"} return 



} 

## 

set interval [lindex $result 1] 
set default(graph) true 

if {$interval< 1} { 
set interval 1 

} 

## Reset all the View show in the window 
## 
proc "Reset View" { list } { 

} 

set list [ ined retrieve] 
ForeachlpNode id ip host $list { 

ined color $id black 
} 

## 
## Check all the Node in the Map and set the color concerning with type 
## of the NODE 
##RED= unreachable 
## WHITE = no compatible snmpd 
## BLACK = reachable + compatible snmpd running 
## 
proc "Check View" {list} { 
global color 

set list [ined retrieve] 
#writeln "list== $list" 
ForeachlpNode id ip host $list { 

ined color $id orange 
set flag [HostCheck $id $ip] 
if { $flag == 0 } { 

ined color $id $color(OK) 
continue 

} elseif { $flag == 1 } { 
ined color $id $color(NO _ SNMPD) 
continue 

} elseif { $flag == 2 } { 
ined color $id $color(NO_COMPAT_SNMPD) 
continue 

} elseif { $flag == 3 } { 
ined color $id $color(UNREACHABLE) 
continue 

} 



} 
#endof(F oreachipN ode) 

} 

## 
## Reset Event Monitor Job .. 
## 

proc "Kill Event Monitor" {list} { 

set killall 0 
set code 0 
ForeachipNode2 id ip host lcomp $list { 

set mylist [list [ined retrieve $id]] 
"Retrieve Session Key" $mylist 
set sesskey [ined attribute $id "sesskey"] 

set select [ined request "Type in Process ID to Terminate Monitoring"\ 
[list \ 
[list "Kill All Process : " $killall radio 0 1] \ 
[list "Process ID to kill:" ""request]] \ 
[list "KILL" "CANCEL"]] 

set status [lindex $select O] 
set killall [lindex $select 1] 
set code [lindex $select 2]; set code [ex pr $code + $sesskey] 
if {$status== "CANCEL"} { 

break 
} 

##if notKillall 
if {$killall == O} { 

set s [SnmpOpen $id $ip] 
if[ catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.50.3.2.0 \ 

$code]]} msg] { 
error $msg 

} 
$s destroy 
ined acknowledge "Terminate Successfully" 
continue 

} 
##if killall 

set s [SnmpOpen $id $ip] 
if [catch {$s set [list [list 1.3.6.1.4.1.4210.10.1.50.3.3.0 \ 

[ expr 1 + $sesskey]]]} msg] { 
error $msg 



} 
} 

## 

} 
$s destroy 
ined acknowledge "Terminate Successfully" 
continue 

## Encoding with pgp program 
## 
proc encode {input our_ name our _passphase receipt_ name} { 

if {[catch [set fd [open "/tmp/input_plain_text" "w+"]]] == O} { 
ined acknowledge "Fail open/create input_plain new file" 
return "error" 

} 
puts $fd $input 
close $fd 

catch [exec pgp +batchmode +force {/tmp/input_plain _text} \ 
-esa -z $our _passphase -o {/tmp/output.asc} \ 
$receipt_ name -u $our_ name] mesg 
##writeln "message = $mesg" 

if {[catch [set fd [open "/tmp/output.asc" "r"]]] == O} { 
return "error" 

} 
fconfigure $fd -blocking 0 
set buffer [read $fd] 
close $fd 
##exec rm "/tmp/input_plain_text"; exec rm "/tmp/output.asc" 
return $buff er 

} 
## 
##Decode with pgp program 
## 
proc decode {input our _passphase} { 

if {[catch [set fd [open "/tmp/input_enc_text" "w+"]] msg] == O} { 
ined acknowledge "Fail open/create new file" 
return 

} 
puts $fd $input 
close $fd 

catch [exec pgp +force +batchmode -z $our _passphase \ 
-o "/tmp/output" "/tmp/input_enc_text"] msg 



} 

##writeln "message = $msg" 

if {[catch [set fd [open "/tmp/output" "r"]] msg] = O} { 
return "error" 

} 

if {[catch [fconfigure $fd -blocking O] mesg] != O} { 
return "error" 

} 
set buffer [read $fd] 
close $fd 
exec rm /tmp/output; exec rm /tmp/input_enc_text 
return $buffer 

## 
##Retrieve Session Key .. 
## This proc used to get the session key of the given server. 
## 
proc "Retrieve Session Key" {list} { 

global passphase manager 
ForeachlpNode id ip host $list { 

set pgp [ined attribute $id "pgp-name"] 
if {[catch {set sockfd [socket $ip 20000]} mesg] 
!= O} { 
ined acknowledge "Fail connect to \"$host\" \"$mesg\1

"
1 

continue 
} 
set buffer [encode "GETCODE" $manager $passphase $pgp] 
puts $sockfd $buffer 
flush $sockfd 

set buffer"" 
fconfigure $sockfd -blocking 0 
while {$buffer == 1111

} { 

set buffer [read $sockf d] 
} 
close $sockfd 

set buffer [decode $buffer $passphase] 
ined attribute $id "sesskey" $buffer 
if {$buffer== "error"} { 
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ined acknowledge "Fail to Retrieve SessionKey from $host" 
continue 

} 
##ined acknowledge "Successfully Retrieve SessionKey from $host" 
continue 

} 
} 

## 
## Init passphase/manager value 
## 
proc init_pass _ mana { } { 

global manager passphase 

} 

set manager manager 
set passphase "" 

init_pass _ mana 

## 
## Request passphase for this manager 
## 
proc get_pass {} { 

global passphase 
set result\ 

} 

[ined request "Please Enter PassPhase" \ 
[list\ 
[list '"' $passphase entry 15] ] \ 
[list "OK"]] 

set passphase [lindex $result 1] 

get_pass 

## Trap Check 
##data will be kept in the following form 
## <IP> <FILE NUMBER> <SIZE> 
proc trapcheck { } { 

global color 
set list [ined retrieve] 
set res [catch {set f d [open /tmp/trap r]}] 
if { $res != 0 } { 

set f d [open /tmp/trap w] 
} 
while {[eof $fd] == O} { 

gets $fd data 



} 

set myip [lindex $data O] 
set myfile [lindex $data 1] 
set mysize [lindex $data 2] 
ForeachlpNode id ip host $list { 

} 
} 

if {$ip == $myip} { 

} 

ined color $id $color(EVENT) 
ined request "Alert TRAP receive"\ 
[list\ 
[list "HOST Name :" $host request] \ 
[list "File Number:" $myfile request] \ 
[list "File Size :" $mysize]] \ 
[list "OK"]] 

close $fd 
set f d [open /tmp/trap w] 
close $fd 

## 
## Display some help about this tool. 
## 

proc "Help SNMP-Security" {list} { 
ined browse "Help about SNMP-Security" { 

"The SNMP-Security contains a set of utilities to monitor hosts"\ 
"using SNMP requests." \ 
"" \ 
"Set Event Color:"\ 
" Set the color of each status of each node or agent." \ 
"" \ 
"Check View:"\ 
" Used to check all the status of each nodes or agents"\ 
" in the network." \ 
ltll \ 

"Reset View:"\ 
" Used to reset all the network map on the screen to"\ 
" normal color status from the Set Event Color Menu."\ 
'"' \ 
"Set SNMP Parameter:"\ 
" Setting the specification of SNMPv 1 parameter" \ 
" consisting the community name, UDP port number" \ 
" and Time Out Setting." \ 
"" \ 
"Log File View:"\ 



" 

} 
} 

## 

" 
" 
" 
" 
" 
" 
" 
" 
" 
" 
" 
" 
" 
" 
" 

Monitoring all the log file. This menu consists of sub-menus" \ 
as following below:"\ 
- Set View Parameter:"\ 

Setting the value oflogfile number, enable filtering,"\ 
Filtering Syntax 1, Filtering Syntax 2, AndFlag and" \ 
Update Event Only."\ 

- Update Result (All):"\ 
Updating all the parameters in every nodes or agents"\ 
which are settled in the Set View Parameter" \ 

- Update Result:"\ 
Updating all the parameters in the selected node which"\ 
is settled in the Set View Parameter"\ 

- View Result:"\ 
Show the result event according to Set View Parameter" \ 
Setting."\ 

"" \ 
"Event Monitor:"\ 
" Setting the parameter of event that display on the monitor." \ 
" This menu consists of sub-menu as following below:" \ 
" - Log File Monitor:" \ 
" Display the size of log file by graphical." \ 
" - Set Event Monitor:"\ 

" 
Setting the parameter that want to be monitored." \ 
- Show Event:"\ 

" 
" 
" 
" 
" 
"" \ 

Display the event according to the setting parameter."\ 
- Reset Event:"\ 

Reset all the events in the Show Event." \ 
- Set Monitor Parameter:"\ 

Set the retrieve interval time." \ 

"Log File Control:"\ 
" · Allowing to control the log file by deleting all the" \ 
" information or indicate the number of row for starting"\ 
" display the inforamtion in the log file." \ 
'"' \ 
"Job Control:"\ 
" Displaying and modifying the jobs within the network." \ 

## Delete the menus created by this interpreter. 
## 

proc "Delete SNMP-Security" {list} { 



} 

global menus monjob rowcount loutput alert_ computer color pid 

## unset variable 
if { [info exists monjob] } { 

unset monjob 
} 
if { [info exists rowcount] } { 

unset rowcount 
} 
if { [info exists loutput] } { 

unset loutput 
} 
if { [info exists alert_ computer] } { 

unset alert_ computer 
} 
if { [info exists color] } { 

unset color 
} 

if {[job info] != '"'} { 

} 

set res [ined confirm "Kill running monitoring jobs?"\ 
[list "kill & exit" cancel] ] 

if {$res== "cancel"} return 

DeleteClones 
##"Reset View" 
set list [ ined retrieve] 
ForeachlpNode id ip host $list { 

ined color $id black 
} 

foreach id $menus { ined delete $id } 
exit 

## 
## Monitor Job Info 
## 

proc "Job Info" { list } { 
Mo Jo Info 

} 

## 
## Modify the state or the interval of a running job. 



## 

proc "Modify Job" { list } { 
MoJoModify 

} 

set menus [ ined create MENU "SNMP-Security" \ 
"Set View Parameter" \ 

"View Result""" \ 
"Set Event Monitor" \ 
"List Event Monitor" \ 

"Kill Event Monitor" '"' \ 
"Reset Log File" "" \ 

"Check View" \ 
"Event Color Setting" "" \ 
"Set SNMP/PGP Parameter" \ 

"Help SNMP-Security" "Delete SNMP-Security" \ 
] 
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