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ABSTRACT

Organizations worldwide are embracing the use of information technology at
an ever increasing rate. Most organizations view technology as a means of increasing
efficiency and productivity. Consequently, advance in information technologies have
significantly made changes in many areas like industries and businesses. In the
business area, economic crimes have rapidly changed as computers proliferated into
the activities and environments in which crimes occur. Victims and investigators have
been tortured with computer crime for a decade. Like most aspects of computer
technology, the methods of computer abuse have developed. The evaluation of
occupations in this field has extended the traditional criminals to include computer
programmers, and computer operators. The automated criminal method, salami
technique attacks financial system by taking small fraction to add on computer

programmer's account or account of an accomplice without being noticeable.

In accordance with the paper of computer cnme by D. Parker, salami

technique, using a balance set of accounts are not sufficient for discovering some
trickery in computer application program. In case a balance set is totally offset, salami
technique cannot be detected.

These are the technical methods for solving some of the more sophisticated and
automated attacks. This paper augments some features in order to detect salami
technique suspects to be of greater efficiency and accuracy. The method, possible
types of perpetrators, and likely evidence of their use are described in this thesis.

iii

Those implementing technical methods begin with an explicit understanding of
the objectives being sought, and that its goal should be to enable as many financial
systems in the organization as possible to survive in environments where crimes occur.
Thus, the development, implementation and management process of successful
technical methods cannot be ignored. This thesis presents a prototype from
formulating vision to resolving organizational challenges in financial system and
implementation which can be used to assist organizations who plan to find out the use
of salami technique detection.
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Chapter 1
Introduction
1.1 Background

The burgeoning of the world of information technologies has, however, a
negative side: it has opened the door to antisocial and criminal behavior in ways that
would never have previously been possible. Computer systems offer some new and
highly sophisticated opportunities for law-breaking, and they create the. potential to
commit traditional types of crimes in non-traditional ways.

In addition to suffering the economic consequences of computer crime, society
relies on computerized systems for almost everything in life. Even a small glitch in the
operation of these systems can put human lives in danger. Society's dependence on
computer systems, therefore, has a profound human dimension. The rapid
transnational expansion of large-scale computer networks and the ability to access
many systems increase the vulnerability of these systems and the opportunity for
misuse or criminal activity. The consequences of computer crime may have serious
economic costs as well as serious costs in terms of human security.

Usually, computing the floating-point number is just one of several ways of
arithmetic calculation which is using rounding method for getting the accuracy of
result [2]. Further analyzing, rounding fraud, the possibility of gaining advantage is
shown to be special case. Detection of computer application failure and discovering
some trickiness is totally built up. This thesis is continuing on a high priority basis to
develop the detection method computer program and computers according to
consistent specification. Specialized arithmetic algorithms model will be simulated as

a database of financial system. Consequently, detection routines will be proceeded in
real time of production runs. The suspicion could be obtained in snapshot storage
dump listings or batch file. Detection of suspected salami frauds would be completely
covered. Moreover, investigators are not necessary to concentrate on the possible
suspects by methods of manual discovery.

With the rapid development of computers, the manual processing of financial
data has become obsolete. Today, most financial systems even in small organizations
turn to information technology to take advantage of its precise and concise automatic
transaction. In the area of business, computer-based financial discipline is getting
faster and more reliable. Its computing power could easily handle large volumes of
data and transfer it into valuable information. This paper details some of the pitfalls
and offer constructive guidance for operators in banking system who are presently
serving to calculate financial data, either as Management Information System (MIS)
hosts or as enrolled teller.

The importance of control procedures in the efficient operation of financial
system is to make sure these controls are functioning properly. In this case,
implementing computerized in the financial system, assessing the risks associated with
computerize systems, and designing controls for such system, the financial system will
be more effective than manual system in terms of cost, efficiency, etc. Because of the
pervasive influence of financial system, the quality and performance of financial
system are getting more and more concerned to the management. Thus, financial
system has to integrate control features to protect financial information and to ensure
that system cannot be abused.
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1.2 Problem Statement

Put simply, computer abuse covers both accidental and deliberate damage to
computer system, computer software or data [7]. There is little doubt though that it is
the accidental incidents that constitute the greatest financial and procedural impact
upon organization. Accordingly computer abuse in the financial system, especially
banking system, computer fraud situation is the first top ranking in the banking
system, including annual interest calculation, and Electronic Fund Transfer (EFT),
Automatic Teller Machine (ATM) fraud, computer deception, damage to data or
software, computer espionage, unauthorized software copying, unauthorized access to
computers and unauthorized use of information systems are in the second ranking and
so on.

The financial system in banking system is poor security. Furthermore,
computer fraud is, by far the most prevalent form of computer abuse. Organizations
must become proactive in instituting effective computer security and in monitoring it.
This stance must come from the top of the organization. Senior management has to
establish the framework for computer security to detect and control small fraction in
financial system.

1.3 0 bj ectiv es

Controls are established to insure that information system works properly [8].
Controls may be installed in the original system, or they can be added on by the end
users, or others once a system is in operation. Installing control is necessary but not
sufficient. Thus, the observers perform the information system work properly auditing
task.

3

An audit is an important part of any control system. In an organizational
setting, it is usually referred to as a regular examination and check of financial and
accounting records and procedures, especially in the banking system. Auditing is
executed by specially trained professionals who may be internal employees or external
consultants. In the information system environment, auditing can be viewed as an
additional layer of control or safeguards.

However, the management of the development process cannot be ignored. In
order to properly use salami technique detection, the detailed objectives of this
research are as follows:
•

to identify the computer abuse m financial system and JSsues m
organizations;

•

to identify the current method used to detect salami technique m
organizations;

•

to establish new prototype on the development, implementation and
management of salami technique detection method; and

•

to establish policies and procedures for the development and
implementation of detection method;

4
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Figure 1-1: Research model of this study
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1.4 Scopes
Companies

Interviews were conducted to 20 managers/operators of the different
functional departments

+ Business Investment
+ Corporate & Institutional Banking
+ Finance & Accounting
+ Network Team Treasury Marketing & Sales
+ Security Management & Information Technology

+ Telecom & Operation Management
of the six financial related companies

+ Bangkok Bank Public Company Limited

+ Deutsche Bank AG - German Corporates
+ Dresdner Bank AG - Bangkok and Rayong Branch
+ Siam Commercial Bank Public Company Limited
+ Standard Chartered Nakomthon Bank
+ Thai Farmers Bank Public Company Limited

Customers

Three hundred and sixty-six questionnaires were distributed to various fields of
business;
A report will be completed in the standard form of thesis, which contains at
least typical chapters.
•

Introduction

•

Literature Review

6

•

Methodology

•

Interview Results and Analysis

•

Prototype of Salami Technique Detection Method

•

Recommendation and Conclusion

The scopes of this thesis are;
•

to study the possible problems in computer abuse they encounter in
financial system

•

to determine the purpose, applications, and benefits of using detection
method in financial system

•

to identify the tasks and responsibilities of either managers or
operators; and

•

to identify the prospect of end users in salami circumstance and
possible interacting factor to threats with computer system

Based on the interview, a proposed prototype was developed to serve as a
guideline or as a reference for any local/international companies which have a plan to
use salami technique detection method in financial system. However, this thesis does
not cover the technical specifications and other technical related matters on detection
method development and implementation.
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Chapter 2
Literature Review

2.1 Criminal Policy -The Computer Related Crime
The second half of the twentieth century, humankind has progressed further in
the last 50 years than in any other period of history. One of the reasons for this rapid
advance in technology is the computer. Technological capabilities have increased at an
accelerating pace, permitting ever larger and more sophisticated systems to be
conceived and allowing ever more sensitive and critical functions to be assigned to
them. Indeed, Information Technology today touches every aspect of life, irrespective
of location on the globe. Everyone's daily activities are affected in form, content and
time by the computer. Businesses, Governments, and Individuals all receive the
benefits of those progress. While providing tangible benefits in time and money, the
computer has also had a impact on everyday life, as computerized routines replace
mundane human tasks. More and more of out businesses, industries, economies,
hospitals and governments are becoming dependent on computers [6]. Computers are
not only used extensively to perform the industrial and economic functions of society,
but are also used to perform many functions upon which human life depends.
Computers are also used to store confidential data of a political, social, economic or
personal nature. They assist in the improvement of economies and of living conditions
in all countries. Communications, organizational functioning as well as scientific and
industrial progress have developed so rapidly with computer technology that our form
of living has changed irreversibly.
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With the computer, the heretofore impossible has now become possible. The
computer has allowed large volumes of data to be reduced to high-density, compact
storage, nearly imperceptible to the human senses. It has allowed an exponential
increase in speed, and even the most complex calculations can be completed in
milliseconds. The miniaturization of processors has permitted worldwide connectivity
and communication. Computer literacy continues to grow.

2.2 The Phenomenon of Computer Crime
Definition of computer crime

It is difficult to determine when the first crime involving a computer actually

occurred [9]. The computer has been around in some form since the abacus, which is
known to have existed in 3500 B.C. in Japan, China and India. In 1801 profit motives
encouraged Joseph Jacquard, a textile manufacturer in France, to design the forerunner
of the computer card. This device allowed the repetition of a series of steps in the
weaving of special fabrics. So concerned were Jacquard's employees with the threat to
their traditional employment and livelihood that acts of sabotage were committed to
discourage Mr. Jacquard from further use of the new technology. A computer crime
had been committed.

There has been a great deal of debate among experts on just what constitutes a
computer crime or a computer-related crime. Even after several years, there is no
internationally recognized definition of those terms. Indeed, throughout this manual
the terms computer crime and computer-related crime will be used interchangeably.

9

While there is still no formal definition of computer crime, computer crime is
defined as any illegal act that involves a computer system as the object of a crime, an
instrument used to commit a crime, or a repository of evidence related to a crime.
Criminal law typically looks at the intent of the person who has committed the
violation.

In relation to the issue of intent, the principle of claim of right also informs the

determination of criminal behavior. For example, an employee who has received a
password from an employer, without direction as to whether a particular database can
be accessed, is unlikely to be considered guilty of a crime if he or she accesses that
database. However, the principle of claim of right would not apply to the same
employee who steals a password from a colleague to access that same database,
knowing his or her access is unauthorized; this employee would be behaving in a
criminal manner.

The extent of crime and losses

Only a small portion of crimes come to the attention of the law enforcement
authorities (4). In this book states that "computer crime may be the subject of the
biggest cover-up since Watergate". While it is possible to give an accurate description
of the various types of computer offences committed, it has proved difficult to give an
accurate, reliable overview of the extent of losses and the actual number of criminal
offences. At its Colloquium on Computer Crimes and Other Crimes against
Information Technology, held at Wiirzburg, Germany, released a report on computer
crime based on reports of its member countries that estimated that only 5 percent of
computer crime was reported. The term "dark figure'', used by criminologists to refer
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to unreported cnme, has been applied to undiscovered computer crimes. The
invisibility of computer crimes is based on several factors. First of all, sophisticated
technology, that is the immense, compact storage capacity of the computer and the
speed with which computers function, ensures computer crimes are very difficult to
detect, with the victim often finding out from law enforcement authorities that they
have been victimized. Second, investigators often lack sufficient training to work on
cases within the complex data-processing environment. Third, many victims have no
contingency plan for responding to computer crime incidents and they may even fail to
acknowledge that a security problem exists.

Finally, an additional cause of the dark figure is the reluctance of victims to
report computer offences once they have been discovered. In the business sector, this
reluctance is related to two concerns. Some victims may be unwilling to divulge
information about their operations for fear of adverse publicity, public embarrassment
or loss of goodwill. Other victims fear the loss of investor or public confidence and the
resulting economic consequences.

2.3 Common types of computer crime

All stages of computer operations are susceptible to criminal activity, either as
the target of the crime or the instrument of the crime or both [ 1]. Input operations, data
processing, output operations and communications have all been utilized for illicit
purposes. The more common types of computer related crime is categorized next.
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Computer forgery

Where data are altered in respect of documents stored in computerized form,
the crime is forgery. In this and the above examples, computer systems are the target
of criminal activity. Computers, however, can also be used as instruments with which
to commit forgery. They created a new library of tools with which to forge the
documents used in commerce. A new generation of fraudulent alteration or
counterfeiting emerged when computerized colour laser copiers became available.
These copiers are capable of high-resolution copying, the modification of documents
and even the creation of false documents without benefit of an original, and they
produce documents whose quality is indistinguishable from that of authentic
documents except by an expert.

Computer Sabotage

This category of criminal activity involves either direct or covert unauthorized
access to a computer system by the introduction of new programs known as

+ A Virus is a series of program codes that has the ability to attach itself
to legitimate programs and propagate itself to other computer programs.
A virus can be introduced to a system by a legitimate piece of software
that has been infected. The potential purposes of viruses are many,
ranging from the display of harmless messages on several computer
terminals to the irreversible destruction of all data on a computer
system.

+ A worm is similarly constructed to infiltrate legitimate data-processing
programs and to alter or destroy the data, but it differs from a virus in
that it does not have the ability to replicate itself. In a medical analogy,
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the worm can be compared to a benign tumor, the virus to a malignant
one. However, the consequences of worm attack can be just as serious
as those of a virus attack: for example, as bank computer can be
instructed, by a worm program that subsequently destroys itself, to
continually transfer money to an illicit account.

+ A logic bomb also known as a "time bomb", is another technique by
which computer sabotage can be perpetrated. The creation of logic
bombs

reqmres

some

specialized

knowledge,

as

it

involves

programming the destruction or modification of data at a specific time
in the future. Unlike viruses or worms, however, logic bombs are very
difficult to detect before they blow up; thus of all these computer crime
schemes, they have the greatest potential for damage. Detonation can
be timed to cause maximum damage and to take place long after the
departure of the perpetrator. The logic bomb may also be used as a tool
of extortion, with a ransom being demanded in exchange for disclosure
of the location of the bomb.

The authorized modification, suppression or erasure of data of functions with
the internet to hinder normal functioning of the system is clearly criminal activity and
commonly causes damage to or modifications of computer data or programs.
Computer sabotage can be the vehicle for gaining economic advantage over a
competitor, for promoting the illegal activities of ideologically motivated terrorists of
for stealing data of programs for extortion purposes. Irrespective of motive, the fact
remains that the use of viruses, worms and logic bombs constitutes unauthorized
modification of legitimate computer data or programs and thus fall under the rubric
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computer sabotage, although the motive of the sabotage may be circumstantial to the
alteration of the data.

Unauthorized access to computer systems and service

The desire to gain unauthorized access to computer systems can be prompted
by several motives, from simple curiosity, as exemplified by many hackers, to
computer sabotage or espionage. Intentional and unjustified access by a person not
authorized by the owners or operators of a system may often constitute criminal
behavior. Unauthorized access creates the opportunity to cause additional unintended
damage to data system crashes or impediments to legitimate system users by
negligence [5].

Access

1s

often

accomplished

from

a

remote

location

along

a

telecommunication network, by one of several means. The perpetrator may be able to
take advantage of lax security measures to gain access or may find loopholes in
existing security measures or system procedures. Frequently, hackers impersonate
legitimate system users; this is especially common in systems where users can employ
common passwords or maintenance passwords found in the system itself.

Password protection is often mischaracterized as a protective device against
unauthorized access. However, the modern hacker can easily circumvent this
protection using one of three common methods.

+ If a hacker is able to discover a password allowing access, then a
Trojan horse program can be placed to capture the other passwords of
legitimate users. This type of program can operate concurrently with
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the normal security function and is difficult to detect. The hacker can
later retrieve the program containing the stolen passwords by remote
access.

+ Password protection can also be bypassed successfully by utilizing
password cracking routines. Most modern software effects password
security by a process that converts a user's selected password into a
mathematical series, a process know as encryption. Encryption
disguises the actual password, which is then almost impossible to
decrypt. Furthermore, legitimate security software has been developed
that allows access to data only after it checks encrypted passwords
against a dictionary of common passwords so as to alert system
administrators of potential weakness in security. However, this same
security process can be imitated for illegitimate purposes. Known as a
"cracker" program when used for illegitimate purposes, these tools
encrypt some or all of the data of the system. This creates a dictionary
of data to compare with cracker software, for the purpose of identifying
common passwords and gaining access to the system. A variety of these
system-specific encryption routines can be obtained from hacker
bulletin boards around the world and are regularly updated by the
criminal community as security technology develops.

+ The third method commonly used to access a system is the "trapdoor"
method, whereby unauthorized access is achieved through access
points, or trapdoors, created for legitimate purposes, such as
maintenance of the system.
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The international criminal hacker community uses electronic bulletin boards to
communicate system infiltration incidents and methods. With the development of
modern telecommunications system, a new field for unauthorized infiltration was
created. Personal telecommunications have been expanded with the advent of portable,
cellular telecommunication devices. The criminal community has responded to these
advances by duplicating the microchip technology.

Modern telecommunications systems are equally vulnerable to criminal
activity. Office automation systems such as voice mail boxes and private business
exchanges are, in effect, computer systems, designed for the convenience of users.
However, convenience features such as remote access and maintenance capabilities,
call-forwarding and voice-messaging are easily infiltrated by computer criminals.

Modern telecommunications systems, like other computer systems, are also
susceptible to abuse by remote access. The integration of telecommunications systems
means that once one system is accessed, a computer operator with sufficient skill
could infiltrate the entire telecommunications network of a city. The usual motive for
telecommunications crime is to obtain free telecommunications services. However,
more

innovative

telecommunications

fraud

has

also

been

uncovered,

and

telecommunications systems have been used to disguise other forms of criminal
activity.

Unauthorized reproduction of legally protected computer programs

The unauthorized reproduction of computer programs can mean a substantial
economic loss to the legitimate owners. Several jurisdictions have dictated that this
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type of activity should be the subject of criminal sanction. The problem has reached
transnational dimensions with the trafficking of these unauthorized reproductions over
modern telecommunication networks.

Fraud by computer manipulation

The intangible assets represented in data format, such as money on deposit or
hours of work, are the most common targets of computer-related fraud. Modern
business is quickly replacing cash with deposits transacted on computer systems,
creating an enormous potential for computer abuse. Credit card information, as well as
personal and financial information on credit-card clients, have been frequently
targeted by the organized criminal community. The sale of this information to
counterfeiters of credit cards and travel documents has proven to be extremely
lucrative. Assets represented in data format often have a considerably higher value
than traditionally targeted economic assets, resulting in potentially greater economic
loss. In addition, improved remote access to databases allows the criminal the
opportunity to commit various types of fraud without ever physically entering the
premises of the victim.

+ Computer fraud by input manipulation is the most common computer
crime, as it is easily perpetrated and difficult to detect. Often referred to
as "data diddling'', it does not require any sophisticated computer
knowledge and can be committed by anyone having access to normal
data-processing functions at the input stage.

+ Program manipulation, which is very difficult to discover and is
frequently not recognized, requires the perpetrator to have computerspecific knowledge. It involves changing existing programs in the
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computer system or inserting new programs or routines. A common
method used by persons with specialized knowledge of computer
programming is the Trojan horse, whereby computer instructions are
covertly placed in a computer program so that it will perform an
unauthorized function concurrent with its normal function. A Trojan
horse can be programmed to self destruct, leaving no evidence of its
existence except the damage that it caused. Remote access capabilities
today also allow the criminal to easily run modified routines
concurrently with legitimate programs.

+ Output manipulation is effected by targeting the output of the
computer system. The obvious example is cash dispenser fraud,
achieved by falsifying instructions to the computer in the input stage.
Traditionally, such fraud involved the use of stolen bank cards.
However, specialized computer hardware and software is now being
widely used to encode falsified electronic information on the magnetic
strips of bank cards and credit cards.

There is a particular species of fraud conducted by computer manipulation that
takes advantage of the automatic repetitions of computer processes. Such manipulation
is characteristic of specialized "Salami technique", whereby nearly unnoticeable,
"thin slices" of financial transactions are repeatedly removed and transferred to
another account.

18

2.4 The Salami Technique - Computer Crime Phenomenon

The Trojan horse is also a technique for creating an automated form of
computer abuse called the salami attack, which works on financial data. This
technique causes small amounts of assets to be removed from a larger pool. The stolen
assets are removed one slice at a time (hence the name salami). Usually, the amount
stolen each time is so small that the victim of the salami fraud never even notices.

One theoretical financial salami attack (it's assumed the status of an urban
accounting legend and has never actually been known to have been attempted)
involves rounding off balances, crediting the rounded off amount to a specific account.

Case Study : Interest Rate Calculation

Suppose that saving accounts in a bank earn 1.75 %. Obviously, not all of the
computations result in two-place decimals. In most cases, the new balance, after the
interest is added, extends out to three, four, or five decimals. What happens to the
remainders? Consider a bank account containing $22,600 at the beginning of the year.
A year's worth of interest at I .75 % is $395.50, but after the first month the
accumulated interest is $32.9583.

Is the customer credited with $32.95 or $32.96? Would most customers notice
the difference? What if someone were funneling off this extra tenth of a penny from
thousands of accounts every month? Although this particular salami hasn't to our
knowledge been attempted, salamis that shave a quarter on up have been tried.
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A clever thief can use a Trojan horse to hide a salami program that puts all of
the rounded off values into his account. A tiny percentage of pennies may not sound
like much until you add up thousands of accounts, month after month. Criminals using
this scheme have been able to steal many thousands of dollars. They are sometimes
discovered by a bank audit. More often, they are detected only when they use their
new-found gains to entertain a life style that is not supported by their legitimate
mcome.

In simple terms, "salami technique" is the descriptive term being used for the
computer abuse, rather than for internal and external criminal activities. Many phases
derive from an attack are as follows (9];

"The salami technique, for example, consists of extracting tiny sums of money from
a large number of bank accounts and dumping the proceeds into an account owned
by the frauds man."
Shiu Hung, The National Security State of America

"They 're also tools of the offense, which means that they 're used to commit some
traditional offense. Jn the old days, tellers used to take money from the fill and stick
it in their pocket. Now they write little programs to syphon off pennies from
accounts and funnel it into another account, the so-called salami technique. You
take thin slices off a big chunk"
Virginia Rezmierski
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"Shaving a little off every transaction and redirecting it to a third party account"
Australian Financial Review

"The process of secretly and repetitively slicing away tiny amounts of money in a
way that is unlikely to be noticed"
Carnegie Mellon Software Engineering Institute

"The embezzlement technique, reflects the small "slices" of money that may be
squirreled away undetected from a large financial system"
M. T.L. Ehell, Mirror Magazine

"By taking a "thin slice" offfinancial transactions and accumulating the result in a
favoured account a perpetrator can amass significant amounts without arousing
undue suspicion. Round down activities are also very difficult to detect"
The Australian Computer Abuse Research Bureau (ACARB)

A distinct meaning of Salami Technique is derived as;
"An automated form of abuse using the Trojan horse method or secretly
executing an unauthorized program that causes the unnoticed or immaterial
debiting of small amounts of assets from a large number of sources or accounts is
identified"

2.5 Salami Technique Life-cycle
As the banking industry replaced manual bookkeeping with computerized
systems as a means of keeping track of customer accounts, they unknowingly opened
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the door to a type of embezzlement that had previously been difficult (if not
impossible) to successfolly pull off on a large scale. This was a scheme by which a
bank employee (usually a computer programmer) could surreptitiously stockpile a
substantial amount of money not by grabbing large sums all at once, but by 'slicing'
off 'thin' amounts of cash from many different customers' accounts and diverting
them to one central account (which he controlled), thereby building up a tidy nest egg
while minimizing the risk that any single instance of his theft would be detected and
investigated. Because computers can perform millions of computations each second,
the cost of an individual calculation approaches zero. This unique property of
computers leads to interesting consequences in ethics.

One example is the theft of all of those leftover fractions of pennies that result
from standard bank interest calculations (a computer program that redirects these into
a personal account would probably go unnoticed for a long period of time). Other
methods must be used to remove the acquired assets from the system. For example, in
the banking system the demand deposit accounting system of programs for checking
accounts could be changed to randomly reducing each of a few hundred accounts by
transferring the money to a favored account where it can be withdrawn through
authorized, normal methods. No controls are violated because the money is not
removed from the system of accounts. Instead, small fractions of the funds are merely
rearranged. The success of the fraud is based on the idea that each checking account
customer loses so little that it is of little consequence if goes unnoticed.

One salami method in financial system is known as the "round down" fraud.
The round down fraud requires a computer system application where large numbers of
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financial accounts are processed. The processing must involve the multiplication of
amounts by numbers such as in interest rate calculations. This arithmetic result in
productions that contain fractions of the smallest domination of currency [3 ], such as
"Satang" in Thai baht. For example, see in the table 2.5. l below, a checking account in
the bank may have balance of 1,035,106.13 baht. Applying a 1.75 percent interest rate
results in adding 18,114.357275 baht (1,035,106.13* 1.75%) to the balance for a new
balance of 1,053,220.48727 baht. In general, interest rate calculation will be proceeded
everyday depending n type of account. However, because the balance is to be retained
only to the nearest baht, 2 digits, it is rounded up to 1,053,220.49 baht, leaving a
deficit or negative remainder of 0.00273 baht, usually placed in parentheses to show
its negative value (0.00273). On the other hand, in the next position of interest rate
calculation might be the following: 1,137,927.02 * 1.75% = 19,913.72285 bah! to the
balance for a new balance of 1,157,840.74285 baht. It is rounded down to
1,157,840.74 baht, leaving 0.00285 baht.

Table 2-1: Rounding interest rate calculation and accumulating remainder.
Old Balance

I
1,035,106.13
1,137,927.02

New Balance

II
1,053,220.48727

I

Round New
Balance

Remainder

Accumulating
Reminder

1,053,220.49

(0.00273)

(0.00273)

I
1,157,840.74285

1,157,840.74

II
0.00285

I

0.00012

II

The net effect of rounding in both these accounts, rounding up to leave both
accounts accurate to the nearest baht and a net remainder of 0.00012 baht (0.002850.00273). This remainder is then carried to the next account calculation, and so on. But
actually, there are totally 16.9 million accounts in the bank (Source: Based on a story
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I
I

in Bangkok Post in July 1999 and on information provided by information department
of Thai Farmer Bank Public Company Limited).

Clearly, if there were 16.9 million accounts instead 2 accounts in this example,
the programmer could have made a profit of 2,028 baht per day (16. 9 million

*

0.00012). Over several years, this fraud could cause significant loss, suppose a
programmer writes the program to accumulate the round down amounts into his own
account. In these circumstances creative computer programmers can engage in some
trickery to accumulate for themselves a regular flow of relatively small amounts of
money and still show a balanced set of accounts that denies discovery by the auditors.
These programmers slightly change the instructions in the program by accumulating
the rounded down reminders in their own account rather than distributing them to the
other accounts as they build up.

Normally, auditors might discover this fraud in only two known ways. They
could check the instructions in the program or they could recalculate the interest for
the programmer's account after the computer executed the program [10]. A clever
programmer could easily disguise the instruction causing the fraudulent calculations in
the program in a number of ways. However, this disguise would probably be
unnecessary because no one would likely wade step by step through a program as long
as use of the program showed no irregularities. In the annual interest calculation, sums
of floating point numbers are ubiquitous in scientific computing. They occur when
evaluating inner product (interest). Although the first sight, summation might appear
to offer little scope for algorithmic ingenuity.
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2.6 Making Use of the Technology

Most financial system, especially banking, today do not implement new
technology for Salami technique detection for its own sake[!]. Nor do they implement
technology to help only inside their organization. However, experience shows that
many businesses do implement new technology based on vague business goals and
without identifying many of the critical elements required to reach those goals.
Unfortunately, many businesses use the third party vendors who are in charge of the
development process. Organizations that are lucky stumble onto many of the critical
elements as they gain experience. But even the lucky ones often fail to realize the full
potential of their investment.

Security goals commonly are stated as the specific projects that the
organization intends to implement first. Make the collateral available to the field of
computerized process, or provide auditing capability to employees. While these are
useful outcomes, they do not suffer with this done by hand. They are not broad enough
business goals to justify the introduction of a technology as fundamental as security.
After examining a number of managers and operators for their underlying business
goals, and talking to many organization undertaking a security in financial system.
There appear to be some common business expectations behind these initiatives.
Moreover, nobody exactly knows the security in financial system is sufficient to detect
salami technique circumstance.

A surpnsmg number of executives support a security implementation
expecting it to create a fundamental change in the way they protect business. They
expect this change to come from increases in both organizational productivity and

25

personal productivity. They expect improved cost saving, higher accurate information
to be outcomes that support these productivity gains.

The expectations of many people lower in the organization can be quite
different. Their reasons for implementing a salami technique detection often focus on
easier information detect and workflow. It should be apparent that the level sponsoring
the initiative can be a significant impact on both the goals and what the implementers
consider critical elements for success. Easier information detect can be achieved with
a straight technical implementation. Improving information accuracy, some level of
cost reduction and organizational productivity cannot be achieved by technology
alone.

That

requires

development

of the

organizational

and

management

infrastructure.

In simple terms, salami technique detection is the descriptive term being used
for the implementation of detection technologies within an organization. This
implementation is performed in such a way as to transparently merge with immense
informational resources of an organization for detecting salami technique with
minimal cost, time and effort. It is the application of detection technologies within an
organization and centered around the branches connection system. Detection
technologies are actually extremely well suited for developing internal branches
information systems.

2. 7 Building Salami Technique Detection Method
What will salami technique detection method ultimately look like? The
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following is an attempt at five general rules meant to help sort through some of the
issues involved in designing salami technique detection method (12].

#1:

Think beyond traditional method-think about t!te whole function.

Because financial systems are modular, more complete functions can be
supported. There is no need to pre-structure all the processes and information. There is
also no need to build all the pieces at once think about the objectives, the end result
and alternate ways to get there.

#2:

Develop the prototype in terms of proper functional classes and how

they relate to financial system.
As complex, general-purpose method begins to deconstruct into more
simplified functional logic, it will be seen how functional classes can be shared across
special domains. For example, most applications can be defined in terms of four
functional classes listed below.

+ Tracking (Customers account, Interest rate)
+ Configuring (Solution benefits, Financial Instruments)
+ Informing
•

Publication (Pull)

•

Notification (Push)

+ Exchanging
• Negotiations (Ideas)
• Collaboration (Ideas)
• Transaction (Money)
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Whether the number of basic classes is more or less than four, and whether
these are the "right" four, is not the point. The point is that classes such as these allow
everyone to reuse our content and tools across a broader range of domains than the
content and tools embedded in the current method. As we gain more experience the
most effective classes will emerge.

#3:

For eac!t function within the solution identify w!tet!ter tlte process

being supported is structured, semi-structured, or unstructured.
For each function class ask what one expects of the user repetition and
standard behavior or thought and innovation? Recognize that some of each may be
required in the process of reaching an end result. However, for a specific functional
class in a specific process the degree of structure should be identifiable. Determining
the degree of structure will help identify the tool or approach for implementing the
functional class. When the processes in a functional class are well structured (e.g.
money transactions, scheduling, tracking, customer profiling) database technology is
indicated. When processes are less structured (e.g. requests for others' experience,
innovation, creation, negotiation, exception handling) the message-based technologies
are more appropriate.

#4:

View eac!t interaction witlt user in terms of t!te appropriate degree of

push and pull
This concept has been presented in detail in prev10us chapters. When
identifying push-pull characteristics for detection models the following guidelines are
useful:

+ Push what is needed now that has a short lite
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•

One-time notices and results

•

Personal communication

+ Pull what will be referenced in the future
•

Anything printed for large numbers of customers

•

Recurring communication (e.g. standing minutes of meeting)

+ If it is not obvious, consider user-initiated push (list servers & personal
agents)

#5:

Support learning by individuals and tlte organization.

Unlike traditional method (manual), detection methods should be designed
with adoption and learning in mind. Individuals can learn in several ways. They can
learn from the knowledge base, by retrieving what they and others have previously
learned and captured. They can learn by recombining and extrapolating what they, or
the knowledge base, previously learned. They can learn from experience, through
random and systematic trials. For the organization, learning means not only solving
the problem, but capturing the experience in the knowledge base.

2.8 The Business Advantages of Salami Technique Detection Methods.

Today's dynamic and fiercely competitive marketplace demands that
businesses bring one-stop-service to market in ever-shrinking time frames. Slow
reaction to changing trends and market conditions puts a company at risk of losing
market share, market position and quite possibly customers. In addition, consumers are
demanding higher levels of customer service. In fact, service has become a key
differentiating factor. To meet the challenges of this demanding businesses must find
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ways to work more efficiently, increasing their productivity while at the same time
controlling costs.

As many financial firms have already found, salami technique detection
method offers a robust solution to the computer abuse and computer fraud in financial
system. It improves organizational efficiency through streamlined business processes,
more effective protection and a higher level of detection. Extended detection method
can broaden the detection solution to key individuals outside the company, such as
business branches, business partners and internet based services. As a result, detection
method helps tighten relationships with operators, customers and business branches to
contribute to an organization's bottom line and increase its competitive edge.

Streamlining Business Processes

Detection method are phenomenally powerful tools to streamline business
processes. From decision support, customer service and security management, to
distributed channel operations, customer services force automation and executive
information systems, auditing applications based upon salami technique detection
method can substantially improve the efficiency of complex operations. This is
possible because salami technique detection method is typically much less expensive
to develop and deploy, and is much easier to use than manual processes based upon
older proprietary platforms. Benefiting from a universal user interface - salami
technique detection method can be deployed and managed from a central location. At
the same time, standards-based modular and development technologies enable separate
across company branches to create detect method solution that remains compatible and
compliant with company-wide systems and processes.
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Facilitating Information Detection
A key benefit of salami technique detection method is the ability to provide
secure information quickly and cost effectively to the entire community. A detection
puts vital information at the fingertips of employees, regardless of their location or the
location of the information. Information detection enables a high degree of accuracy
for the entire company. A finance section normally keeps information centralized,
making it easier to maintain and keep secure. The benefit to the operators are
simplicity and speed of information audit. For example, the interactive capability
enabled by shot-snapping lists makes it easy for users to gather all the suspicious
accounts they need from the whole information quickly, just by clicking on the
information. They don't have to spend long hours detecting through the whole amount
by manual. Providing instant and secure to business-critical information saves time
and increase productivity, and auditing information process on the server eliminates
the production, duplication and distribution costs associated with paper. The result ....
Significantly reduced costs and increased profitability.

Enriching Communications and Collaboration
Implementers group have to share knowledge and research data, design
concepts, schedules and other project materials for comments and review during the
development process. Training groups can distribute training schedules and
multimedia computer-assisted training courses for the operators.

2.9 Business Implications
In corporations and industries around the world, technology managers face the
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challenge of harnessing the computer crime to attack their businesses. Computers are
moving quickly to implement detection methods even though the business
ramifications are not fully understood. Proper use of salami technique detection
method can simplify many auditing work processes and improve the security services,
which are produced.

Although it is difficult to predict many of the outcomes of salami technique
detection method because it adopts the technology to solve a proximate problem and
justify it on that basis, proper use of this method can simplify many auditing work
processes and improve the services, which are produced.

Computing processes increased computing costs, but decreased secretarial staff
and virtually eliminated typing pools. Implementation of salami technique detection
method of financial system increased organizational costs, but generated offsetting
savings in time processes and wage expense. In other case, salami technique detection
method implementation has increased some implementing costs but generated savings
in money loss, photocopy, computer storage, printing and travel costs for auditors. As
roles begin to shift, salami technique detection method implementations also may
reduce the number of personnel or even eliminate some of the functions required to
support today's paper-based communication.

While many initial justifications are based on reducing costs - which include
the reduction or elimination of current document processes, the reduction elimination
of producing and disseminating hard copy materials, the reduction or elimination or
reproducing lost documentation and the increased performance and better informed

32

salami circumstance - most quantum business leaps come not from cost savings, but
from increased information accuracy and services oppmtunities. As mentioned in
chapter one, this type of fundamental change is more appealing to most executives
than incremental cost savings. However, these types of benefits are much more
difficult to quantify in traditional terms. They tend to be enterprise specific and more
story (sensibility) based than numbers based. While numbers usually are presented,
they make sense only in the context of the assumptions that the story makes
"reasonable", and experience shows that many businesses do implement new
technology based on vague business goals and without identifying many of the critical
elements required to reach those goals.

In this thesis we post the amount of each account and examine a variety of
floating point calculating. The method of rounding up and rounding down in current
technique using basic computer algorithm has been in financial system for more than a
decade. The study will then further analyze the possibility of gaining advantage
through the suggested method. Thus, we will describe and evaluate the methods that
controlling small fraction in financial system.
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Chapter 3
Methodology

The methodology of this study comprises of the following four stages: target
companies identification; data collection; data results and analysis; and conclusions
and recommendations.

3.1 Companies Identification

The retrospective of salami technique aspect was given in the literature review.
It became the rage for corporate computing system, especially interest calculation
process in financial system. Well-known companies are adopting salami technique
detection method for use internally because it is an expedient way to prevent valuable
information no matter what kinds of computer crime phenomenon. Accordingly,
prototype of salami technique detection method enables financial system to provide
services that would have been difficult and cost prohibitive to implement with earlier
proprietary systems. It is also guidance and precedence for companies concerned.

Companies that were selected for this case study are reputed companies in
financial systems, loan services provider and business investment consultation. (Please
see Appendix I for companies profile). These companies handle valued customers'
financial data and various business investment systems that could be vastly improved
security approach by this detection method. The selected companies were as follows;

+ Bangkok Bank Public Company Limited
+ Siam Commercial Bank Public Company Limited
+ Standard Chartered Nakornthon Bank
34

+ Deutsche Bank AG
+ Dresdner Bank AG
+ Thai Farmers Bank Public Company Limited

Bangkok Bank Public Company Limited is not only the largest Thai

commercial bank, but one of the largest commercial banks in South East Asia in
finance services for the supply of individual and enterprise segments. It also plays a
major role in the fields of a full range electronic banking products to the domestic
market. In order to respond more effectively to its customers' requirement, Bangkok
Bank also emphasized providing financial services to those involved in international
trade. In this regards, the bank was the first Thai commercial bank to use the system
whereby guarantees were provided for pre-shipping financing. Furthermore, Bangkok
Banks ability to issue its own L/Cs was a very important breakthrough.

Bangkok Bank Public Company Limited contributes significantly to the
establishment of infrastructures supporting economic and societal development in
more than 25 countries worldwide. With its leading edge services and international
staffs, Bangkok Bank is in a position to anticipate customer needs and to offer
innovative solutions to customers worldwide. As one of the largest Thai commercial
banks, Bangkok Bank has over 25,000 employees around the world, in 2000. Bangkok
Bank has approximately US$ 40.00 billion worth of total assets. Although two-thirds
of its business activities is still based in South East Asia region, its original, Bangkok
Bank is developing steadily in Europe (London & Hamburg) and in the United States
of America.
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As the first and oldest, Thai Commercial Bank, it has a history dated back as
early as the reign of King Rama V. It began operating this small sized commercial
bank as an ordinary new generated business on October 4, 1904, with an investment
capital of Bt 30,000. Siam Commercial Bank Public Company Limited is a pioneer
in the system plan which made it the first Thai bank in the commercial banking
business to initiate a branch system. Many branches are located in both central and
other regions of the country and is also significant quotient to be the nation's second
largest and one of the top five ranking bank. By February 1975, the business affairs of
the bank had highly developed and the bank determined to expand its business
operations by applying for listing with the Stock Exchange of Thailand (SET).

Standard Chartered Nakornthon Bank is the world's leading emergmg

markets bank headquartered m London. Its business however, has always been
overwhelmingly international. It also plays a major role in the fields of financial
consultation for individual and business sectors. In order to respond more effectively
to its customers' requirement, Standard Chartered has merged with Nakornthon Bank
Public Company Limited and enables to provide services.

Standard Chartered Nakornthon Bank contributes significantly to the
establishment of infrastructures supporting economic and societal development. With
its leading edge services and international staff, Standard Chartered Nakornthon Bank
is in a position to anticipate market needs and to offer innovative solutions to
customers worldwide.
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Deutsche Bank AG is a world-leading international financial service provider.

The bank aims at becoming national world-class financial institution that catered
customers' financial needs and service satisfaction. Today, Deutsche Bank AG not
only provides financial assistance to many businesses, large and small, it also renders
financial assistance to other state enterprises, both business oriented and public utility
types. Currently the bank is operating in more than 70 countries worldwide to serve
more than 12 million customers in financial assistance. With more than 98,000
employees, almost 50 % of the bank's staff work outside Germany.

Dresdner Bank AG is a leading global financial institute focused on the key

growth areas of financial service provider, with 1,360 branches and 51,456 employees
in more than 70 countries. A pioneer in financial centers, Dresdner Bank AG is the
world's leading developer of financial service provider. Dresdner Bank AG is also a
significant consultant of advanced corporate banking strategy.

As one of the nation's leading, Thai Farmers Bank Public Company
Limited pioneered a program to "re-engineer" bank operations in order to improve

customer service and operational efficiency. This re-engineering program focused on
five key areas of the Bank's business; Branch operation, International banking center
operations, Loan approval, Loan recovery as well as Payment process. Among the best
trained and equipped in the nation - are working toward a single goal: to help the
customers find the best solutions to their business challenges. Its principal markets
include energy and power, industrial & building systems, communications and
information technology, components, transportation, health care and lighting. Thai
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Farmers Bank Public Company Limited becomes more competitive, Superior service
will be critical in attracting customers and developing loyalty among banking clients.

3.2) Data Collection
3.2.1) Companies
Selected companies are all in financial institutions. These companies find out
some detection method for system penetration from insiders to increase their business
efficiency by ensuring cost-effective way of financial data accuracy. They also believe
that proper use of detection method can simplify many audit processes and improve
the finance services which are produced to be certain.

3.2.2) Interview and Qnestionnaire
3.2.2.1) Company Interviewees
Twenty (20) managers/operators from the six functional departments of the
above mentioned six international companies were interviewed:
1. Business Investment
2. Corporate & Institutional Banking
3. Finance & Accounting
4. Network Team Treasury Marketing & Sales
5. Security Management & Information Technology
6. Telecom & Operation Management

3.2.2.2) Customer Questionnaire
Customer questionnaire was distributed to the vanous fields of business as
sampling concepts and terminology.
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I) Population

Population or universe is defined as the totality of elements, things, or people
under consideration.
2) Sampling Unit

A sampling unit is the element, item, person, or thing considered for selection
in the sample. Thus, the population is made up of sampling units.
3) Sampling Error

Sampling error is the difference between the sample value and the population
value. Margin of error is a more common term for sampling error. The margin of error
of precision of the sample can be measured in absolute or percentage terms, depending
on whether one is trying to estimate a sample proportion or an absolute number.

Yamane Theorem

n

N

=

I+ N(e)2

where n is the sample size,
N is the population size, and
e is the level of precision (error factor)
as substituted
N = 4,000 (The number of employees related in six international companies)
e = 0.05 (Index error; 95% accuracy)
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n

4,000

=

1 + 4,000(0.05)

2

= 363.64 samples or more

3.2.3) Interview Guidelines

The interview form in Appendix A was used to gather responses of
manager/operator and customer interviewees while interview was being conducted.
There were four major parts in Manager/Operator interview form:
I) Name, position and company
2) Task and job responsibility
3) Possible salami phenomenon
4) Interacting factors to threats.

Part I and 2 were used to identify the information needs of the different
functional departments and job responsibilities which have to be considered in
analytical process. Part 3 is the possible salami phenomenon in different financial
institutes. Last, part 4 identifies the interacting factors to threats with financial data.

The Customer Questionnaire form has four major parts as follow;
1) Information needs and sources of information
2) Problems encounter, effects on work
3) Cause of problems I issues
4) Further comment and probable solution
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Part 1 was used to identify the information needs of the different interviewees
which have to be considered when putting information on statistics. Part 3 identifies
possible cause of computer fraud in financial institutions of Part 2. Part 4 could be
considered as further comment and probable solution when establishing the policies
and procedures for the development and implementation of computer fraud detection
method.

3.3 Data Results and Analysis
3.3.1 Company Interviewees

The author took time to survey different sets of historical computer fraud. The
following significant info1mation needs will be discussed with companies interviewees
of 20 managers/operators from companies selected. Summary of the collected
information from the interviewees was presented in tabular formats shown in
Appendix B. These tables summarize the information needs, source of information,
problems encountered effects on work, probable cause of problems/issues of computer
fraud in financial institution.

3.3.2 Customer Questionnaire

These summaries are used to formulate a series of "ideal" computer
fraud detection method, especially salami technique. The further comment and
probable solution can be adopted by any questionnaire. They would include on the
recommendations and conclusion which would be valuable to financial institution.
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3.4 Recommendations and Conclusion

The author recommended a phototype in development and implementation of
salami technique detection method which can be used by companies who plan to
implement and use the salami detection method in organization. Those phototype have
two steps: framework in salami technique detection method implementation and
formulating a vision for salami technique detection method.

According to auditors' solutions to old problems situation are being recreated
in a better way. These salami detection method offer the potential to solve many of the
problems in financial institutes for many years. When done right, an application that
dramatically enhances the way financial institutes does business can be created. The
author, therefore, recommends to explore how 'Salami Detection Method' can assist
financial institutes many of the most essential and costly activities that businesses
must contend.
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Chapter 4
Interview Results and Analysis

Generally, the managers/operators the author interviewed had mentioned that
an increasing number of both internal and external intruders gain small sum of money
from retrieving many account everyday and are becoming a whole to be impossibly
brought out. The author has found out an important factor which is concerned with
altitude efficiency data and security management.

A good exalllple is from one security administrator who said that before its
operation, his company verified each function in banking system needs in order to
perform in proper routine. Based on the lists of requirement needs of the different
sections. Banking software is a unique module that provides a common set of rules,
chart of account, booking periods and authorization rules. IT manager mentioned that
much essential product, services and security as well are very important to make it
time consuming, distribute and product update. To ensure with security management,
most banks in Thailand spend a lump sum for investment developed banking software
from Singapore. Although competitive and information technology changes rapidly
and delays in obtaining it could make it obsolete.

4.1 Companies Selected

Some general information about the company and the functional areas selected
are presented in Table 4.1. It can be seen from this table that these companies are big
corporations which have offices in both local and countries around the world. They
recognize that security management offers a cost-effective and highly efficient way to
43

improve the preventive both internal and external intruders follow up salami technique
concept. They implemented its use in their company to update a variety of security
information, improve productivity, and significantly reduce costs.

4.2 Financial Information Needs
Each functional department in a corporation has different set of financial
information needs in order to perform its operation. Based from the interviews of 20
managers/operators from the six selected companies, the following are the lists of
financial information needs of the different departments:

Business Investment

+ Financial and economic situation of the customer
+ Costing information which is needed to prepare contract for project
+ New project information like cost and investment term
+ Mission and turnover value, benefit, rules and regulation

Corporate Institutional Banking

+ Customers payment history and status information
+ Corporate policies and procedures related to finance and accounting

Finance and Accounting

+ Financial status of each department including profit and loss
+ Yearly budget for personnel and other operations
+ Payroll information
+ Expenditure reports of personnel
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Company

Branches in

-
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..a.AA.A'fJA •JL•oli.4.'-"AVA.i

Functional Department

Position of Interviewee

Local

Global

Bangkok Bank
Public Company Limited

Yes

Yes

Corporate Institutional Banking
Corporate Institutional Banking
Business Investment

Senior Vice President
Asst. Vice President
Vice President

Siam Commercial Bank
Public Company Limited

Yes

Yes

Security Management and Information Technology
Security Management and Information Technology

Senior Engineer
Senior Engineer

Standard Chartered
Nakornthon Bank

Yes

Yes

Corporate Institutional Banking
Corporate Institutional Banking
Network Team Treasury Marketing and Sales
Corporate Institutional Banking
Security Management and Information Technology
Business Investment

Manager
Senior Manager
Senior Manager
Manager
Head of Department

,.
"'

Manager

Deutsche Bank AG

Yes

Yes

Telecom and Operation Management
Finance and Accounting
Security Management and Information Technology

Head of Division
Senior Office
Supervisor

Dresdner Bank AG

Yes

Yes

Corporate Institutional Banking
Corporate Institutional Banking
Corporate Institutional Banking

General Manager
General Manager
Asst. Manager

Thai Farmers Bank
Public Company Limited

Yes

Yes

Security Management and Information Technology
Security Management and Information Technology
Security Management and Information Technology

Asst. Manager
Asst. Manager
Manager

+ Budget information from other department

Network Team Treasury Marketing and Sales

+ Sales forecasts and sales performance data
+ Customers information like account profile

Security Management and Information Technology

+ Installation and maintenance instruction in financial application
+ Technical financial information concerning platforms, applications and
system

+ Upgrade the latest issues or version of both software and hardware as well
as security management for financial application

Telecom and Operation Management

+ Financial information concerning network management

+ Financial information concerning operations and requirements
+ Financial operational requirement and guidelines
+ Other information like financial plan

4.3 Sources of Information
Business Investment

+ Information from consultation of price or cost
+ Existing customers
+ Board of Investment (BO!)
+ Customer Information from manufacturing and operations department
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Corporate Institutional Banking

+ Customer financial reports
+ Customer reports on manufacturing and operating cost

Financial and Accounting

+ Financial reports from headquarters
+ Reports from individual personnel

+ Human resource office
+ Purchasing office financial reports

Network Team Treasury Marketing and Sales

+ Marketing people or groups who do market studies based on operators
input

+ Dealers/operators
+ Database

Security Management and Information Technology

+ Information technology in corporate headquarters
+ Technical documentation

+ Updates from vendors about current applications
+ Users manual on software and hardware as well as security management

Telecom and Operation Management

+ Information technology in corporate headquarters

+ Updates from vendors about current application
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+ Users manual and handbook

4.4 Management Approach
Opportunity to Occur Salami Phenomenon

Section 4.4. l to 4.4.6 are summaries of the possible salami phenomenon by
staff on the six functional departments that has been considered in this thesis. The
managers/operators expressed these problems to the author during the interview.

4.4.1

Business Investment

Because of the key front-line business function performed by business
investment, their management pointed out their idea as;
(NOTE: The number appears at the end of the text is for cross-reference purpose, e.g.,
BBL I: BBL= Bangkok Bank Public Company Limited, I = Vongthip Chumpani);
BBL =Bangkok Bank Public Company Limited
SCB = Siam Commercial Bank Public Company Limited
SCNB = Standard Chartered Nakornthon Bank
DEAG =Deutsche Bank AG
DRAG= Dresdner Bank AG
TFB = Thai Farmers Bank Public Company Limited
Possible

+ Salami phenomenon can happen due to technical problems which occur
unexpectedly (BBL3)

+ Lack of control in internal auditing and difficulty in tracing software
instruction code causes salami may occur in computer system (SCNB6)
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4.4.2

Corporate Institutional Banking

Corporate banking management has significant challenges in addressing
important issues including;
Possible

+ Not sure whether the instruction code on data center 1s modified by
intruders (Internal/External) (BBL I)

+ Yes. But it does not care much for this circumstance in multinational
corporate banking services, because it is only petty. (BBL2)

+ Rounding method is a basic function in financial system. Interest
calculation process causes as much as fraction. The standard format is only
2 digits and the rest will be obsolete. (DRAG2)

Impossible

+ The financial software is implemented aboard. Information Technology
department only has a responsible to install in localize computer system.
Anyway, it cannot modify any instruction code. (DRAG 1)

+ Information Technology department already provides security system to
protect computer system from computer crimes and abuse. (DRAG3)

4.4.3

Finance and Accounting

Challenges facing the finance and accounting department include:
Possible

+ The computer criminals now are bright, eager, highly motivated subjects
willing to accept a technological challenge, characteristics. (DEAG2)
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4.4.4

Network Team Treasury Marketing and Sales
The network team treasury marketing and sales staff must address a number of

important issues, including;

Possible

+ Decentralized points of collecting and publishing financial data causes
security for sensitive or confidential information can be a problem.
(SCNBI)

+ The rapidly improving telecommunication telephone has added to the
threats from external sources who try to attack with password and software
instruction code. (SCNB2)

+ Financial data is a primary target of the intruders who trap inside for
gathering money as in USA. (SCNB3)

Impossible

+ Based on current computer security management, computer cnmes or
intruders cannot properly attack on data center. (SCNB4)

4.4.5

Security Management and Information Technology
The information technology department focuses a number of critical

issues, including;

Possible

+ Can be tempting with internal employees and intruders who have been
placed on visible on tangible assets to get a lot of money in the short period
of time. (SCB I)
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•

Lack of skill and acknowledgement in programmmg language within
organization. It causes nobody to be able to track whenever this
circumstance occurs. (DEAG3)

•

Not only individual possessing umqne abilities and talents but also
organized of potential are concentrated to be a computer criminal for
computer system. (TFB I)

•

Lack of control in dispatching of instruction code which leads to modify
without notice. (TFB2)

•

Employees are not confident enough to use the computer security causes
the intruders skim funds from customer accounts. (TFB3)

Impossible
•

There are three stages of security management for protecting data center.
Each stage can be done by the right persons only. (SCB2)

4.4.6

Telecom and Operation Management
Telecom and operation staffs face significant challenges which include;

Possible
•

Lack of any superv1s10n with technical staffs who need or reqmre m
technical infrastructure. It causes nobody to be able to solve whenever this
circumstance occurs. (DEAGI)

Impossible

+ Most data processing in financial system has more than one person who is
in charge of computer security management. (SCNB5)
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4.5 Interacting Factors to Threats

+ (BBL) Computer crime is committed by a broad range of persons; students
amateurs, terrorists and members of organized crime groups. It is very hard
to distinguish them by the nature of the crime committed and protection
method which will happen with computer system. <Human factor>

+ (BBL) The advent of computer viruses and similar mechanisms whereby
computer software can be made to act almost on its own initiative poses a
new and significant threat. They can be targeted for specific objectives at
specific industries to commit a variety of traditional criminal offences,
from mere mischief of extortion. These crimes, furthermore, can be
committed immediately or can be planted to spring at a future date.
<System accessibility I Complexity I Human factor>

+ (BBL) Nowadays, there is not only computer crimes but also the individual
who accesses a computer system without further criminal intent. The
potential computer criminals are bright, eager, highly motivated subjects
willing to accept a technological challenge. <Human factor>

+ (SCB) Because of economic recession business competitiveness worldwide
causes the business ethics and routines become changed. Human factor is
the greatest threat in term of computer crime. It is not uncommon, for
operators, hardware/software technicians and other staff members to find
themselves in positions of extraordinary privilege in relation to the key
functions and assets of their organization. A consequence of this situation
is the probability that such internal/external intruders are frequently
exposed to temptation. <Human factor>
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+ (SCB) Now, data information is still running in the internet technology. It
continues to be made in remote data processing, the threat from external
sources are probably the main factor to increase. Moreover the increasing
connectedness of computer systems and the adoption of more user-friendly
software cause the ease to attack by the intruders. <System accessibility>

+ (SCNB) Computer criminals have gained notoriety in the media and appear
to have gained more social acceptability than traditional criminals. Most
private and corporate sectors think that computer criminal is a less harmful
individual, however, ignored and obvious. The future threat will be directly
proportional to the advances made in computer technology. It causes the
computer securities to be in undeveloped situation plan. <Human factor>

+ (SCNB) On-line data transaction is still running throughout the internet. It
is very easy to attack by thefts or intruders who still wait for confidential
information interception. <System accessibility>

+ (SCNB) Internet employees represent the largest threat, and indeed
computer crime has often been referred to as an insider crime. The risk to
computer

security

was

attributable

to

internal

sources

although

investigation has developed a specialized computer crime. <Human
factor>

+ (SCNB) Owing to the greater complexity of certain computer routines, it is
becoming increasing unlikely that any one person will possess all the
information needed to use a computer system for criminal purposes.
<Complexity>

+ (SCNB) To give system users maximum capability unrestricted access
privileges are often granted rather than allowing only the privileges
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necessary to perform an intended function. It causes an unauthorized
person to attack the system filing. <System accessibility>

+ (SCNB) Interconnecting communications links must now be extended to
remote terminal locations in order to provide the maximum computing
capability to the largest possible user community. <System accessibility>

+ (DEAG) The systems are not fully understood by anyone. Incidents have
been noted where deliberate attempts to confuse operators or to interrupt
systems by attacking little-known weaknesses. <Complexity>

+ (DEAG) On systems using telecommunications, the electronic and electric
vulnerabilities to interference and interception extend to the whole
communication network in use. <Electronic vulnerability>

+ (DEAG) A single error in data online can have widespread impact with
overall computer system. This fact can be used to great advantage by a
third party who wants to corrupt data or disrupt service. <Density of
information and processes>

+ (DRAG) Any system error can result in down time or a potential security
fault. <Density of information and processes I Complexity>

+ (DRAG) Computer data can be changed or erased with minimal change of
detection or correction. <System accessibility I Complexity>

+ (DRAG) Hardware is susceptible to failure through ageing physical
damage and environment change. <Vulnerability of electronic dataprocessing media>

+ (TFB) Hackers impersonate legitimate system users; this is especially
common in systems where users can employ common passwords or
maintenance passwords found in the system itself. <Human factor>
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+ (TFB) The authorized modification, suppression or erasure of computer
data of functions with the internet to hinder normal functioning of the
system is clearly criminal activity. <System accessibility I Human
factor>

+ (TFB) The threat is from malicious or subversive activities or from honest
error on the part of staff members, the human aspect is perhaps the most
vulnerable aspect of EDP system. <Human factor>

According to the managers/operators the author interviewed, the most
possibility to computer criminals are respectively as follows;
1. Human factor is power, employees represent the greatest threat in terms of
computer fraud in financial system. It is not uncommon that they are operators,
technicians, other staff members as well as improper morals of authorized
person in the organization.
2. System accessibility, the maximum computing capability to the largest
possible user community becomes a significant design criterion. Unrestricted
access privileges are often granted rather than allowing only the privileges
necessary to perform an intended function. That is an extreme aspect of
computer security that the unauthorized logs on and hacks financial data in
system resources.
3. Complexity, typical operating systems and software instructions contain from
2,000,000 to 25 million individual instructions. It is hardly possible to fully
understand by anyone, including an inefficience of internal audit and lack of
tracking computer system.
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4. Density of information and processes I Electronic vulnerability, centralized
technology has allowed the clients access to the host data on-line. This fact
shows electric power and storage device are enormously important for
computer system.

4.6 Customer Approach

As discussed in section 4.4, management approach, both of possible and
impossible opportunities to occur salami phenomenon were used and presented by the
author to each company to look at. It is concluded also in categories in section 4.5,
interacting factors to threats. In order to win hands down in this area of customer
approach, the questionnaire of computer fraud in financial system is assigned to
everywhere without exception. The author concentrates only on 4 majors of frequent
problems issue when the customers use specified by the bank serve. Figure 4.6.1
shows some details about each interviewee's opinion of computer fraud in financial
system. It can be seen from the bar graph of a number of interviewees have looked at
this point of view.

The interviewees have expressed concern on all four major problems issued by
the bank serve. Virtually every aspect of computer fraud in financial system does not
immensely attend as the first priority. Most interviewees consider unlikely to affect the
operations of existing bank service. Of a number of three hundred and sixty-six (366)
case studies, however, only computer fraud and hacking by unauthorized person
represent the largest problems issue threat as the first priority in financial system, and
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Iii!! Computer system down
Iii!! Computer fraud in financial system
D Inaccurate calculation by computer
D Hacking financial data by unauthorized person

Interviewee
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Figure 4-1 Problems Issue by the Bank Serve
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indeed hacking financial data by unauthorized person has often been referred to as an
outsider crime. One study estimated that only 9.15 percent of interviewees were being
treated as the first priority, 17.83 percent, 31.56 percent, 26.37 percent and 15.09
percent, respectively.

To closely approach with the customer consideration, the author assumes the
possible causes from the previous problems issued by the bank serve as shown in
Table 4-2.

Table 4-2 Cause of problems issued by the bank serve

Inefficient of internal audit and lack of
Inaccurate calculation by computer
tracking computer system

According to a number of studies, however, the interviewees believe the
possible aspects and express their agreement the risk to computer fraud in financial
system was attributable to the following causes, 40.16 percent to lack of keeping
reserve electric power, 84. 70 percent to improper morals of authorized person in
organization, 85.25 percent to inefficient internal audit and lack of tracking computer
system and 71.58 percent to security problem.
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That means, the electric

Iii Lack of keeping in reserve electric power

Ill Improper morals of authorized person in organization
D Inefficient internal audit and lack of tracking computer system D Security problem
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power is not the mam problem in financial system. However salami technique
phenomenon seems to be a result from those causes.

4.7 Salami Technique Detection Model
Figure 4.-2 illustrates some more details about the feedback of computer fraud
in financial system from three hundred and sixty-six (366) interviewees. It can be seen
from the number of interviewees who agree with three (3) possible causes in Table 4-2

4.7.1

Salami Techniqne Approach Model
As discussed in Chapter 2 (2.3 - Common types of computer crime and 2.4 -

The Salami technique - computer crime phenomenon), three (3) major possible causes
of computer fraud in financial system e.g. improper morals of authorized person in
organization, inefficient of internal audit and lack of tracking computer system and
security problem are presented to bring about the salami technique phenomenon.

The result of interview shows the compames that conduct their business
routine in financial system do not have a confidence in their own security system.
Moreover, many case studies in salami technique which were used to happen in the
past as in Appendix C, is the principal to implement salami technique detection model
instead of manually as a decade ago.

4. 7.2

Use of Salami Technique Detection Model
According to the managers/operators of security management and information

60

technology department who are also the system administrators, they have considered
to use salami technique detection method in computer-based rather than manual in
financial system because of the following reasons:

+ Easy to use on compatible computer-based machine
+ Run on inexpensive platform e.g. Windows 98/NT/2000
+ Less mistake than manually proceed
+ Allow permissions to be set at the file and group

+ Cost effective and time consuming

4.7.3

Banking Simulation Model for Salami Technique Detection Method
Virtually every department in a company can benefit immensely with the

inherent flexibility and power of this method.

The author shows in Figure 4-3, the summary of banking simulation workflow
and dataflow which are being typically used by Bangkok Bank Public Company
Limited, Siam Commercial Bank Public Company Limited, Standard Chartered
Nakomthon Bank, Deutsche Bank AG, Dresdner Bank AG, and Thai Farmers Bank
Public Company Limited.

The summaries of the question and answer forum to persons who are in charge
of security management and information technology and the rest of 20 interviewees,
mentioned above are presented in Appendix A. Then based from the results obtained
the model and benefits of salami technique detection method in each department Business Investment, Corporate & Institutional Banking, Finance & Accounting,
Network Team Treasury Marketing & Sales, Security Management &
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.<

Information Technology and Telecom & Operation Management - is shown. It hoped
that this summary will help business managers and IT professionals guide their
companies toward successful computer-based detection method deployment.

In Figure 4.4, Salami technique detection method is introduced in business
work routine as a filter to separate the normal and abnormal relational which is issued
from calculation process in financial system. As a centralized system, financial data
transaction from Automatic Teller Machine (ATM), cash withdraw and deposit,
money transfer and financial daily routine have to verify by those methods. The issues
of abnormal relational will be detected in dump listing or batch file, however, normal
relational will be kept in the main banking database at the host server.

The author provides Graphic User Interface (GUI) screen, see Figure 4-5, as a
launch pad for auditors to find their proper way in salami technique detection. This
screen may have links to the operation process in business investment, corporate &
institutional banking, finance & accounting, network team treasury marketing & sales,
security management &

information technology and telecom

&

operation

management. Setting this screen as the default when you first launch, this screen will
act as a key launch pad.

4. 7.3.1 Business Investment

This method can enable organizations to create information systems the
consolidate data from single/multiple databases or information systems within a single
customer transaction. A Local Area Network (LAN) based application can be
developed that enables representatives to use a single query to access multiple
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Figure 4-5 Graphic User Interface Screen

databases simultaneously. The model consolidates information in single, easy to
access way. For example, the model could enable wide screen of account movement
and a guideline base of known cashflow of each customer, see Figure 4-6.

A guideline base is well suited for the link and retrieval capabilities associated
with the cash flow. It is easy to search and navigate a large archive of data, which is
constantly updated, to find the desired information. Faster access to this data
dramatically reduces the time required to complete a requirement, so each
representative can handle a higher volume of customers. As a result, the company can
handle a growing customer base without expanding the size of the support staff for
auditing process.
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Figure 4-6 Wide screen cashflow of each customer

4. 7.3.2 Corporate & Institutional Banking

This method gives corporate & institutional Banking the financial statement of
corporate & institution firms. It is quite easy to add and delete corporate account as
shown in Figure 4-7 and also provide a means centralizing, consolidating, publishing
and updating information that changes frequently. The corporate & institutional
banking department benefits from a dramatic reduction in paper as well as more
effective version control. Management can consolidate information that resides on a
variety of sources and export into file format. See in Figure 4-8
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Figure 4-7 Add/Delete corporate and institute account
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Figure 4-8 Export a consolidate information into file format

67

.000&22082(

d

.

4.7.3.3 Finance & Accounting

This method provides a secure, central point for collecting and publishing
financial information. It also provides a vehicle for real-time transaction processing in
networking system, ensuring rapid updating of information and availability of accurate
and timely information. As a result, the managers are enable to track financial
performance and maintain effective control.

4.7.3.4 Network Team Treasury Marketing & Sales

Sales and marketing groups can take advantage of salami technique detection
method to enhance communication and collaboration with each other and other
functional groups, including the customers with accurate financial information. It also
provides quick but controlled access to relevant databases that contain customer
financial information. As a result, marketing and sales personnel can collaborate more
effectively and ensure that the field sales staff, outside contractors, channel partners
and distributors and dealers have immediate access to the information they need. The
result is higher productivity and reduced costs.

4.7.3.5 Security Management & Information Technology

IT professionals face key issues in the organization where salami technique
detection method provides a powerful information technology solution. Some of the
benefits method provide are:

+ Cost effective salami technique detection method leverage the existing
computing infrastructure, including network and computing hardware,
software assets and legacy database system.
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+ Simplified system integration and growth salami technique detection
method provides a flexible and scaleable non-proprietary solution for
implementation and growth. It enables the integration of a diverse
computing environment into a cohesive information network. Because
salami technique detection method is based on open standards, it is built for
growth and it allows the integration of new innovations, such as push/pull
technology, middleware, smart devices and next generation groupware
productivity suite.

+ Easily extended into Local Area Networks (LANs) salami technique
detection method can be expanded into networking system that serve
company locations. These extended networks solve many of infrastructure
issues associated with the topologies of traditional LANs and WANs, while
retaining the security of both information and transactions.

+ Enhanced security contrary to some beliefs, salami technique detection
model can actually improve the security of information because
information can be centralized, allowing access to be more tightly
controlled. Sophisticated access control, authentication, cryptography, and
certificate authority technologies are readily available for integration as
shown in Figure 4-9

+ Minimized report development and deployment cost salami technique
detection model creates a single, standards based platform for report
development and deployment. As a result, security management &
information technology can create and deploy new, more robust report
quickly and economically to meet business needs.
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+ Minimized cost of deploying client-server solutions with traditional
client-server technology, database and application logic may be spread
across hundreds of over thousands of desktop clients. Salami technique
detection method, on the other hand, retrieves financial data on the server.
As a result, it eliminates the fiustrating and expensive process of
developing, deploying and updating client software on every desktop
machine each time a new client-server business application is developed, or
an existing one is updated. The bottom line is, security management &
information technology staffs can dramatically cut the client-side costs of
client-server applications, slashing the cost of ownership of business
applications.
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Figure 4-9 Enhanced security
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Minimize network management and support costs salami technique
detection method help increase the productivity of network management. It
provides a central point for software distribution and updates, user
documentation, and it provides readily available, consolidated information
to support personnel.

4.7.3.6 Telecom & Operation Management
With a salami technique detection method, telecom & operation management
can consolidate data from multiple sources to simplify and speed access, as it
provides centralized publishing of data. This model fosters collaboration
between operating and other functional groups within the enterprise. This helps
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Figure 4-10 Speed access
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in identifying problems and incorporating changes. The result is reduced costs
and higher margins as shown in Figure 4-10.

4.8

The Origins of Fraction Concept in Mathematics Calculation

The beginnings of the fraction concept dates back to very early times, so to
establish firm statements on the beginnings of the process is nearly impossible. On the
bases of indirect sources, e.g. use of and notation for fractions, we can make different
deduction reconstructions of it.

It is widely accepted that the concept of natural numbers comes from counting
and that of fractions from measurement. The unit of counting is the indivisible one,
while that of measuring is the divisible measure - unit. Natural numbers are enough to
count any discrete quantity, but the claim for more and more correct measurement of
continuous quantities (length, time, volume etc.) led to fractions by dividing the
measure-unit into smaller parts.

The appearance of fractions made the measurement more accurate, but not
absolutely. Ancient Greeks discovered such quantities, namely line segments, whose
length cannot be expressed even by fractions. The claim for absolute correct measure,
i.e. the claim that the length of each line segment be expressed by numbers led to the
introduction of the real number concept.

At the beginning people probably neglected the

remaining part m

measurements. The first part, i.e. the first fraction was the part that they look into
consideration. With the appearance of a half, the one and the unit, as well as whole
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and part, were separated. The Egyptians and people from other ancient civilizations
used different works for them.

The ancients also used this same logic in naming these basic parts of the unit.
The unit represents as an integer unit in numerical system. Strangely enough for me,
the part names the natural fraction.

The Emergence of Unit Fractions
The stage of the development of fraction can be studied in many ways, the
most important source being the mathematics calculation in computerized system. In
the past mathematics there was no division and multiplication, only addition.
Multiplication was made by successive doubling and adding. More exactly as a basic
part of the unit shows that, the fraction has not existed Fraction was not born. Not even
the concept of division of numbers.

Computerized systems know only unit including fractions. For the simple ones,
they are denoted as whole numbers differentiate by a special sign(.) meaning part put
behind the symbol. So they do not know fractions in the modern sense. The number
and fraction for them are only a counting device which cannot be separated with each
other. That's why, it is quite difficult to manage the general notations of fractions.

4.9

Salami Detection Method with Data Encryption
The dynamical systems field is very important sector m the present day

mathematics calculation. A fundamental processes in the dynamical systems study
consists in the general fraction in the mathematic function: from time to time the final
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result of the operation becomes the entering figure for the successive operation; it
begins an applying array method.

Recall that an array is a collection of elements, or components, that have the
same data type. An array contains a finite, fixed number of elements, which have an
order. Thus, there is a first element, a second element, and so on, as well as a last
element. By the way, we write the program to make a reservation the maximum
number of elements possible in a particular array, before we execute it.

This method is convinced that there is a close link between the valuable data
and the operational system. In other words we regard the genetic approach as the most
powerful tool of security system, only supposing its proper application. When newmathematics and data encryption broke in the financial companies were pushed into
the background and the purely logical, deductive approach came to the front.

Technology Comparison Discussion
Mathematics Method and Salami Detection Method

Mathematics method and Salami detection method are both relational database
management systems. The purpose of this discussion is to inform both methods users
of the differences in functionality and tenninology of each of these methods. Salami
detection method differ helps administrators carry out the day-to-day tasks associated
with creating, maintaining, and administering databases.

Salami detection method had the ability to automatically tune itself based on
run-time conditions. As a result, it requires little time-processing due to memory, file
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sizes, and the 110 system as same as existing method (Mathematics Method) as shown
in Fignre 4-11.
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Bal;~nr.e

2..013.485.6600
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Oil1it
!!:l
2,013.739.406756190000 Lti
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-0.0032430080 iB

Last Update
10112/01

Figure 4-11 Time-processing comparison

As mentioned the security approach to database in Mathematics method is not
viable and not used in the financial system. Salami detection method has reworked
security feature (encryption) parallel running at the same time with normal process as
shown in Fignre below.
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Figure 4-12 File content before encryption

Figure 4-13 Enter password before encryption
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Chapter 5
Recommendations and Conclusion

According to development process, a salami technique detection method can
be set up in hours or days and can ultimately serve as an " information hub" for the
entire company. Companies can set up this model using their own resources. If there
are people in your company with necessary skills and time to set up this model, then
you can certainly do it by yourself. But if you are starting to get scared about what a
salami technique detection method require, then you may want to bring in some
assistance.

5.1 Framework in Salami Technique Detection Method Implementation
All of six companies the author interviewed, opted for hiring a consultant to
help them set up their auditing process. To conform to three objectives of this thesis to
establish an appropriate framework on the development, implementation and
management of salami technique detection method - the author presents a framework
of salami technique to set up the model using their own resources. The author
formulated this framework partly based on the interviews from the managers/operators
of the six selected companies and partly based on the resources and reading materials
he gathered and read. Each step is believed to be simply explained and presented.

5.1.1

Formulating a Vision for Salami Technique Detection Method
Based from the experiences shared by managers/operators to the author,

understanding what is hope to achieve, writing a vision outline how to see the model
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being used in the company, is an essential first step in the planning process. Without
explicit expectations, there will be no way to determine success.

According also to expect for a salami technique detection method can range
from existential visions (expecting to change the way one does business or the
business one does) to referential goals (expecting to make these processes faster or
more efficient). He also added that the level and scope of expectations will determine
the best approach for planning the model. If expectations are based on an existential
vision, the focus will be more on the development of individuals and organizations,
and the technical infrastructure will be more on the development of individuals and
organizations, and the technical infrastructure will be viewed as a set of referential
goals in support of that development. If expectations are based on referential goals, the
focus is enabling existing applications and processes as a less expensive, more
efficient, and user friendly way of providing computing and network services. The
following steps will be helpful in formulating a vision for salami technique detection
method.
l) Conduct a survey on the problem issues in information management in
computer fraud. (Appendix E)
2) Determine the important role salami technique detection method can play in
securing competitive advantage in each department (Chapter 4)

5.1.2

Future Plan

According to the managers/operators the author interviewed, the best place to
start is at the top (Senior Managers/Director) oversee funding, user access, security
levels and other key issues, their buy-in is critical for the model's success. To

79

convmce reluctant leaders, teams might want to promote not only the model's
expected benefits but the possible consequences of not building a model, such as
losing competitive advantage because of inability to cut time to market. To get
management support is essential for success. It is, therefore, needed to deal with:

+ Funding, especially infrastructure and model work. As the database
grows, the cost to maintain and grow it will also, and strong management
support will become critical to its long-term survival.

+ Information availability. Information is power, and salami technique
detection method threatens to make information readily available,
weakening the perceived power of those who now control its availability.

+ Access to users. Salami technique detection method should become a tool
persons concerned in the company have access to when they need it. For
example, how will having information help staff? What information do
they need?

5.1.3

Choosing an Implement Approach

There are two general approaches toward salami technique detection method
development. The two approaches are discussed in chapter 3 and 4. The first approach,
management approach, is the default option and is truly a possible occurred in salami
technique phenomenon in financial system and some interacting factors. The second,
customer approach, means the support customers in the development efforts which
have a conviction in this matter.
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5.2 Benefit of Salami Detection Method
Perceptually, every department in a company can benefit immensely with the
inherent flexibility and power of this method as in section 4.7. The technical
capabilities of salami detection method brings up certain organization challenges,
including:

+ Security
+ Privacy

Each of these issues, and many others, can be resolved through careful
planning and implementation of a detection strategy. The author described in details
below the different technical capabilities.

Security

Security is a multi-headed issue. First, security can be defined as providing
access by the appropriate personnel to the correct information, while at the same time
barring access to all others. Most popular software today allow such access
configuration on a user/group/realm basis, while some in fact, allow the systems
administrator to go far beyond this. The capability would potentially allow the
administrators to set access to financial data records or personnel files only for the
personal computer in the organization. Similarly, access can be barred to all other
users or groups, keeping unauthorized personnel from gaining access to sensitive
financial, company or personnel records.

Second, security may include encryption, also at several levels. Effectively
scrambling the message and keeping it from interception. Encryption may also play a
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role if the software spans throughout organizations or locations - effectively a virtual
private network running. Intelligent firewall solutions can establish and keep open
trusted network communications for further security. The "keys" to successful
encrypted applications are uniqueness in creation of the keys and confidentiality of the
private keys once generated.

Privacy

Privacy 1s largely an organizational issue, clarified and intensified by the
potential capabilities of technology to invade one's pnvacy. In this area, salami
technique detection method can either assist m maintaining users' pnvacy, or
potentially invade it if the software developer or designer is not careful.

5.3 Measures to Safeguard Against Computer Fraud
Industrial spies and opportunist criminals, both within and outside companies,
will use modern technology to take computer fraud and abuse to new heights unless
senior management takes measures to safeguard their businesses, a data recovery and
conversion expert has warned.

Computer fraud comes either as an updated version of age-old crimes, like
embezzlement, or as new cyber era crimes like software theft, hacking into and mining
corporate networks, or letting loose harmful viruses to wipe out valuable information
and data.
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The complexity and speed of computer crimes, however, means executing a
successful prosecution against fraudsters can be fraught with difficulties. It was
essential for companies to call in IT Security experts at the first sign of trouble.

The simple act of turning on a computer can alter vital information about the
information stored on it. For the contents of a computer disk to stand up as evidence in
court, it must be impossible for the defense to claim that files have been tampered
with. lf a perpetrator is alerted to the possibility of an investigation, it can take only
minutes to obliterate incriminating files.

Opportunities for cyber criminals to act are proliferating as the corporate and
financial world becomes increasingly wired and companies place the Internet at the
heart of their operations. From "Salami Fraud", where trusted employees
electronically slice off a small portion of numerous accounts for their own gain, to
zipping proprietary company information down the telephone lines to competitors,
companies must be alert to the danger signs that indicate they are falling victim to
cyber crime.

5.4 Limitation of Salami Detection Method
Companies must be aware, that:
most computer crime is committed from within
opportunistic criminals, inside the company, prey on a "lack of cohesion
and monitoring" within corporate computer systems
reliance by a company on computer enthusiasts or hobbyists 1s no
replacement for trained IT staff
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low staff morale can catalyze employees with a gnevance to act
fraudulently as computer abuse is much more likely to happen in an
atmosphere of mistrust and resentment.
Home-based access to company systems can be a potential weak spot
Expert advice and security measures and essential to guard against
criminals or industrial spies who might try to break into a company
network from outside

Often a company's entire business' critical systems can be in the hands of one
'inexpert' individual, whose skills may well not be equal to coping with fraud
detection, or whose position of power can make the whole organization vulnerable.

A systematic approach to IT protection starts with a professional security
review that can either be overt, taking a critical, analytical look to identify where
weaknesses exist, or a covert review if there are existing suspicions of misuse.

Remaining alert to the danger signs, following proper procedures, employing
trained IT professionals, and never attempting to investigate suspected computer crime
without calling in expert advice are the key measures that should minimize the risk of
falling victim to one of the major threats facing business today.

5.5 Making Data Security Technique
The author has discussed the security of hardware and software. Now consider
the security of data, which is one of an organization's most important assets. Here too
there must be planning for security.
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Secured Waste Discarded printouts, printer ribbons, and the like can be sources of

information to unauthorized persons. This kind of waste can be made secure by the use
of shredders or locked trash barrels.
Internal Controls Internal controls are controls that are planned as part of the

computer system. One example is a transaction log. This is a file of all accesses or
attempted accesses to certain data.

Auditor Checks Most companies have auditors go over the financial books. In the

course of their duties, auditors frequently review computer programs and data. From a
data securities standpoint, auditors might also check to see who has accessed data
during periods when that data is not usually used.

Applicant Screening The weakest link in any computer security system is the people

in it. At the very least, employers should verify the facts that job applicants list on
their sums to help weed out dishonest applicants before they are hired.

Passwords A password is a secret word or number, or a combination of the two, that

must be typed on the keyboard to gain access to a computer system. Cracking
passwords is the most prevalent method of illicit entry to computer systems.

Build-in Software Protection Software can be built into operating systems in ways

that restrict access to the computer system. One form of software protection is a
system that matches a user number against a number assigned to the data being
accessed. If a person does not get access, it is recorded that he or she tried to tap into
some area to which that person was not authorized. Another form of software
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protection is a user profile: Information is stored about each user, including the files to
which the user has legitimate access. The profile also includes each person's job
function, budget number, skills, areas of knowledge, access privileges, supervisor, and
loss-causing potential. These profiles are available for checking by managers if there
is any problem.

5.6 Contributions of the Studies
Using this thesis, companies that are planning to develop and implement the
use of salami technique detection method in their organization can
1) Use the framework discussed as a guide in determining the management &
customer approaches.
2) Consider the ideal salami technique detection method to examine the quality of
information.
3) Adopt the policies and procedures, or can modify them to suit their needs.

5. 7 Conclusion
The four objectives of this thesis were successfully achieved. The first
objective which is to identify the possibility in salami circumstance in leading
financial firms is presented in chapter 4 - Interview Results and Analysis. Also
included in this chapter is the realization of the second objective the software use, and
benefits of salami technique detection method - which are enjoyed by the different
functional departments in the six selected financial companies.

As many companies have already found, salami technique detection method
offers a robust solution to the demands of security system. They improve
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organizational efficiency through streamlined business security processes and more
effectively.

At the first part of the recommendations and conclusion, a framework, which is
the third objective of this thesis, is presented with three steps; formulating a vision,
presenting the vision to managements, choosing a management approach model. The
fourth objective, which is to establish the contributions of the studies, which is
established the ideal for implementation, is also discussed.

The author would like to say that salami technique detection method will work
best if: information owners do push, and users do pull financial data, it is properly
categorized and used.
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Appendix A
Forms for the Interview

Management Approach

The sample form on the next page was used to collect information while
conducting the interview to the twenty interviewees below:

Bangkok Bank Public Company Limited

+ Vongthip Chumpani, Senior Vice President, Corporate Banking
+ Wiroj Chuchottavom, Assistant Vice President, Multinational Corporate
Banking

+ Thanin Semgadichaivit, Vice President, Business Investment Development

Siam Commercial Bank Public Company Limited

+ Santi Apichairojkul, Senior System Engineer, Security Management
+ Suksawat Singhakomol, Senior System Engineer, Security Management

Standard Chartered Nakornthon Bank

+ Apinya Wattanavekin, Relationship Manager, Corporate & Institutional
Banking

+ Jarin Pintusopon, Relationship Manager, Corporate & Institutional Banking
+ Naphaphen Viravan, Senior Manager, Network Team Treasury Marketing
and Sales

90

+ Dachanee Euarchukiat, Senior Relationship Manager, Corporate &
Institutional Banking

+ Pratak Lamsrichanchai, Manager, Authorization &

Fraud

Control

Corrections

+ Serrnsook Patmastana, Head Department, Investment Banking

Deutsche Bank AG

+ Tarate Poshyananda, Division Head, Telecom and Operation
+ Chaba Praritsantik, Senior Account Officer, Corporate Banking
+ Pitak Intrasermsuk, Supervisor, Information Technology

Dresdner Bank AG

+ Vichai Punpocha, General Manager & Country Manager, Bangkok Branch
+ Thira Punyohotra, General Manager, Rayong Branch
+ Poonnis Sakuntanaga, Assistant General Manager, Bangkok Branch

Thai Farmers Bank Public Company Limited

+ Worawat Siripanich, Assistant Manger, Information Technology
+ Chatchawan Mitrprasit, Assistant Manager, Information Technology
+ Chatchawan Chaikulsareewat, Manager, Information Technology

Customer Approach

The next sample form was used to collect information while conducting the
interview with three hundred and sixty-six (366) customers:
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Company Name
Ni1me/Position/Company

<.O

'"

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Facto1·s to Threats

bbUU ?f €JU !11 :lJ ?f Jl1 'Y1 UqJVll fll i

lobI'! €J :iJtl 1b171 €J i"l H i~U U fll i bJ H

Questionnaire: Computer Fraud in Financial System Problem

'1 iJ9,1,n 1 (Part 1)
'

~

'llilaJili\19,!,Ul'!Flil Personal Information
~
'
) ',\0~J

) 'lllU

Sex

1'v1a!e

DlU

) 20-25

iJ

Age

) 31-35

0

) 41-45

iJ

'

Female

iJ
) 36-40 iJ
) oJn11 45 iJ
) 26-30

"

il Unl1~ n1'1lffJ '1<'1

" '

Highest Education

.::..·

ill11H?fll1Yifl1i?laJ•i.'I Marital Status

( ) fo~

) ffJJ;ff

Single

pilu
Widow

Married

~11.11i.rn:n'iin11.1miJuT11'1

..................... T\1-1

No.of person in family

"'
il1'JlYi/nTl'J1H

.
Occupation

) 1.h:nsu~1n•<i11.1'11
'

) 1"l1'nJ11.1u'iB'rMm1.1

) i111'Jln111ml'nJ11.11'2'iITT11n•

) "'s1.1 ~(1:u) .............. .

Employee

Self-Employed

Salary

) i.foun11 10.000

( ) 10,000-25,000

) 25,001-40,000

( ) iJ1nn11 40,000

~

Type of Account

Fixed

Current

~11-11'.luru'iit um1 iJ<'1ll'1

"

i\lo. of Dependents Account

1 Questionnaire: Computer Fraud in Financial System
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'

) 8iJ!J1'11'~U

) lGiUo:.,.,<'1

"

.

'

Other (specify)

Government Service I State Enterprise

Saving

Ylt1tJTI

z (P:.irt Z)

if ty111ii1 fi01J1nn111.J'Fl vu..fl 11Yi v11u"l::uun111~'\.J
Problem of Computer E'r:.iud in E'inanci::il System

P!e::ise indic:ite problems when you use specified by the bank serve.

tl t1J11lfl1'i1 i'fl Duri 1l11 D{11.J 'j:: Ull ni 'j \~ 1..1

'i:; it11J t1J'rl 11~ U-1111fllJ1fl1 iJ

Computer fraud in financial System Problem

iJ'V/J

Problem Level (most·\e:ist)

5

4

)

2

I

! ) fl VtJYi 1(91u{1f1YJ'1J9l'IJ'U-illJ'i:;1111'1 fll'ii.J 'i:: I~ lJ N~
Computer system down between the interpretation
2) n l'i YJ 'il j Yi'U fl-11..jfH' 1111n1 IJ lu no i'l.ItJ n1·H1u 1Yiv 1.-dflfl u Yi 11¥1 v{rllu Lfl ~Cl -ilj v
Computer fraud in financial system by internal used computer as a medium

J)

1iimi1u11lmnh,maNa 1'1Un15H'flmrihi"o{
Inaccurate calculation by using the computer system

4) "" 1urn,rn.,Jmiarrnm>i'.iumu lul'101uunrn'.i1Ju1nl{flflamuuon
Hacking financial data by unauthorized persons as well as outsiders

y

...

Q

,..

'\/ClflifHif\..HL"B::'\IClll'!\..lDlltJ:: (Any suggestion and comment) .................... .

............ ................... ............ .

Please indicate cause of following problems.

1'ii 1iih

l'11rn~'o'il".!111
..

Yes

Cause of problem

1) '1'1 '"u'U h/,lj1if1rn,mu 1u l'lmu" nrn'.lu
Lack of electric power reservation in financial institutes

2) 1{~~1nrnw 1ul'lmuunm:;"'1~ui' u~'rn
Improper morals of authorized persons in organization

3) '1'1 ni rn n Ul'luum,~1<11',u<~orn:i1,,,o{ 511J 1,j(i;,"uuen~1rnumu1"~ l~iltl1"ih1~mr1
Inefficient of internal audit and !ack of tracking computer system

4) UiJ'\!111,'(lU 1"UUfmnm1mfoD'1flUfl1U 1ul'l~1UU01'1:;\l
Securities problem in financial institutes

y

"'

"'

y

i.JV'fl'fllf1'UUCl::i.iu1niH.HltJ::: (Any suggestion and comment)

2 Questionnaire; Computer fraud in financial System
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No

Appendix B
Summary of Interviews

Bangkok Bank Public Company Limited

+ Vongthip Chumpani, Senior Vice President, Corporate Banking (BBL!)

+ Wiroj Chuchottavorn, Assistant Vice President, Multinational Corporate Banking
(BBL2)

+ Thanin Serngadichaivit, Vice President, Business Investment Development
(BBL3)

Siam Commercial Bank Public Company Limited

+ Santi Apichairojkul, Senior System Engineer, Security Management (SCB 1)

+ Suksawat Singhakomol, Senior System Engineer, Security Management (SCB2)

Standard Chartered Nakornthon Bank

+ Apinya Wattariavekin, Relationship Manager, Corporate & Institutional Banking
(SCNB!)

+ Jarin Pintusopon, Relationship Manager, Corporate & Institutional Banking
(SCNB2)

+ Naphaphen Viravan, Senior Manager, Network Team Treasury Marketing and
Sales (SCNB3)

+ Dachanee Euarchukiat, Senior Relationship Manager, Corporate & Institutional
Banking (SCNB4)
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•

Pratak Lamsrichanchai, Manager, Authorization & Fraud Control Corrections
(SCNBS)

•

Sermsook Patmastana, Head Department, Investment Banking (SCNB6)

Deutsche Bank AG

•

Tarate Poshyananda, Division Head, Telecom and Operation (DEAG!)

•

Chaba Praritsantik, Senior Account Officer, Corporate Banking (DEAG2)

•

Pitak Intrasermsuk, Supervisor, Information Technology (DEAG3)

Dresdner Bank AG

•

Vichai Punpocha, General Manager & Country Manager, Bangkok Branch
(DRAG!)

•

Thira Punyohotra, General Manager, Rayong Branch (DRAG2)

•

Poonnis Sakuntanaga, Assistant General Manager, Bangkok Branch
(DRAG3)

Thai Farmers Bank Public Company Limited

•

Worawat Siripanich, Assistant Manger, Information Technology (TFB I)

•

Chatchawan Mitrprasit, Assistant Manager, Information Technology
(TFB2)

•

Chatchawan Chaikulsareewat, Manager, Information Technology (TFB3)
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Bangkok Bank Public Company Limited. (BBL 1)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Facto1·s to Threats

Vongthip Chumpani

Report directly to Chairman,
full responsibility for all
managerial level of corporate
finance and accounting
policies concerned

Not sure whether the instruction
code on data center is modified by
intruders (Internal/External)

Computer crime is committed by a broad range of
persons; students amateurs, terrorists and
members of organized crime groups. It is very
hard to distinguish them the nature of the crime
committed and protection method which will
happen with computer system

Senior Vice President
Corporate Banking
Bangkok Bank Public
Company Limited

<D
--..;

Full responsibility for
decision making with board
committees in finance and
accounting concerned
Responsible totally for the
corporate baning operation ,
for example, cash/treasure
management and asset
management within Bangkok
Bank Public Company Limited

Bangkok Bank Public Company Limited. (BBL2)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Wiroj Chuchottavorn

Report directly to the Vice
President, with a dotted line to
Senior Vice President Multinational Corporate
Banking for all managerial
level of multi-national
corporate banking

Yes. But it does not care much for
this circumstane in Multinational
Corporate Banking services,
because it is only petty

The advent of computer viruses and similar
mechanisms whereby computer software can be
made to act almost on its own initiative poses a
new and significant threat. They can be targeted
for specific objectives at specific industries to
commit a variety of traditional criminal offences,
from mere mischief of extortion. these crimes,
furthermore, can be committed immediately or
can be planted to spring at a future date.

Assistant Vice President
Multinational Corporate
Banking
Bangkok Bank Public
Company Limited

Responsible for the
management and review
corporate banking policy
compliance
<D

°'

Main tasks will include to
provide and assess financial
advisory services to a
diversified group of corporate
clients as well as report
preparation

Bangkok Bank Public Company Limited. (BBL 3)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Thanin Serngadichaivit

Fully responsible for
identifying busines
opportunities in investment
procedure, coordinating offers
and contracts preparation as
well as signing of the .contract
in the name of the division to
be a subject of Bangkok Bank
Public Company Limited

Yes. Salami phenomenon can
happen due to technical problems
which occur unexpectedly

Nowadays, we have not only computer crimes but
also the individual who accesses a computer
system without further criminal intent. I-le thinks
that potential computer criminals are bright,
eager, highly motivated subjects willing to accept
a technological challenge.

Y ice President

Business lnvesment
Department
Bangkok Bank Public
Company Limited

U)
U)

Providing recommendations
and analyses on investment
opportunities including the
division's profit and loss control

Responsible for all business
and other promotional
development

Siam Commercial Bank Public Company Limited (SCB 1)

..

Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Santi Apichairojkul

Responsible for the
management and
implementation of all
Information Technology
projects

Yes. Can be tempting with internal
employees and intruders who have
been placed on visible and tangible
assets to get a lot of money in the
short period of time

Because of economic recession and business
competitive in worldwide causes the business
ethics and routines become change. Human factors
is the greatest threat in term of computer crime. It
is not uncommon, operators, hardware/software
technicians and other staff members to find
themselves in positions of extraordinary privilege
in relation to the key functions and assets of their
organization. A consequence of this situation is
the probability that such internal/external
intruders are frequently exposed to temptation

Senior System Engineer
Siam Commercial Bank
Public Company Limited

Installation and maintenance
of network system/network
security as well as solve
network related problem
Take care and solve personnel
computer related issues
0
0

To provide administrative of
Windows NT, Novell
Netware, backup and basic
technical support in order to
meet the needs of clients
To be responsible for dealing
with both internal and external
contacts and to complete tasks
working to defined procedures
and processes

Siam Commercial Bank Public Company Limited (SCB 2)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Suksawat Singhakomol

Fully responsible to provide
and maintain computer
security services to be
appropriate and accuracy

Absolutely impossible as following
reasons : "There are three stages of
security management for protecting
data center" and each stage can be
done by the right persons only

Now, data information is still running in the
internet technology. It continues to be made in
remote data processing, the threat from external
sources are probably the main factor to increase.
Moreover the increasing connectedness of
computer systems and the adoption of more
user-friendly software cause the ease to attack by
the intruders

Senior System Engineer
Security Management
Siam Commercial Bank
Public Company Limited

Technical configuration Cisco
routers, TCP/IP, DNS, DHCP,
send mail as well as Firewall
protection for server
Conduct networking routine
and UNIX administration,
Solaris, A!X

s
To coordinate between users
and !T support staff to resolve
technical issues including
troubleshooting workstations
and networks

~tandard

Name!Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Apinya Wattanavekin

To provide credit approval
procedures including the
perfo1mance and quality of the
portfolio

Yes. Decentralized points of
collecting and publishing financial
data causes security for sensitive or
confidential information can be a
problem.

Computer criminals have gained notoriety in !he
media and appear to have gained more social
acceptability than traditional criminals. Most
private and corporate sectors think that computer
criminal is a less harmful individual, however,
ignored and obvious. The future threat will be
directly proportional to tbe advances made in
computer technology. lt causes the computer
securites to be in undeveloped situation plan.

Relationship Manager
Corporate & Institutional
Banking
Standard Chartered
Nakornthon Bank

0

"'

Chartered Nakornthon Bank (SCNB 1)

To provide and assess credit
policy compliance, including
the legal requirements, bank
regulations, internal policies
and procedures pertaining to
credit management process
To provide administrative
back up and basic technical
suppo11 in order to meet the
needs of corporate and
institutional
To take responsibility for
customer's technical queries
and to filter problems, ensuring
that the appropriate function
prioritises the resolution in
line with the customer's
expectation

Standard Chartered Nakornthon Bank (SCNB 2)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Tiu-eats

Jarin Pintusopon

To provide the loan
classifications to ensure
accuracy and appropriateness
with the existing economic
situation as well as the level of
loan provision to ensure
accuracy

Yes sure. The rapidly improving
telecommunication telephone has
added to the threats from external
sources who try to attack with
password and software instruction
code.

On-line data transaction is stil! running throughout
the internet. It is very easy to attack by thieves or
intruders who still wait for confidential
information interception

Relationship Manager
Corporate & Institutional
Banking
Standard Chartered
Nakornthon Bank

To supervise customer
relationship management
teams and oversee the
completion of work on a daily
basis
0

w

To input into the development
of the team and feedback on
team members' performance
To deal with customer queries
(non face to face) and provide
service that exceeds customer
expectation
To provide analysis reports on
the causes of complaints and
produce an action plan to
reduce dissatisfaction

:standard Chartered Nakornthon Bank (SCNB 3)
Namc/Position!Compauy

Task/Job Responsibility

Possible Salami Phenomenon

Interacting l7acto1·s to rrhrc~lts

Naphaphen Virnvan

Set objectives as well as plan,
control, follow up and improve
the processes and operations

Yes. Financial data is a primary
target of the intruders who trap
inside for gathering money as in
USA

Internal en1ployees represenl the largest threat, and

Senior Manager - Network
Team Treasury Marketing
and Sales
Standard Chartered

Nakornthon Bank

0

·-

Ensure continuous
development of competence
and marketing & sales skills
\Vilhin the organization.
Be well-informed of internal
and external customers'
reactions tci the work resulls of
the unit

""
The primary function of the
marketing & sale's role is lo
deliver sales against targets
\Vithin the annual business and
budget plans

To coordinate the activities of
key Cunctions within Standard
Chartered Bank to ensure
business objectives are met

indeed computer crime ilas onen been relerred to
as an insider crin1e. 1~he risk fo co1npuler security
\Vas attributable to internal sources although
investigation has develored a specinlizcd
cornputer crin1e

Standard Chartered Nakornthon Bank (SCNB 4)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Dachanee Euarchukiat

Review and assess the loan
classifications to ensure
accuracy and appropriateness
with the existing economic
situation

No. Based on current computer
security management, computer
crimes or intruders cannot properly
attack on data center

Owing to the greater complexity of certain
computer routines, it is becoming increasing by
unlikely that any one person will possess all the
information needed to use a computer system for
criminal purposes

Senior Relationship Manager
Corporate & Institutional
Banking
Standard Chartered
Nakornthon Bank

0

··-

Review and assess the level of
loan provision to ensure
accuracy
Review and assess corporate &
institutional credit following
bank regulations and credit
management process

"'
To be responsible for daily
customer relationship
management operations for
Small-Medium-Enterprise
(SMEs), corporate in order to
meet business requirements
and corporate & institutional
satisfaction standards.
To ensure the employees are
trained and have all necessary
tools for the job

;,rnnoara Chartered Nakornthon Bank (SCNB 5)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors lo TJ11·eals

Pratak Lamsrichanchai

Wi 11 be expected to lead the
computer security group in the
development of policy for
planning, ordering and
delivery of computer security
from the vendors with which
Standard Chartered Bank has

No. Mostly data processing in

To give system users max

financial system has more than one
person who is in charge of
computer security management.

rather lhan alIO\ving only the privileges necessary

Authorization & Fraud
Control & Corrections
Manager
Standard Chartered
Nakornthon Bank

agreen1ents

To produce detailed guidelines
for security working procedures

,,,

0

To develop of day-to-day
relationships with key
members of the computer
security vendors' teams is
particularly important to
ensure n1axin1tHn efficiency is

achieved
To be responsible for ensuring
internal audit processes are in

I place, allowing only right
person to update code
instruction in limit time
frames with the requirements
the project and within the
contractual limits agreed with
the computer security

or

n1anagen1ent

capability

unrestricted access privileges are often granted
to perfon11 an intended function. Jt causes an

unauthorized person attack the system Jiling

·-·-

~tandard

Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Sermsook Patmastana

Responsible for conducting
feasibility studies for
government, state enterprise
and private companies' projects
including restructuring NP Ls
process

Yes. Lack of control in internal
auditing and difficulty in tracing
software instruction code causes
salami may occur in computer
system.

Interconnecting communications links must now
be extended to remote terminal locations in order
to provide the maximum computing capability to
the largest possible user community

Head lnvesment Banking
Standard & Chartered
Corporate & !nstitutional
Banking

__,

0

Chartered Nakornthon Bank (SCNB 6)

To manage and coordinate the
effective delivery of the
annual business investment
plans for department and trade
together with contributing to
the direction and ongoing
success of Standard Chartered

"'"
""i"''"'
"""

~

~

To identify investment
opportunities and develop
initiatives to maximise profit
opportunities

··--

Deutsche Bank AG (DEAG 1)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Tarate Poshyananda

Resonsible for the operational
use of all Information
Technology equipment and
information systems

Yes. Lack of any supervision with
technical staffs who need or require
in technical infrastructure. It results
in nobody being able to solve
whenever this circumstance occurs.

The systems are not fully understood by anyone.
Incidents have been noted where deliberate
attempts to confuse operators or to interrupt
systems by attacking little-known weaknesses

Division Head
Telecom and Operation
Deutsche Bank AG
Corporate Banking German Corporates

0

Promote the use of IS/IT
within organization to improve
operational efficiency and
employee satisfaction

Set objectives as well as plan,
control, follow up and improve
the processes and operations

°'
Support users with the
different applications of
software product
Responsible for project
management, planning ,
budgeting and cost controlling
in Te!ecommmunications
networks.
To assist the project Director
in managing costs and cash
flow throughout the project

ueurscne tlanK AlT (U.l!.:AG 2)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Chaba Praritsanlik

Responsible for all accounting
and financial functions like
budgeting, opening and
closing of account, clearing of
account, financial reporting
and cash flow forcasting

Yes. The computer criminals now
are bright, eager, highly motivated
subjects willing to accept a
technological challenge,
characteristics

On systems using telecommunications, the
electronic and electric vulncrabiliiies lo
interference and interception extend to the whole
con1n1unications net\VOrk in use

Senior Account Officer
Corporate Banking
Department
Deutsche Bank AG

Responsible for collecting,
consolidating, and processing
financial data from multiple
sources

0
<O

Responsible for making
consolidated financial data
available to those who need it
To establish accounting
policies for acquisition,
transfer, disposal and control
procedures of fixed assets

Deutsche Bank AG (DEAG 3)
Name/Position/Company

TaskfJob Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Pitak lntrnsermsuk

Responsible for installing and
maintaining most of software
at head office and remote
locations which includes
operating system maintenance
like upgrades, patches, backup
system, etc

Yes. Lack of skill and
acknowledgement in programming
language within organization. It
makes nobody be able to track
whenever this circumstance occurs

A single error in data online can have widespread
impact with overall computer system. This fact
can be used to great advantage by a third party
who wants to corrupt data or disrupt service

Supervisor Information
Technology Department
Deutsche Bank AG

Maintain the messaging
system based on Microsoft
Exchange and intelligent
messaging
0

Involved in decision making in
case of implementation of new
systems, upgrades,
standardization measures,
configuration or hardware
purchases
To provide and monitor IT cost
to serve against budgets and
recommend improvements to
IT manager to achieve
maximum performance at
lowest cost

uresdner Hank AG (DRAG 1)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Vichai Punpocha

Primary responsibility will be
to ensure that overall
investment throughout Asia
Pacific (AP) are managed
effectively to maximise profit
opportunities

No. The financial software is
implemented abroad. IT
department only has a responsibility
to install in localize computer
system. Anyway, it cannot modify
any instniction code.

Any system error can result in down time or a
potential security fault

General Manager &
Country Manager
Dresdner Bank AG
Bangkok Branch

To ensure that all investment
areas are maintained in line
with Dresdner Bank AG
standards including to provide
customer support
Fully responsible to coordinate
the business development key
functions within Dresdner
Bank AG to ensure business
objectives are met

-··-

Dresdner Bank AG (DRAG 2)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Thira Punyohotra

Responsible for overall
investment through Eastern
Thailand

Yes. Rounding method is a basic
function in financial system.
Interest calculation process causes
as much as fraction. The standard
format is only 2 digits and the rest
will be obsolete.

Computer data can be changed or erased with
minimal chance of detection and correction

General Manager
Dresdner Bank AG
Rayong Branch

Responsible for providing
customer support, gui_delining
as well as business
development for subscriber
businesses
Coordination closely with
headquarters in Bangkok with
financial function on processing

"-'

Dresdner Bank AG (DRAG 3)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Poonnis Sakuntanaga

Checking and approving to
sign on the financial statement
and new investment project

No. IT department already provides
security system to protect computer
system from computer crimes and
abuse

Hardware is susceptible to failure through ageing
physical damage and environment change

Assistant General Manager
Dresdner Bank AG
Bangkok Branch

Responsible for interfacing
with customer for problem
concerning financial operation
Responsible to ensure the
optimized support
Responsible for business and
other promotional development

w

Responsible for profit and Joss
control

Thai Farmer Bank Public Company Limited (TFB 1)
Name/Position/Company
Worawat Siripanich

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Tlu·cats

Responsible for the

Yes. Not only individual
possessing unique abilities and
talents but also organized of
potential are concentrated to be a
computer criminal for computer
system

}-Jackers in1personatc l!.:!gitinH1tt systen1 l!Sers; this

n1aoage1nent and

Assistant Manager,
Information Technology
Thai farmers Bank
Public Company Limited

implementation of all
information technology
project I installation and
maintenance of networking
system
To provide full and detailed
information to IT staffs for
the maintenance network
security and solve network
related problems

;;:

To monitor ongoing network
computer problem issues as
well as personnel computer
and recommend improvements
to IT staffs

is especially co1nrnon in systen1s \vhere users can
en1ploy co1n1non paSS\vonJs or 1naintenance

passwords found in the system itself

Thai Farmer Bank Public Con1pany Limited (TFB 2)
Name/Position/Company

Task/Job Responsibility

Possible Salami Phenomenon

Interacting Factors to Threats

Chatchawan tvlitrprnsit

Responsible for making
decision in IS/lT instrument in
order to make it up-to-date

Yes. Lack of control in dispatching
of instruction code which lead to
modify without notice

The authorized rnodil!cation, suppression or
erasure of computer data of functions with the
internet to hinder normal functioning of the
system is clearly criminal activity

Assistant Ivfanager,
Information Technology

Thai farmers Bank
Public Company Limited

To well-understand all systems
and processes for the different
application of software
product which is being used in
organization and able to

produce reports definesd by
each department within Thai
Farmers Bank Public
Company Limited
'-"

To manage and coordinate the
net working system business
plan and budget

!

Thai Farmer Bank Public Company Limited (TFB 3)
Name/Position/Company

TasluJob H.esponsibility

Possible Salami Phenomenon

Interacting Factors to 1"'h1·cats

Chatchawan Chaikulsareewat

Responsible totally for the
operations within the
information technology
department which includes
planning and setting objectives
as well as supervising control,
follow-up, and quality
improvements

Yes. Employees are not confident
enough to use the computer
security causes the intruders skim
funds from customer accounts

The threat is Cron1 111.alicious or subversive

Manager

Information Technology
Thai Farmers Bank
Public Company Limited

Responsible for the quality of
the information technology
department's operation and the
result of the operation
en

Developing and implementing
l S/IT strategy for Thai
f'armers Bank Public
Company Limited

tvlaintaining opti1nal
operations status for all
information technology
equipn1ent and information

technology system

activities or from honest error on the pan of staff
members, lhe human aspect is perhaps tile most
vulnerable aspect of EDP systems

Appendix C

Case Studies in Salami Technique

Here are the supposedly real example reported of salami technique;

A Branch Bank in Ontario, Canada

+ The embezzler was evidently using the bank's computer to transfer twenty
or thirty cents at a time, at random, from 300 checking accounts at the
bank and diverting the money to a dummy account for his own use. The
computer criminal was careful never to divert sums from any particular
account more often than three times a year. Because a customer was
unlikely to notice such a small discrepancy in his monthly bank
statement -- or, if he did notice it, to find it not worth his while to go to
the bank and argue over it -- the embezzlement was likely to go on and
on.

One way of taking the salami technique a step further was for the embezzler to
cover his tracks by making even his small thefts of a few cents at a time look
legitimate;

A Big New York Garment Firm

+ Two programmers who instructed the company's computer to increase by
two cents the amount withheld from their fellow-employees' paychecks
each week for federal taxes. They further programmed the computer to
direct the two cents per employee per week to their own federal
117

received tlze money in t/ze form of refund c!zecks from tlze Internal
Revenue service, wlziclz lzad been acting as an unwitting bagman for tire
embezzled s urns.

Even better was a variation of this technique in which the vanished sums were
so unnoticeably small that they could be uncovered only through the most rigorous of
audits;

+ One way in which the computer criminals miglzt employ tlze salami
technique is to round down any sums ending in fractions to tlze nearest
wlzole number --- for example, fractions of cents as tlzese are computed
in interest-bearing accounts. In the meantime, the criminal has
established a dummy account at the same bank, and he programs the
computer to divert the surplus from the round-downs to this account.
Quietly accumulating year in and year out, these fractional sums can
mount handsomely, and usually neither the bank nor the depositors know
what is going on.

Legend has it that one unlucky thief who tried this last method fell victim to a
fluke of a company promotion and was caught;

A Mail-Order Sales Company, San Francisco, USA

+ A programmer had its computer round down odd cents in the company's
sales-commission accounts and channel the round-downs into a dummy
sale-commission account he had establislzed under tlze name of Zwana.
He had invented tlze name Zwana because he knew that tlze computer

118

processed tlze company's accounts in alplzabetical order, and lze could
easily program tlze computer to transfer all t!ze round-downs into tlze last
account in tfte computing sequence.
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Appendix D
Companies Profile

Bangkok Bank Public Company Limited

Bangkok Bank came into being through the initiative of a group of Thai
courtiers, businessmen and others, who had a strong determination to found a Thai
bank able to provide all banking services. The founders registered the newly-formed
institution as Bangkok Bank Co., Ltd. On 201h November 1944, and the Bank
commenced operations on December 1,1944. Registered capital was US$ 160,000. On
the first day, 23 staff members reported for work at the banks office located in two
adjacent shophouses in the Chinatown area of Bangkok.

One of the co-founders and members of the Board of Directors, Mr. Chin
Sophonpanich, a well-known merchant with an astute mind for business, held the
position of bank president from 1952 to 1977, and thus was one of the most influential
personalities during the first four decades of the Banks history. In the early 1950's, the

.

Bank expanded its branch network into rural area where mineral and agricultural
products, in great demand overseas, were produced. This move initiated the rapid
expansion of Bangkok Banks branch system, and enhanced its significant role in the
nations economic development. The Banks present domestic network exceeds 450
branches, all on-line.

Under Mr. Chin's capable management, Bangkok Bank also emphasized
providing financial services to those· involved in international trade. In this regards, the
Bank was the first Thai commercial bank to use the system whereby guarantees were
120

provided for pre-shipping financing. Furthermore, Bangkok Bank's ability to issue its
own L/Cs was a very important breakthrough.

On the international front, Bangkok Bank opened its first overseas branch in
Hong Kong, in June 1954. This was followed by the Tokyo branch the following year,
then Singapore shortly afterwards. In those days, most of the country's trade were
conducted through these countries. Having branches there enabled the bank to provide
financial services to all the parties in the trade cycle. The basic reason for this
development was to provide full-circle banking services to local businesses and
overseas Chinese in their trading and other activities. Other branches were
subsequently opened in South East Asia, as well as 2 in Europe (London & Hamburg)
and 2 in the United States (New York and Los Angeles). The total overseas branch
network today stands at 22, plus 3 representative offices. Apart from the 4 branches in
the West, all other outlets are in East and South East Asia. The Bank, having placed its
entire domestic branch network on-line, is current doing the same with its international
network.

From that humble beginning in December 1944, Bangkok Bank has grown by
leaps and bounds and is today, not only the largest Thai commercial bank, but one of
the largest in South East Asia. Total assets stand at approximately US$ 40.00 billion,
and the present workforce numbers about 25,000 persons.
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Vision of Bangkok Bank

Bangkok Bank vision, simply stated, is two-fold --- to continue to be a quality
full-service bank, and, to become one of the leading international banks in Asia,
providing world-class services to all its customers.

To attain this vision, three factors are in focus --- human resources, technology,
and operational efficiency.

The Bank recognizes the importance of personnel training and development.
Its inhouse training center provides more than 200 basic training courses to its 25,000
employees. In addition, on-the-job training and special courses at overseas institutes
are compulsory at certain levels of managerial responsibility.

Technology is also viewed as vital to the Bank. Having employed computers as
an integral part of the Bank for the past 25 years, the management is determined to
maintain its leading role in banking technology on all fronts.

Approximately US$ 400-500 million is being earmarked for technological
improvements over the next five years. All of the Banks more than 450 domestic
branches are now on line.

The Global Communication Network has also been set up and will soon link
all the overseas branches together with the domestic network. The main theme for
Bangkok Bank for the future is electronic banking and IT.
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Bangkok Bank's vision in its overseas is reflected by the concentration of its
branch network in the Asia region, which has proven to be the worlds highest growth
area during the past 2 decades. Of the Bank's 27 branches and representative offices
worldwide, 23 are located in East and Southeast Asia. Bangkok Bank now has a
presence in all ASEAN countries except Brunei, as well as in the 3 Indo-China
countries, and in Myanmar. Special attention is being given to China, where the Bank
already has 2 branches and 2 representative branches, with 2-3 more branches being
planned in the near future.
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Siam Commercial Bank Public Company Limited

History and Philosophy

As the first and oldest Thai commercial bank, the Siam Commercial Bank has
a history dated back as early as the reign of King Rama V, when the country's banking
system was served only by foreign banks. Realizing that a sound and independent
financial system was vital for Thailand's economic development, HRH Prince
Mahisararajaharuethai initiated the establishment of the Thai banking business under
the name of "The Book Club" in 1904. As its operations received wider recognition,
His Royal Highness sought Royal Assent and transformed it into the Siam
Commercial Bank Company Capital Limited, a full-fledged commercial bank, on
January 30, 1906. Because of his far-sighted undertaking, HRH Prince Mahisorn is
revered as "The Father of Thai Banking", and the Siam Commercial Bank is regarded
as a prototype of Thai commercial banks.

The legend of the names

Siam Commercial Bank Public Company Limited, the first Thai commercial
bank, has an interesting history on its evolution. In its 90 years of dedicated
operations, one of the most obvious changes has been to its name which has changed
according to the situations in Thailand and of the bank itself. Originally, the official
name of the bank was given by HRH Prince Mahisara Ratchaharuthai, the younger
brother of His Majesty King Rama V.
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He therefore prepared and began operating this small sized commercial bank as
an ordinary new generated business, named "Book Club", on October 4, 1904, with an
investment capital ofBt 30,000.

Initially, the Book Club was engaged in the field of deposits/loans for land and
real estate, and mortgages. Business went very well under the name of "Book Club"
the first official name of the Siam Commercial Bank Public Company Limited.

Later, as the commercial banking system under the operation of the Book Club
became better-known to Thai people and the volume of business using its facilities at
that time was high enough to support a banking operation, it became feasible for the
Book Club to enter the same marketing sphere as other foreign banks. HRH Prince
Mahisom therefore applied for incorporation as the first Thai commercial bank with a
name-change to "Siam Commercial Bank Limited" as its English official name and
"Siam Kammachon Toon Jamkad" as its Thai title.

On January 30, 1906, HRH Prince Mahisorn had received a special Royal
Charter for the Siam Commercial Bank Limited to commence transacting in the
commercial banking business. The prototype of a Thai commercial bank was, at long
last, officially inaugurated.

Just prior to World War II, "Siam", the original name of Thailand was changed
to "Thailand"; and, as a result, other names containing the word "Siam" were
appropriately changed into "Thai" as well.
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The Siam Commercial Bank Limited also had to change its name in order to
comply with the era and situations as decided by Prince Narathip Pongprapan,
Chairman of the Board of Directors of Siam Commercial Bank Limited at that time.
On January 27, 1935, the Prince conferred a new official name of "Thai Panitch Bank".

Prince Narathip said he changed the name of "Siam Kammachon Toon
Jamkad" to "Bank Thai Panitch" because. 'Kammachon' in Thai means inactive,
whereas banking operation should always be active ...

Despite the many problems, restrictions and obstructions to banking business
during the period of World War II, the Siam Commercial Bank Limited, or Thai
Panitch Bank, rapidly developed when the economic situation recovered. Siam
Commercial Bank Limited contrived to create and reinforce its basis and faith of the
Thai people in all banking operations.

The first Thai Bank launched

The bank was formed with Bt 3 million in original capital divided into 3,000
shares at Bt 1,000 par value per share, HRH Prince Mahisorn, the largest shareholder,
had a 16.8 percent stake.

To head the first management team of the bank were Phra Montri Pochanakij
(Thien He) who served as chairman of the board from 1906-1909, Phra Sanphakan
Hirankij, the Prince's secretary, who served as the first bank manager (domestic) from
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1906-1909 and Mr. F. Killian, representing Deutsch Asiatische Bank, who
concurrently served as bank manager (foreign) from 1906-1907.

Although a major shareholder, HRH Prince Mahisom did not take any position
in the newly founded bank he chose to give behind the scenes advice.

With his failing health, the pnnce lived only long enough to see the first
successful year of his brainchild before passing away at the age of 42.

By February, 1975, the business affairs of the bank had highly developed and
the bank determined to expand its business operations by applying for listing with the
Stock Exchange of Thailand. Since then, the name of the bank has been changed yet
again in accordance with the new status of the bank. Its new official name is not "Siam
Commercial Bank Public Company Limited".
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Standard Chartered Bank

A brief history of Standard Chartered
This is the summary of the main events in the history of Standard Chartered
and some of the organizations with which it merged.

The early years
Standard Chartered is named after two banks which merged in 1969. They
were originally known as the Standard Bank of British South Africa and the Chartered
Bank of India, Australia and China. Of the two banks, the Chartered Bank is the older
having been founded in 1853 following the grant of a Royal Charter from Queen
Victoria. The moving force behind the Chartered Bank was a Scot, James Wilson, who
made his fortune in London making hats. James Wilson went on to start the economist,
still one of the world's pre-eminent publications. Nine years later, in 1862, the
Standard Bank was founded by a group of businessmen led by another Scot, John
Paterson, who had emigrated to the Cape Province in South Africa and had become a
successful merchant. Both banks were keen to capitalize on the huge expansion of
trade between Europe, Asia and Africa and to reap the handsome profits to be made
from financing that trade. The Chartered Bank opened its first branches in 1858 in
Chennai and Mumbai. A branch opened in Shanghai that summer beginning Standard
Chartered's unbroken presence in China. The following year the Chartered Bank
opened a branch in Hong Kong and an agency was opened in Singapore. In 1861 the
Singapore agency was upgraded to a branch which helped provide finance for the
rapidly developing rubber and tin industries in Malaysia. In 1862 the Chartered Bank
was authorized to issue bank notes in Hong Kong. Subsequently it was also authorized
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to issue bank notes in Singapore, a privilege it continued to exercise up until the end of
the l 9'h Century. Over the following decades both the Standard Bank and the
Chartered Bank printed bank notes in a variety of countries including China, South
Africa, Zimbabwe, Malaysia and even during the siege of Makeking in South Africa.
Today Standard Chartered is still one of the three banks which prints Hong Kong's
bank notes.

Expansion in Asia

In Asia the Chartered Bank expanded opening offices including Myanmar in
1862, Pakistan and Indonesia in 1863, the Philippines in 1872, Malaysia in 1875,
Japan in 1880, and Thailand 1894. Some 34 years after the Chartered Bank appointed
an agent in Sri Lanka it opened a branch in 1892 to take advantage of business from
the tea and rubber industries. During 1904 a branch opened in Vietnam. Even within
this period of apparent retrenchment Standard Chartered expanded its network in
every country in the Asia Pacific. In 1998 Standard Chartered acquired 75 percent of
the equity of Nakornthon Bank, Thailand as Standard Chartered Nakornthon Bank
Public Company Limited.

Standard Chartered today

Today Standard Chartered is the world's leading emergmg markets bank
employing 30,000 people in over 600 offices across 56 countries primarily in Asia, the
sub-continent, the Middle East, Africa and Latin America. As a focused and
disciplined bank, we concentrate on our core businesses of Consumer and Wholesale
Banking.
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The new millennium has brought with it two of the largest acquisitions in the
history of the bank with the purchase of Grindlays Bank from the ANZ Group and the
acquisition of the Chase Consumer Banking operations in Honk Kong in 2000.

These acquisitions demonstrate Standard Charter's firm committed to the
emerging markets, where we have a strong and established presence and where we see
our future growth.
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Deutsche Bank

At a glance

Deutsche Bank is one of the leading international financial service providers.
With more than 98,000 employees, the bank serves more than 12 million customers in
more than 70 countries worldwide; almost 50 % of the bank's staff work outside
Germany.

As a multi-specialist bank, that offers the our customers a broad range of
modern banking services. The bank is available for the personal and private clients
with an all-round service ranging from account-keeping as well as cash and securities
investment advisory to asset management. It offers corporate and institutional clients
the full range of an international corporate and investment bank. In addition to that, the
bank has a leading position in international foreign exchange, fixed-income and
equities trading.

Deutsche Bank is dedicated to being the best financial services provider in the
world. It endeavors to use the breadth of experience, capabilities and financial strength
to create value for the shareholders, customers, employees and society as a whole.

Our Identity

"Deutsche Bank, is committed to being the best. The best at serving the clients.
As a dynamic, global financial institution that prides itself on results, it aims to
encourage teamwork, innovation and trust. It strives to deliver superior performance
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and always puts the clients first. Importantly, Deutsche Bank acts with a sense of
urgency.

The proven expertise is complemented by a powerful world-wide platform. As
a truly global institution, it is important that everyone at Deutsche Bank shares the
common set of values that define our identity. An identity that is embraced by all its
staff every day, and that represents the essential fabric of a high performance
organization.
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Dresdner Bank Group

Profile

The Dresdner Bank Group is active world-wide with 1,360 branches and
51,456 employees in more than 70 countries, including all the major financial centers.
Ranked by market capitalization, total assets and size of customer base, Dresdner
Bank is one of Europe's leading banking groups.

Dresner Bank's new business model is of a "focused European Advisory
Bank" for corporates, institutions and private customers. "Focused" means that it will
concentrate on customer groups, on selected products and an certain regions, whereby
the focus on customer groups is the highest priority. It also means that the bank will
concentrate on areas of business where it enjoys particular strengths. In particular, this
is in sophisticated advisory services in the securities and capital markets businessraising of capital for corporate and institutional clients as well as in our business with
private customers. The common denominator of these two customer groups is the
securities and capital markets business as well as asset management.

Private Customer Business

Customer orientation and customer commitment are the guidelines in serving
6.6 million private customers throughout the Group. It is the bank's aim to continually
develop Dresdner Bank's position in the German market as the Advisory Bank for
capital investment and capital growth and to expand this position into Europe. Under
the Brand name of "Dresdner Private Banking", it offers net worth individuals with
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complex asset portfolios tailor-made solutions. The advisory-oriented direct bank
"Advance Bank" complements our distribution to private customers.

Corporate Customer Business

In its business with corporates the bank will pursue its successful corporate
banking strategy in Germany which was implemented two years ago. This strategy is
centred on an important market segment for us- business with medium-sized German
corporates ("Mittelstand"). With around 165,000 customers, Dresdner Bank is a
leading banking partner for medium-sized business in Germany. The bank thereby
underpins its high standards as an advisory bank with a comprehensive and innovative
product range.

Corporate Objectives

Dresdner Bank's objective is to create value for its shareholders. It aims to
increase the return on equity after taxes to 15% p.a. by 2003. The bank is convinced
that the only way to attain this goal is through the continuous improvement of
customer satisfaction. This is only possible with highly motivated staff, providing
excellent service. Moreover, the bank wishes to contribute to the positive development
of the society of which it is a part.

Investment Bank

Dresdner Kleinwort Wasserstein is the brand name for investment banking
activities. It will expand Dresdner Kleinwort Wsserstein to create a leading European
investment bank with global reach. Building on its strengths in Germany and the UK,
it will expand the local presence in the major European target markets of France, Italy,
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Spain and Scandinavia. The bank will invest and develop global capability in those
products and sectors where it can enjoy a sustained competitive advantage. As an
additional strategic focus, it will transform and expand our trading and securities
activities into an e-business.

Transaction Banking

In the unit Transaction Banking the bank has combined our technological and
human know-how in the transaction processing of Global Cash Management/Treasury
and securities/payment services.

By offering innovative products and a broad range of services, the bank is
well-equipped to meet the challenge of the growth market "Transaction Banking".

The bank provides its services not only to the Dresdner Bank Group's units,
but also to external clients.

Asset Management

In recent years, Asset management has turned into one of the strongest growth
sectors in international banking. The volume of assets under management and care of
the Dresdner Bank Group has now reaches Euro 260 billion, making the bank one of
the leaders in European asset management.
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The Advisory Bank at Your Service Worldwide

With the help of modern communication methods such as e-mail and the
Internet, people and markets are becoming increasingly global in their outlook.
Distance is no longer an obstacle.
This is the starting point for the Dresdner Bank service concept. It offers you
an extensive service range via our domestic and international subsidiaries, controlled
and managed by our Frankfurt Head Office. The bank is happy to provide you with
comprehensive advice and the level of flexibility and require to be successful in your
ventures around the world.
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Thai Farmers Bank Public Company Limited

Dedicated to Banking Excellence

Under this motto, the bank is determined to continually improve its banking
services. Customer satisfaction is the top priority. With this clear objective to unite,
the TFB sets out each day to best serve every customer with honesty and efficiency.
By winning customer satisfaction and loyalty we insure prosperity for the bank, for
our society and the country as a whole.

Recognized achievements

TFB's achievements in "Banking Excellence" continue to be recognized by the
media both domestically and internationally. The following awards clearly reflect our
commitment in banking excellence.
1998
•

"The Best Bank m Thailand" by the 1998 Euromoney Awards for
Excellence.

1997
•

"The Best in Venture Capital Services" by Asia Money Magazine.

•

"The Best Local Commercial Bank of Thailand" by Euromoney
Magazine.

•

Asia Money A wards "Thailand Commercial Bank of the Year" and
"One of the Best Managed Companies in Thailand"

1996
•

"The Best Company of Thailand" by Far Eastern Economic Review.
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•

"One of the Global Best 200 Organizations" The Global 1000 by
Business Week Magazine.

Competitive Advantage

Re-engineering Program

In 1993, the Bank pioneered a program to "re-engineer" bank operations in
order to improve customer service and operational efficiency. The re-engineering
program focused on five key areas of the Bank's business;
•

Branch operations

•

International banking center operations

•

Loan approval

•

Loan recovery

•

Payment process

The Bank established full-time dedicated teams to examine each area and
recommend changes. Newly designed branch offices and state-of-the-art technology
allowed the Bank to reduce customer waiting time with less floor staff and to redeploy
branch employees in marketing, business relations and other roles.

The Results:

In the two years following the implementation of the program in 1993, the
Banks' total assets and net income increased 32.6 percent and 45. 7 percent,
respectively while total number of Bank employees decreased from 16,330 as of
December 31, 1993 to 16,086 as of December 31, 1995.
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In addition, the Bank has been able to shorten the loan approval process,
improve the efficiency of the payment process, improve efficiencies in loan collections
and improve the monitoring of problem loans.

The Bank believes that as the domestic market becomes more competitive,
superior service will be critical in attracting customers and developing loyalty among
banking clients. The Bank also believes that its ability to provide efficient high quality
service, enhanced by its ongoing re-engineering program, will help retain a
competitive advantage and insure the Bank's continued future success.
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Appendix E
Interacting Factors in Computer Crime

As discussed managers/operators, have suggested that these factors have a
significant impact on the detection of computer crime.

Computer crime is committed by a broad range of persons; students, amateurs,
terrorists and members of organized crime groups. The typical skill level of the
computer criminal is a topic of controversy. Some claim that skill level is not an
indicator of a computer criminal, while others claim that potential computer criminals
are bright, eager, highly, motivated subjects willing to accept a technological
challenge, characteristics that are also highly desirable in an employee in the dataprocessing field. Computer criminals, therefore, are often otherwise average persons
rather than super-criminals possessing unique abilities and talents. Any person of any
age with a modicum of skill, motivated by the technical challenge, by the potential for
gain, notoriety or revenge, or by the promotion of ideological beliefs, is a potential
computer criminal.

As advances continue to be made in remote data processing, the threat from
external sources will probably increase. With the increasing connectedness of systems
and the adoption of more user-friendly software, the sociological profile of the
computer offender may change.
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Owing to the greater complexity of certain computer routines and augmented
security measures, it is becoming increasingly unlikely that any one person will
possess all the information needed to use a computer system for criminal purpose.

The advent of viruses and similar mechanisms whereby computer software can
be made to act almost on its own initiative poses a new and significant threat.
Sophisticated viruses and devices such as "logic bombs" and "Trojan horses", can be
targeted for specific objectives at specific industries to commit a variety of traditional
criminal offences, from mere mischief of extortion. These crimes, furthermore, can be
committed immediately or can be planted to spring at a future date.

Computer criminals have gained notoriety in the media and appear to have
gained more social acceptability than traditional criminals. The suggestion that the
computer criminal is a less harmful individual, however, ignores the obvious. The
current threat is real. The future threat will be directly proportional to the advances
made in computer technology.

The vulnerability of computer systems to crime

Economic value has been placed on visible and tangible assets. With the
increasing appreciation that intangible data can possess economic value, they have
become an economic asset that can be targeted for crime. Tangible assets in the
computer environment, therefore, often have a double value. The replacement cost of a
piece of computer, equipment may represent only a small portion of the economic loss
caused by the theft of, or damage to, that equipment. Of much greater significance is
the value of the information lost made unaccessible by the misappropriation or
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damage. Computer systems are particularly vulnerable to threats because of a number
of interacting factors. The more significant of these are analyzed briefly below.

Density of information and processes

The development of filing systems that can accommodate billions of characters
of data on-line. Providing different access privileges for different uses of such systems
is often difficult. A further problem lies in the fact that, owing to the methods for
accessing stored information, a single error can have widespread impact. This fact can
be used to great advantage by a party who wants to corrupt data or disrupt service.

At the same time, memory management techniques allow many independent
processes to be supported concurrently within a single operating system. Independent
data files can be combined to produce anew and unforeseen relationships. Data items
may be linked to produce a new item with a higher level of sensitivity than the original
discrete data components. The centralization of information and processing functions
provides an attractive target for the infiltrator or saboteur intent on attacking the
functions of information assets of an organization.

System accessibility

Access concerns once confined to the restricted computer room area must now
be extended to remote terminal locations and interconnecting communications links.
The goal was often to provide the maximum computing capability to the largest
possible user community. However, remote terminal stations and transmission circuits
are often not subject to the same controls as those in the main center. Two forms of
attack that exploit remote access are the use of fraudulent identification and access
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codes to obtain the use of system resources and the authorized use of an unattended
terminal, logged on by an authorized person.

Because of the desire to give system users maximum capability, unrestricted
access privileges are often granted rather than allowing only the privileges necessary
to perform an intended function. A transaction-oriented system permitting read-only or
inquiry-only access offers a greater degree of protection than a system offering full
programming capability.

Many systems currently used offer very limited ability to control user
capabilities related to passive data and programs on a read-only, read-write or execute
basis. This situation frequently necessitates operating on the assumption that every
user has the capability to use the full computing potential of the operating system. A
known penetration technique that utilizes this weakness involves disguising user
instructions intended for clandestine purposes as a common utility, such as a file
copying routine, or inserting them into an existing routine. When the illicit code is
activated, it performs functions more privileged than were intended for that user.

Finally, computer control functions are normally made accessible to numerous
support and maintenance personnel. Tampering with software or hardware logic to
obtain extended privilege or the disable protection features has been known to occur.
The exposure provided through increasingly easy access to electronic data processing
(EDP) resources is an important contributor to the vulnerability of modern computer
systems.
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Complexity

The typical operating environment of medium-and large-scale systems is
characterized by support for local batch, remote batch, interactive and, occasionally,
real-time user modes. Typical operating systems contain from 2,000,000 to 25 million
individual instructions. The number of logic states that are possible during execution
in a multiprogramming and multiprocessing environment approaches infinity. It is not
surprising that such systems are not fully understood by anyone, including the
designers, or that they are often unreliable. It is only possible to prove the presence of
errors, not their absence, and any system error can result in down time or a potential
security fault. Even when systems have been carefully designed, errors in
implementation, maintenance and operation can still occur. The prospective infiltrator
can be expected to take full advantage of the uncertainties created by system
complexity. Incidents have been noted where deliberate attempts to confuse operators,
to interrupt systems by attacking little-known weaknesses, have been instrumental in
producing security violations.

Electronic vulnerability

The reliance of computer systems on electronic technology means that they are
subject to problems of reliability, fragility,

environmental dependency and

vulnerability to interference and interception. On systems using telecommunications,
these vulnerabilities extend to the whole communications network in use.

Traditional forms of electronic eavesdropping can be readily adopted to exploit
data-processing system. They include wire-tapping and bugging, the analysis of
electromagnetic radiations from equipment and monitoring of the cross-talk induced in
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adjacent electrical circuits. Interconnecting data communications circuits also suffer
the same vulnerabilities, and communications on them can be subject to misrouting. A
variation of wire-tapping involves the illegal use of a minicomputer to intercept data
communications and to generate false commands or responses to other system
components.

In the commission of a fraud, electronic technology has an advantage over
manual data manipulation, which generally leaves behind an audit trail. Computer
data, however, can be instantly changed or erased with minimal chance of detection.
The computer criminal can easily modify systems to perpetrate the fraud and then
cover the evidence of the offence. It is suggested, moreover, that data processing is
protected less than the controls afforded to the same process in the manual
environment, as insufficiency tat facilitates the opportunity to commit crime without
detection.

The performance of EDP systems may also be adversely affected by
electromagnetic interference. Conducted or radiated electrical disturbances can
interfere with the operation of electronic equipment. The system may suffer only very
temporary and intermittent impairment, measurable in microseconds and from which
recovery is possible, or it may suffer complete equipment failure, resulting in an
inability to process.

All hardware is susceptible to failure through ageing physical damage and
environmental change. To ensure that error propagation is confined to non-sensitive
function, e.g. that the system fails safely, malfi.mctions must be detected immediately.
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Progress is being made towards this goal, but few designs in current use offer the
desired level of reliability.

Vulnerability of electronic data-processing media

It is something inferred that a degree of security is provided by the inability of
humans to translate machine-readable data in the form of punched holes in cards or
tape, magnetic states on tapes, drums and disks, and electrical states in processing or
transmission circuits. In practice, not only can such computerized information codes
be readily interpreted by most technical personnel, but the data obscurity created has
the additional negative effect of creating identification and accounting problems.

Because the content of most EDP media are not visually evident, data
processing personnel are often required to handle sensitive files without being aware
they are doing so. As a result, the control of data items becomes a problem. Scratched
tapes, discarded core memories can all contain residual data that may demand special
attention. Because identity and accountability have been lost, safeguards are frequently
relaxed for these items even though the same information is protected elsewhere in the
system. The ease with which such sources of information can be utilized has resulted
in several well-publicized system penetrations.

Human factors

Employees represent the greatest threat in terms of computer crime. It is not
uncommon, operators, media librarians, hardware technicians and other staff members
to find themselves in positions of extraordinary privilege in relation to the key
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functions and assets of their organization. A consequence of this situation is the
probability that such individuals are frequently exposed to temptation.

A further complication is the tendency on the part of management to tolerate
less stringent supervisory controls over EDP personnel. The premise is that the work is
not only highly technical and specialized but difficult to understand and control. As an
example systems software support is often entrusted to a single programmer who
generates the version of the operating system in use, establishes password or other
control lists and determines the logging and accounting features to be used. In
addition, such personnel are often permitted, and sometimes encouraged, to perform
these duties during non-prime shift periods, when demands on computer time are light.
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