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ABSTRACT
The study is aimed at analyzing the impact of the technological protection
measure (TPM) on the application of fair use in Thai copyright law by analytically
comparing to foreign copyright regimes.

Nowadays, as in digital environment,

digital copyright materials could be easily infringed by consumers because of the
advance of technologies. Authors and other copyright owners increasingly rely on
technical means commonly known as TPM in order to deal with piracy by installing
it in their electronic works.

Generally, TPM is a tool or produc that copyright

owners design to control unauthorized use of their copyright works. Since TPM
controls all forms of unauthorized uses, it cannot distinguish between legal and
illegal use. Therefore, it also prevents legitimate use under the fair use principle.
Fair use principle is very essential to both developed countries and developing
countries especially Thailand, as the net importers of foreign information products.
This principle enables public to have access to the works, the rich store Qf knowledge
products, and enhances creativity and the production of new works.
This study shows that the application of TPM may cause fair use exception,
which established by the law, to be inapplicable and substantially affect the access to
information. TPM eliminates balance between the copyright owners' interest and the
public' s interest. Although Thailand has not become a member of WIPO Internet
Treaties and does not provide any TPM provisions in the Copyright Act B.E. 2537
yet, the implementation of TPM and anti-circumvention provisions in many
countries causes Thai right users, who use copyright works under fair use principle to
unable access or use information in copyright works that are protected by TPM. T}\is
has a negative effect on the education, scientific advancement and the spread of
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information or knowledge all of which play very important role in encouraging
development human resources and economic growth.
It is recommended that Thailand needs to consider the effect of TPM on
public interest and information access ability of Thai right users before enacting
TPM provisions in the domestic copyright law to be in line with WIPO Internet
Treaties. Additionally, Thailand should not adopt and follow TPM provisions of
other countries without considering the economics condition, social
level of technology and public interest in the country.

~ondition,

the

Moreover, in order to

maintain the balance between the copyright owners' rights and the public' s toward
the digital world, the fair use exception under the Copyright Act B.E. 2537 should
not be overridden by TPM provisions, but remain the same as in analogue world.
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Chapter 1
Introduction
1.1 Background and General Statement of the Problems
At present, as in the digital environment, most copyright materials are made
available digitally through online distribution channels including Internet. Thus,
they can be infringed easily, cheaply and speedily without loss of quality. It is
difficult to prove the boundary problem between the fair use and infringement of
copyright works. This situation results in right holders lose control over exclusive
rights in copyright works as well as fear of losing revenue from their works.
Technological protection measure (TPM) thus, plays an important role in assisting
copyright owners to protect their works from piracy. Right holders create TPM as
technological devices or tools preventing users from unauthorized or illegal access to
reproduce and disseminate of their copyright materials.

Ho ever, because of

digitalization advancement, TPM can be destroyed easily by the uses of
technologies. The copyright holders require provisions that ensure that technologies,
used by the right owners to protect the copyright work against illegal uses, may not
be circumvented.

Consequently, the World Intellectual Property Organization

(WIPO) Copyright Treaty introduces new legal enforcement regimes of TPM called
"anti-circumvention" provisions for copyright owners to use them to protect
their
.
TPM. In addition, some developed and developing countries already provided legal
protection of TPM to make it more effective and in line with international standard.
As mentioned above, the copyright works are protected not only by the nature
of TPM created by right holders, but also by the anti-circumvention law, which
protects the TPM applied by copyright holders in order to prevent unauthorized user
from accessing and using their works as well as imposes liability for the act against
circumvention of TPM. Such double protections seem to be the good measures to
prevent infringement of copyright materials.

Nonetheless, it can also restrict

copyright users from having access to legally acquired materials, copying them, and
communicating legitimate uses of copyright material under principle of fair use
which is the exception of copyright infringement accepted by many countries. Fair

2

use is very important and necessary for every country especially in developing
countries, including Thailand, to have to access information and knowledge; it
fosters education and human resources development. While, this principle preserves
public interest, TPM protection causes its exception established by the law to
become inapplicable, and substantially affect the traditional copyright balance which
aimed at keeping the right of public interest to increase the knowledge of people in
the societies. Right users in countries that need a lot of information,. especially in
developing countries, cannot fully apply fair use exception even though the objective
of the fair use is really to cut down the power of exclusive right of the right holders.
Notwithstanding, Thailand has not yet ratified the WIPO Copyright Treaty
(WCT), and the Copyright Act B.E.2537 does not provide any provisions to protect
TPM applied by copyright owners, right holders in Thailand individually create TPM
in order to prevent their materials from the right users who inappropriately access or
use such copyright materials even though such uses are done for the educational
purposes.

Therefore, the researcher analyses the impact of TPM on fair use

exceptions in TJiailand, and proposes the solution or protection measures to preserve
fair use in the d ·gital environment while TPM is not yet provided in the Copyright
Act.

Further, the researcher studies the differences between TPM provisions in

developed country, namely Australia, and developing country, namely Malaysia, so
that the analysis of the advantages and disadvantages of the application and nature of
TPM in these two countries can be useful to Thai copyright system in adopting their
rational provisions into Thai copyright law as well as the solution propos~d.

1.2 Hypothesis of the Study
Currently, the legal protection of TPM has been applied in many countries but
Thailand has not yet applied such protection. Applying TPM in copyright works of
right holders will cause an effect upon or conflict to the principle of fair use in Thai
copyright law because TPM may forbid or restrict the right of the public to legally
use copyright works whether for personal or educational purposes which are the
lawful acts deemed as fair use. If Thailand adopts TPM provisions to in line with
WCT or other countries, Thai Copyright Act B.E. 2537 should impose TPM

3
provisions in the Copyright Act B.E. 2537 with great consideration of information
access ability for developing country. To accomplish this, fair use exception should
be remained.

1.3 Objectives of the Study
1. To study characteristics and the application of TPM in copyrighted works
including legal provisions of TPM under conventions, Thai, and foreign copyright
law.
2. To study the concept and the purpose of fair use exception in copyright
system of Thailand and foreign countries.
3. To analyze the problems of the application of TPM on fair use exception
in Thailand and foreign countries.
4. To find and recommend the solution to solve the legal problem of TPM
on the principle of fair use in Thai Copyright Act B.E. 2537.

1.4 Study Methodology

Et

This research paper will be analyzed and researched by the method of
documentary research through textbooks, articles, documents and electronic
information about copyright induding related conventions, law and regulations on
copyright in Thailand and foreign countries especially Australia and Mal<rysia.

1.5 Scope of the Study
This research paper studies the application of TPM in copyright works and
fair use exception by analyzing the impact of the application of TPM on fair use
principle in Foreign and Thai Copyright system as provided by related conventions,
namely the Berne Convention, the TRIPS Agreement and the WIPO Copyright
Treaty, including national copyright laws namely Australian Copyright Act 1968,
Malaysian Copyright Act 1987 and Thai Copyright Act B.E. 2537.

4

1.6 Expectation of the Study
1. To know characteristics and the application of TPM in copyrighted works
including legal provisions of TPM under conventions, Thai, and foreign copyright
law.
2. To understand the concept and the purpose of fair use exception m
copyright system of Thailand and foreign countries.
3. To identify the problems of the application of TPM on fair use exception
in Thailand and foreign countries.
4. To recommend the solution to solve the legal problem of TPM on the
principle of fair use in the Thai Copyright Act B.E. 2537.
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Chapter 2
General Principle and Concept of Technological Protection
Measure (TPM) in Copyright Law
2.1 Definition and Nature of Technological Protection Measure
Currently, the world has changed from an analog age to a digital age.
Technologies and communication networks such as printing technologies, satellite
broadcasting, computer, and digital transmissions systems like the Internet, play an
important role in people's daily life and contribute to greater advances of the digital
system. For example, the growth of digital storage media, used for storing digital data
such as CDs, VCDs, DVDs, memory cards or thumb drives, essentially results in great
expansion of the digital system because of high storage capacity and small sizes.
Further, the electronic copying and the transmission technique, which automatically
transfers digital data such as audio files or for moving pictures in whole or in part from
one media to another, is reflected in the use of file sharing amongst the internet users
commonly known as the "Peer-to-Peer" (P2P) results in a significant growth of the
digital system. Today, the technology advances do not only have a profound impact
on the creation, but also increase the ability to copy and disseminate works through
electronic means because of inexpensive and

pow~rful

personal computing

equipment coupled with widespread access to network technologies. As a result, it is
possible to encode various kinds of information into digital form, duplicate the
digital content without loss of quality, and transmit it to the number of recipients
worldwide at free or low cost.
For many people, the growth of digitalization is one of appropriate
ingredients for the development of communications, for a great volume of data can
quickly flow to people. Specially, individual consumers can make and distribute an
unlimited number unauthorized digital copies of works through endless generations
because duplication -whether from the original or another copy -is easy, cheap, high
speed with no loss of quality and distribution to users around the world can be
accomplished virtually cost-free and immediately over the Internet. Whereas for

6
some groups of people, in particular, creators or copyright owners, this technology
seems to be very serious threats to them, since digital systems unprecedently
facilitate feasible, rapid and extensive infringement of copyright works. Although
the technology development enables the creators or copyright owners to provide
more sophisticated tools for the creation and legitimate dissemination of works, they
often facilitate unauthorized reproduction and distribution of works in violation of
copyright owner's right. The loss of control over exclusive rights in copyright works
result in right holders' great reluctance to accept the advancement triggered by the
digital systems because they are not unconfident and fear of losing revenue or have
their work unfairly exploited by technology.
Consequently, creators or copyright holders attempt to seek the innovation as a
tool enabling them to have efficient control of their rights. The TPM may, thus,
appear to be answer to the challenge posed by new copying and transmission technique.
Creators or copyright holders use TPMs to control the use of their works from such
easy reproduction. TPMs are a necessary tool for allowing the secure use of works, so
that copyright owners or right holders may authorize the use and receive the fair reward
for the exploitation of their creations in that changed technological environment.

2.1.1 The Definition of Technological Protection Measure

In general terms, TPM is software, product, component such as
encryption, password, access code, and other device that copyright owners use to
protect unauthorized access to, reproduction or dissemination of copyrigijt materials.
This measure is increasingly common as a mean of self-protection for copyright
owners in response to increasing copyright infringement in the digital age.
Practically, controls all types of digitalized works, regardless whether they are
protected under copyright law. For example, a manufacturer of an electronic games
console may include software in the console that prevents a game purchased in the
United States being played on a console bought in Australia. The purpose of this is
to enable the manufacturer to control the sales of games in each region. 1

1

Wariya lamlert, "International Uncertainty in the Exceptions for Individual

Use in Copyright Law: A Comparative Study of Australia and Thailand," (The

7
The aim of TPM is to protect or secure works in digital format. 2 A
TPM provides a means for copyright owners to control the subsequent uses of digital
materials in a manner that is not possible in the case of works embodied in other
forms. For instance, once a person buys a printed book, the copyright holder has no
means to control how many times the purchaser of such book can read it, or whether
such person lends it to another person or copies portions of it. However, TPM
allows the right holder to do all these things in the case of e-books and .other digital
versions of the published materials.
TPM itself is vulnerable because, while copyright owners seek to
protect their work from unauthorized access and use by means of TPM, TPM can also
be disabled or circumvented.

Circumvention is sometimes called hacking or

manipulating TPM in some way so as to limit or eliminate the function it was
designed to perform such as by the use of computer programs, devices such as
microchips or unauthorized passwords. The making and distribution of circumventing
devices pose a serious danger to the TPM.

r-

2.1.2 Character of Technological Protection Measure

~

Commonly, there are two categories of TPM which are "access control
technology" and "copy control technology". 3

1. Access

NclT

*

Control is used by copyright owners to prevent

unauthorized persons from gaining access to their copyright material.s.

Access

control requires the application of information or a process, with the permission of
the owner or exclusive licensee of copyrighted works, to gain access to the works.
Degree of Doctor of Philosophy's Thesis, School of Law, The University of
Canberra, Australia, 2007), p. 121 .
2

Marilize Conroy, "A Comparative Study of Technological Protection

Measures in Copyright Law," (The Degree of Doctor of Laws, Distance Education
University, University of South Africa, 2006), p. 28.
3

Jakkrit Kuanpoth and Nandana Indananda, Technological Measure and the

Protection of Public Interest: Best Options for Thailand (Bangkok: Thammasat
University, 2007), p. 58.

8

Access control prevents someone from viewing, reading, hearing or copying of work
or receiving their works without the author's consent. 4 It is the equivalent of a
virtual lock on their works and only those with the right key may unlock such works
and enter them. Some examples of access control technologies could be payment
systems where the people have to pay a fee before access certain content on a
website, time access controls such as a technology that controls a period of time
consumers can access copyright content.

The most obvious examp.le of access

control technology is the use of password protection to ensure that only authorised
users access the content. Another common access control technology is encryption
or scrambling the content, which restricts access to authorised users who have the
"key" that will decrypt or unscramble the content. 5 On its own, access control is a
relatively weak method of protection because once a user obtains access to the
content, the technology does not prevent them from copying or redistributing it.
Therefore, if an unauthorised user (or "hacker") illegally obtain a password or
decrypts or unscrambles the work, the protected content becomes freely available. If
that content contains copyrighted works then those works, become susceptible to
infringement. 6
Control access TPM can control "the use in general" of information;
if it cannot be accessed, it cannot be used. An example of use control is the "dongle"
(or hardware lock) that is used in connection with software. To make copies of a
program is not prevented by this protection method, but because the program can
only be run and accessed if the dongle is insertea in the computer's parallel interface,
the technology prevents use of copies of the purchased original at the same time.

4

Marilize Conroy, "A Comparative Study of Technological Protection

Measures in Copyright Law," p. 29.
5

JR Therien, "Exorcising the Specter of a "Pay-Per-Use" Society; Toward

Preserving Fair Use and the Public Domain in the Digital Age," Berkeley Technology
Law Journal 16 (2001): 987.
6

M Forsyth, "The Digital Agenda Anti-Circumvention Provisions; A Threat

to Fair Use in Cyberspace," Australian Intellectual Property Journal 12 (2001): 86.

9
This example indicates that controlling access and certain uses may come down to
the same thing. 7

2. Copy Control enables the copyright owners to limit the users'
freedom of movement once they has accessed to the work. It means that such copy
control allows certain permitted activities but prevents unauthorised activities by a
user who has already accessed to the work.
Copy control is the most commonly applied use control. 8 However,
such TPM controls not only copying of the digitalized of the copyright works as de
Werra notes:
" ... these technologies c:m protect not only against the mere copying
of the work, but also against acts infringing other exclusive rights of copyright
owners .... A technological protection measure for audio (and video) content could
also be developed in order to prevent the streaming of these works on the Internet.
Because streaming does not copy the music onto the listener's hard drive, but merely
allows her to hear it, such a technology would mainly prevent the infringement of the
right of public performance and the right of distribution, and not the right of
reproduction". 9
One example of copy control measures that controls both copying
and distributing, which users of the Internet may frequently encounter, is the "read
only" display technology that does not allow users to copy and distribute the material
that is displayed on a website. For example, the copy and paste functiQns and the
printing functions may be disabled so that users can not cut and paste the material
into another application or print it off. This kind of technology was used by Adobe
in their Acrobat eBook Reader. This software is designed to protect the content of an
7

Institute for Information Law, Protection of Technological Measures

(Amsterdam : Institute for Information Law, 1998), p. 3.
8

Jacques de Werra, The Legal System of Technological Protection Measures

under the WIPO Treaties. the Digital Millennium Copyright Act, the European
Union Directives and other National Laws (Japan, Australia) (New York: ALAI
Congress, 2001 ), p. 6.
9

Ibid.

10
electronic book ("e-Book") and allow readers to view the e-Book's content on the
reader's computer. Not only users of this software are disabled from copying or
printing the books, they are not able to read thee-Book on any computer other than
the one it was ·first downloaded on. This effectively means that users cannot loan ebooks to other people and cannot continue to use the eBook if they upgrade the
operating system on their computer or purchase a new computer. 10
Copy protection is more dominant function than other

~ype

of copy

control TPM. 11 Copy control methods can prevent copying of the content that they
protect, whether the copying would constitute copyright infringement or not. Some
examples of copy control technologies could be: a software lock which prevents
users from making a copy of a computer program, encryption measures stored on the
disk containing a movie or CD which prevent someone from copying the movie or
songs on the disk, a technology that locks documents to prevent them from being
copied, a technology that add elements to the signal produced by a DVDNHS player
which make any film unwatchable. Moreover, a well-known example is the serial
copy management system (SCMS), which impedes the making of digital copies. In
other words, SCMS allows one copy to be made but prevent copies being made of
that copy. As a result, a copy of a digital work cannot be used as a digital master.
Another example of such a system is the Copy Generation Management System
(CGMS), an agreed standard that controls the copying of DVD video, which can
prevent entirely the making of any digital copies.

Other method of preventing

copying is to plant a "worm" in a computer program, which shows endeayor to copy
the program and "counterattacks" by erasing the copied files. 12 Also, a product may

10

Electronic Frontier Foundation, Frequently Asked Questions (and

Answers) About the Dmitry Sklyarov & Elcomsoft Prosecution, 19 February 2002,
At www.eff.org/IP/DMCA/US v Elcomsoft/us v elcomsoft fag .html. (last visited
20 September 2009).
11

Marilize Conroy, "A Comparative Study of Technological Protection

Measures in Copyright Law" p. 32.
12

T. G. Palmer, "Intellectual Property: A Non-Posnerian Law and Economic

Approach," Hamline Law Review 12 (1989): 289.
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be designed to prevent the making of print-outs or copies of the product in its
entirety, by blocking these functions through software routines. 13
One of the main differences between the two types of TPM is that
an access control technology will block access generally, while a copyright control
technology will operate at the point where there is an attempt to do an act protected
by the copyright such as making a copy of the copyrighted material. 14 In its 1999
advisory report on the Copyright Amendment (Digital Agenda) Bill

1~99,

the then

House of Representatives Standing Committee on Legal and Constitutional Affairs
of Australia observed that copy control measures are more closely allied with
copyright and the infringement of copyright than access control measures. Access
control measures seek to prevent all access to copyright material, not only that access
which is unlawful. 15
In practice, many current TPMs contain both access and copy
control elements. The copy control can, accordingly, also control access to a work.
The Content Scramble System (CSS) is an example of technology that serves as both
an access control and copy control. Motion picture studios use CSS to encrypt DVD
contents, and only licensed devices can decrypt and play CSS protected DVDs (thus
granting the user access to the contents). CSS serves as access control, and since it
CIT

*
13

Institute for Information Law, Protection of Technological Measures

(Amsterdam: Institute for Information Law, 1998), p. 3.
14

House of Representatives Standing Committee on Legal and Constitutional

Affairs, Review of Technological Protection Measures Exceptions, February 2006,
At http://www.aph.gov.au/HOUSE/committee/laca/protection/report.htm. (last visited 24
June 2009).
15

House of Representatives Standing Committee on Legal and Constitutional

Affairs, Advisory Report on the Copyright Amendment (Digital Agenda) Bill 1999,
At www.aph.gov.au/house/comittee/LACA/digitalagenda/contents.htm. (last visited
15 October 2009).
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generally also prohibits copies being made of the contents of the DVD, it serves as
copy control. 16

2.1.3 Function of Technological Protection Measure

Authors and Copyright owners usually apply TPM to control copyright
in various ways. Some TPMs are applied to prevent copyright infringement such as
control copying, the sale of copies, and the public broadcast of works. However,
some authors and copyright owners develop TPMs to prevent right users from the
access of reading or viewing their protected materials. Such TPMs or access controls
are not designed for protecting the infringement of the copyright and extend the
power to copyright owners to protect their works rather than the protection under the
copyright regime because both international and their domestic copyright laws do not
give copyright owners the exclusive to access their copyrighted wo ks.
Further, Copyright owners can apply TPM as monopoly instrument to
completely control over the market for their works. For instance, a printer distributor
has used a TPM to try to prohibit the sale of reused printer cartliidges. They were
sold to consumers at lower prices than new cartridges and own authorized
manufactured printer cartridges. TPM can be used to obtain rights beyond those
granted by national and international copyright concepts. Sometimes the use of a
TPM is manipulating markets to the detriment of consumers, rather than protecting
content. Rights holders have used TPM to effect geographical market segmentation
through region-coding technologies on DVDs and video-games. For inst<111ce, DVDs
typically contain regional codes that limit the ability to play a DVDs to a specific
region. The consumer is often unaware of the regional code until they purchase a
DVD while on vacation in one region only to find that they cannot play the disc on
their DVD player when they return home. In addition, some copyright owners use
the TPM as attacking interoperability preventing others from using their work with
other products for example, the play station copyright owner using TPM preventing
play station program from playing with personal computer.
16

Marilize Conroy, "A Comparative Study of Technological Protection

Measures in Copyright Law," (The Degree of Doctor of Laws, Distance Education
University, University of South Africa, 2006), p. 33.
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2.2 Principle and Concept of Fair Use Exception
Like other intellectual property doctrines, philosophy of copyright aims to
reach an optimal balance between the potentially conflicting public interests of 1)
encouraging -creativity by giving exclusive property rights in creations and 2)
fostering a competitive marketplace by giving the public access to works of
authorship and th~ ideas they encompass. 17 , whether in common law.or civil law
countries.
In principle, it is illegal for anyone to violate any of the rights provided by the
copyright law to the owner of copyright. These rights, however, are not unlimited in
scope. The copyright holds the exclusive right until the terms of protection ends and
it is true that, after the expiration of copyright, the public can access to the work. It
is, nonetheless, also true that the term of protection is remarkably long that the public
could hardly benefit from the creation should it has to wait that long. The law
accordingly, provides the exception to infringement of copyright to allow the public
to use the work within the scope drawn by the law even during the term of protection
in order to enhance the society to get benefits from the copyright work and to prevent
owners of the right from monopolizing their rights which will impede educational
development and fair use by the public. The exceptions of copyright are made to
adjust this balance of interest.
Fair use doctrine is one of the limitations on or exceptions to copyright
infringement that limits the exclusive right of the copyright owner in order to allow
the copyright users to access or to use copyright work under the law protection
without the permission and the payment committed to the copyright owner. Typical
examples are uses of copyright works for educational and administrative purposes,
for the reporting of news, private copy and private uses of copyright protected works.
This doctrine is subject to general principle, which is called "Three-step test" as a
general exception, authorises national legislation to permit reproduction of protected
works in certain special case, which does not conflict with a normal exploitation of

17

Barrett Magareht, Intellectual Propterty-Patent, Trademarks & Copyrights

(New York: Aspen Publishers Inc., 1998), p. 179.
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the work and does not unreasonably prejudice the legitimate interest of the author,
which is provided under the Berne convention 18 and TRIPS agreement 19
The purpose of fair use is to balance between the copyright holders and
public interest. Because of the diversity of social, economic and cultural system in
each country,_fair use in the legislation of one country, hence, could be the same as
or different with others. However, fair use in each country still is the same general
principle: allowing the copyright users to access or to use copyright wo!k under the
legal protection without the permission and the payment committed to the copyright
owner, but the fair use doctrine in each countries are called vary from country to
country.
Notwithstanding, in this research paper, the researcher will refer to "fair use'',
which is the general term of exception of copyright infringement accepted by many
countries, instead of "limitation on or exception to copyright infringement".
Fair use has originated in the common law system and developed through a
substantial number of court decisions over the years until this doctrine has been
codified in the copyright law of many countries including Thailand. 20 This exception
is, however, determined on a case-by-case basis, sometimes with contradictory
results, for example, not all educational uses are fair use. Thus, there are four factors
that are taken into consideration in determining whether or not a specific action is a
"fair use". These factors, which are commonly applied in many countries are as
follows 21 :

18

Article 9(2) of the Berne Convention for the Protection of Literary and

Artistic Works (Paris Act, 1971) NO 615(E).
19

Article 13 of the Agreement on Trade Related Aspects of Intellectual

Property Rights (TRIPS), Annex 1C, 1994.
20

Nattika Nitayaphorn, "Fair Use Guideline For Educational Purposes

. under the Copyright Act of B.C. 1994," (Master Degree of Laws, Graduate School,
Chulalongkorn University, 2006), p. 13.
21

Maricopy Community Colleges-office of General Counsel, Intellectual

Property, At http://www.maricopa.edu/legal/ip/guidelines/fairuse.htm. (last visited
10 August 2009).
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1. the purpose and character of the use, including whether or not such use is
for commercial or non-profit or educational purpose,
2. the nature of copyright work,
3. the amount and substantiality of the portion used in relation to the
copyright work as a whole, for example, whether he/she use a small or large amount
and that part of use is central and essential, and
4. the effect of the use upon the potential market, for example, whether such
use tend to diminish the market for copyright work.

2.3 International Conventions Relating to Technological Protection
Measure and Copyright Exceptions
Most countries are parties to one or more international copyright treaties,
namely the Berne Convention, the TRIPS Agreement, the WIPO Copyright Treaty.
The international copyright treaties require their signatories to recognise the
copyright of works of authors from other signatory countries in the same way it
recognises the copyright of its own nationals.

This encourages the signatory

members to carefully create their own copyright legislation to meet the purpose of
the international conventions and treaties.

*
2.3.1 Berne Convention for the Protection of ihe Literary and Artistic
Works (Berne Convention)
The Berne Convention was first adopted in 1886 as an agreement to
honor the rights of all authors who are nationals of countries that are party to the
Berne convention. The current version of the Berne Convention is the Paris Act of
1971. This Convention is administered by the World Intellectual Property
Organization, (WIPO). It provides copyright protection to the works originating in
one Member State to be protected in other Member States the same way such States
protect the works of their own nationals. In addition, this convention sets out the
minimum rights, which means that the laws of Member States must provide the

16
minimum levels of protection established by the Convention ... 22 Thailand is one of
the contracting states this Berne Convention and became a Member state on July 17,
1931. Thailand, therefore, is obliged to comply with this Convention by adopting the
Convention into domestic copyright law.

1. Exclusive Rights under Berne Convention
The Berne Convention requires that a nation must _provide the
minimum protection exclusive rights for authors of literary and artistic works
including the right of translation 23 , the right of reproduction "in any manner or
form" 24 ,the right of public performance of dramatic, dramatico-musical and musical
works 25 , the right of broadcasting and communication to the public by wire, by rebroadcasting or by loudspeaker or any other analogous instrument of the broadcast of
the work 26 , the right of public recitation 27 , the right of adaptation, arrangement and
other alteration of their works 28 , the right of making cinematographic adaptation and
22

The WIPO Intellectual Property Organization (WIPO), "Overview of the

International Protection of Copyright and Related Rights: from the Berne Convention
for the Protection of Literary and Artistic Works to the WIPO Copyright Treaty and
the WIPO Performances and Phonograms Treaty," WIPO National Seminar on
Copyright and Related Right for Lawyers and Judges, Damascus, Syrian Arab
Republic, April 27 and 28, 2005, pp. 4-5.
23

Article 8 of Berne Convention for the Protection of the Literary and

Artistic Works.
24

Article 9 of Berne Convention for the Protection of the Literary and

Artistic Works.
25

Article 11 of Berne Convention for the Protection of the Literary and

Artistic Works.
26

Article 11 bis of Berne Convention for the Protection of the Literary and

Artistic Works.
27

Article 11 ter of Berne Convention for the Protection of the Literary and

Artistic Works.
28

Article 12 of Berne Convention for the Protection of the Literary and

Artistic Works.
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reproduction of works, and the ·right of distribution of the works thus adapted and
reproduced. 29 Moreover, the author also has the right to claim authorship of his work
and the right to object to any distortion, mutilation or other modification of, or other
derogatory action in relation to the work, which would be prejudicial to his honor or
reputation. 30

-

2. Limitations on and Exceptions to Copyright Infringt;ment under
the Berne Convention

The Berne Convention provides a minimum standard of copyright
protection, and allows certain limitations on economic rights at the same thing.
These limitations are commonly referred to as "fair use" of protected works, and are
set forth in Articles 9(2) (reproduction in certain special cases), Article I 0
(quotations and use of works by way of illustration for teaching purposes), Article
1Obis (reproduction of newspaper or similar articles and use of works for the purpose
of reporting current events), and Article 11 bis(3) (temporary recordings for
broadcasting purposes).

Countries that adhere to Berne agree to include this

minimum standard in their own domestic copyright statutes, and often go beyond the
minimum standard.
Article 9 (2) describes the so-called Three-step test as a general
exception concerning reproduction rights. The test sets limits to the limitations and
exceptions on the copyright holders' rights. The test has been embodied in several
international treaties and its scope of application has broadened significantly.
Nowadays, the Three-step test appears in the Berne Convention as well as in the
TRIPS Agreement, the WIPO Copyright Treaty, the WIPO Performances and
Phonograms Treaty and the EU Copyright Directive.

29

Article 14 of Berne Convention for the Protection of the Literary and

Artistic Works.
30

Article 6bis(l) of Berne Convention for the Protection of the Literary and

Artistic Works.
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This Article

31

grants the Member

States the

authorization to appreciate the right holder's exclusive rights.

appropriate

However, the

authorization to the reproduction of copyright work is made (a) in certain special
case (b) does not conflict with a normal exploitation of the work and (c) should not
unreasonably_prejudice the legitimate interests of the author.

3. Technological Protection Measure under the Berne <:;onvention
The Berne Convention -the first treaty in the field of copyright- was
introduced in an analogue era. At that time, most of copyright works made from
printed materials, and the implication of digital technology and the Internet had not
boomed, and technological protection measures had not yet been implemented by
copyright owners, so the legal protection of copyright for literary and artistic works
under this Convention was enough to protect rights of authors. It does not provide
any provisions concerning the TPM.

2.3.2 The Agreement on Trade Related Aspects of Intellectual Property
Rights (TRIPs)
The Agreement on Trade-Related Aspects of Intellectual Property
Rights (TRIPS Agreement) was concluded in 1994 as part of the Uruguay Round
negotiation under the former GATT (now the World Trade Organization).

It

contains provisions on copyright protection and intellectual property rules to the
multilateral trading system for the first time. It sets down minimum

lev~ls

for most

forms of intellectual property regulation within all member countries of WTO. The
TRIPS agreement requires all members to comply with the substantive provisions i.e.
Article I to 21 and the Appendix of the Berne Convention. 32 Thailand became a
31

"It shall be a matter for legislation in the countries of the Union to permit

the reproduction of such works in certain special cases, provided that such
reproduction does not conflict with a normal exploitation of the work and does not
unreasonably prejudice the legitimate interests of the author." (Article 9(2) of Berne
Convention).
32

Articles 9. I of The Agreement on Trade Related Aspects of Intellectual

Property Rights (TRIPS), 1994.
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member of WTO and has the obligation to comply with the TRIPS Agreement.
Thailand, hence, has to provide a domestic law containing the provisions that are in
line with in the TRIPS Agreement and makes it a domestic law. There is, however,
one important exception:

the TRIPS Agreement provides that no rights or

obligations are created in respect of moral rights.33

1. Exclusive Rights under the TRIPS Agreement

In addition to its incorporation of Berne Convention standards, the
TRIPS Agreement requires that the laws of Contracting Parties make clear that
computer programs are protected as literary works as well as compilations of data
shall be protected as original creations. 34 The TRIPS Agreement also provides the
exclusive rental right to copyright owners in respect of computer programs and
audiovisual works to authorise or to prohibit the commercial rental to the public of
originals or copie of their copyright works. 35

2. Limitations on and Exceptions to Copyright Infringement under
the TRIPS Agreement

The basic provision of the TRIPS Agreement on limitation of and
exception to copyright and related right is contained its Article 13. This provision
requires Contracting States to confine limitations or exceptions to exclusive rights to
certain special cases which do not conflict with a normal ex'J)loitation of the work
and do not unreasonably prejudice the legitimate interests of the right ho!der. 36 The
Three-step test in Article 9(2) of the Berne Convention is repeated using almost the same
terminology in Article 13 of the TRIPS Agreement. However, the TRIPS Agreement
33

Articles 6bis of The Agreement on Trade Related Aspects of Intellectual

Property Rights (TRIPS), 1994.
34

Articles 10 of The Agreement on Trade Related Aspects of Intellectual

Property Rights (TRIPS), 1994.
35

Articles 11 of The Agreement on Trade Related Aspects of Intellectual

Property Rights (TRIPS), 1994.
36

Articles 13 of The Agreement on Trade Related Aspects of Intellectual

Property Rights (TRIPS), 1994.
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makes it clear that the Three-step test applies to all exclusive rights in literary and artistic
works stated under the TRIPS Agreement including the Berne Convention, not only to
the reproduction right as stipulated in the Berne Convention.
3. Technological Protection Measure under the TRIPS Agreement
The TRIPs Agreement represents the efforts to revise and update
international copyright standards to take account of technological developments that
have occurred after the Berne Convention was implemented. However, even though
the TRIPs Agreement applies to many of the issues raised by digital technology, it
does not contain any provisions concerning TPM. The issue of TPM was first
introduced in the WIPO Copyright Treaty.

Yo

2.3.3 The WIPO Copyright Treaty (WCT) 1996
Notwithstanding, the copyright law gives the copyright holder exclusive
right to control the use of his copyright work, the digital technological development
has profoundly affected the way in which works can be created, used and
disseminated. When digital technology makes unauthorized use of the right holders'
works easy, fast, and difficult to prove the boundary problem between the fair use
and infringement of copyright works, then, they losses their power to keep their
rights under control.

As a result, in order to build up confidence in copyright

holders, in Geneva, in December 1996, WIPO set the framework for world digital
copyright regimes by originating the WIPO Copyright Treaty (WCT) 1996 and
WIPO Phonograms and Performers Treaty (WPPT) 1996.

Neverthel~ss,

in this

section, the author will focus on the legal protection as laid down in the WIPO
Copyright Treaty (WCT) 1996
The WCT is a special Agreement within the meaning of Article 20 of
the Berne Convention. 37 Therefore, interpretation of any provision of the WCT must
not result in less protection than those granted by the Berne Convention, and no
interpretation of the WCT is acceptable if it results in decrease of the level of
protection granted by the Berne Convention. 38
37

Article 1(1) of the WIPO Copyright Treaty (WCT), 1996.

38

"The Governments of the countries of the Union reserve the right to enter

into special agreements among themselves, in so far as such agreements grant to
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The purpose of the WCT is to update and improve the protection of the
already existing copyright and related rights treaties. The WCT directly responds to
the advances of the new digital technologies.

This treaty ensures that the right

holders will continue to be adequately and effectively protected when their works are
disseminated lhrough new technologies and communications systems such as the
internet. It also specifies the exclusive right, limitation and exceptions applicable in
the digital environment including technological protection

measur~s

that the

copyright owners can apply to control whether and how their creations are made
available online to individual consumers at a time and a place chosen by the consumer.

1. Exclusive Rights under the WCT

The WCT deals with the protection for authors of literary and
artistic works such as writings and computer programs; original databases, musical
works -audiovisual works- works of fine art, and photographs and provides the
exclusive reproduction right for authors in according to Article 9 of the Berne
Convention. 39 The treaty clarifies that the traditional right of reproduction continues
to apply in the digital environment including the storage of protected works in digital
form in an electronic medium as an Agreed Statement adopting by the Diplomatic
Conference which reads as follows: "The reproduction right, as set out in Article 9 of
the Berne Convention, and the exceptions permitted thereunder, fully apply in the
digital environment, in particular to the use of works in digital form. It is understood
that the storage of a protected work in digital fomn in an electronic medium c,pnstitutes a
reproduction within the meaning of Article 9 of the Berne Convention." 40

authors more extensive rights than those granted by the Convention, or contain other
provisions not contrary to this Convention." (Article 20 of Berne Convention)
39

Article 1 of the WIPO Copyright Treaty (WCT), 1996.

40

The International Bureau, "The WIPO Copyright Treaty (WCT) and The

WIPO Performances and Phonograms Treaty (WPPT)," National Seminar on the
WIPO Internet Treaties and the Digital Technology, Rio de Janeiro, Brazil,
September 17 to 19, 2001, p. 6.
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In addition, The WCT also grants authors the exclusive right to
distribute to originals and copies of works to the public through sale or other transfer
of ownership41 , the right ofrental 42 , and right of communication to the public43 .

2. Limitations on and Exceptions to Copyright Infringement under
theWCT
The WCT contains provisions concerning the limitati_ons on and
exceptions to the digital environment and requires its Contracting States to enact
exceptions within the confines of the Three-step test. The Three-step test is provided
indirectly in the WCT under Article 1(4) and explicitly under Article 10.
Article 1(4) of the WCT4 4 requires Member States to comply with
Article 1 to 21 and the Appendix of the Berne Convention. This means that although
Contracting Parties are not a member of the Berne Convention, they still have to
apply the three-step test to the reproduction right by virtue of Article 9(2) of the
Berne Convention.
Moreover, Article 10 of WCT 45 incorporate directly the "Threestep" test in the text. It contains two paragraphs namely paragraph (1) apply the
three-step test to all types of exceptions to the rights granted under the WCT, while
41

Article 6(1) of the WIPO Copyright Treaty (WCT), 1996.

42

Article 7 of the WIPO Copyright Treaty (WCT), 1996.

43

Article 8 of the WIPO Copyright Treaty (WCT), 1996.

44

"Contracting Parties shall comply with Articles 1 to 21 and the Appendix

of the Berne Convention."(Article 1(4) of WIPO Copyright Treaty (WCT),1996)
45

"(1) Contracting Parties may, in their national legislation, provide for

limitations of or exceptions to the rights granted to authors of literary and artistic
works under this Treaty in certain special cases that do not conflict with a normal exploitation
of the work and do not unreasonably prejudice the legitimate interests of the author.
(2) Contracting Parties shall, when applying the Berne Convention, confine
any limitations of or exceptions to rights provided for therein to certain special cases
that do not conflict with a normal exploitation of the work and do not unreasonably
prejudice the legitimate interests of the author" (Article 10 of the WIPO Copyright
Treaty 1996)

23
paragraph (2) use the Three-step test only to the exclusive reproduction rights under
Article 9(2) of the Berne Convention. It is understood that Article 10(2) neither
reduces nor extends the scope of applicability of the limitations and exceptions
permitted by the Berne Convention. Therefore, such Article covers all rights by the
WCT and

th~ Berne

Convention. When compared to the TRIPS Agreement, Article

10 of the WCT are similar to those in Article 13 of the TRIPS Agreement which
applies the same test for all rights provided by TRIPS. 46

3. Technological Protection Measure under the WCT
The WCT has established the international legal framework for
protection of technological protection measure (TPM) that is used to control access
to, and use of, copyright works. However, there is no definition of TPM under this
treaty. In a digital environment, the TPM can be destroyed easily. Consequently, the
copyright holders require provisions which ensure that technologies, used by the
right owners to protect the copyrighted work against illegal uses, may not be
circumvented. In this regard, the Article 11 of the WCT sets

~own

a minimum

requirement for Member Parties to provide "anti-circumvention" provision and
contracting parties may go beyond this provision and provide the technological
measures a greater protection.
Article 11 of the WCT states that:

INcrr

*

"Contracting Parties shall provide adequate legal protection and
effective legal remedies against the circumvention of effective te(;hnological
measures that are used by authors in connection with the exercise of their rights
under this Treaty or the Berne Convention and that restrict acts, in respect of their
works, which are not authorized by the authors concerned or permitted by law."
As above, the language of Article 11 of the WCT mandates
protection of "effective technological measures." The definition of the term is not
provided by the WCT. Hence, it is left to the domestic law of the Contracting Parties
to define the term. The provision requires protection "against the circumvention" of

46

Wariya Lamlert, "International Uncertainty in the Exceptions for Individual Use

in Copyright Law: A Comparative Study of Australia and Thailand," p. 67.
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technological measures. This covers only the actual act of circumventing, but not
preparatory activities such as manufacture and imports of the circlUTivention device.47
The WCT signatories are required to provide "adequate legal
protection" and "effective legal remedies" against circlUTivention, but are not
required to prohibit all acts of circumvention. Although the WCT does not clearly
contain any provisions that the Contract Parties are obliged to provide exceptions to
the circlUTivention prohibition, the treaty leaves room for

signatori~s

to permit

exceptions where circumvention of a TPM is necessary to exercise a right under
existing domestic law. The WCT also does not require signatories to outlaw all
tools, technologies and devices that can be used to circumvent TPM so long as
"effective legal remedies" in domestic laws are available to the right holders. For
example, the Australian TPM legislation has a procedure for authorizing use of
circumvention tools for certain non-infringing "permitted purposes" under Australian
copyright law. 48
From all above mentioned international conventions, it can be
concluded that the Berne Convention and the TRIPS Agreement were created in the
environment tha the implementation of TPM had not yet been well known. The
right holders had not yet applied TPM to protect their copyright materials from
infringing acts of consumers. Therefore, the legal protection of copyright under the
Berne Convention and the TRIPS Agreement were enough to protect rights of
copyright owners at that time even though these treaties do not provide any provision
concerning TPM. The WCT is introduced in the period that TPM is io.creasingly
used in copyrighted works, and circumventing act of TPM is also expanded by
copyright users. The WCT, thus, is the first treaty to provide the legal protection of
TPM or anti-circumvention law.

47

Wencke Baesler, Technological Protection Measures in the United States,

the European Union and Germany - How Much Fair Use Do We Need in the "Digital
World? (California: The Berkley Electronic Press, 2003), p. 4.
48

Section 116A of the Copyright Act of 1968.
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2.4 Copyright Protection in the Digital Environment

From above mentioned, in the analogue environment, TPM had not been
introduced yet ·because copyright works were in printed materials. When analogue
world changed to the digital world, the growth of technologies enables individual
consumers to perfectly, speedily, and cheaply copy and distribute unlimited copies of
unauthorized digital works.

Further, it is very difficult to detect copyright

infringement and identify the liable person for the infringement.

Right holders,

hence, use TPM in order to prevent infringement of copyright materials that are in
digital format, which are easily reproduced and distributed. However, copyright
users have developed a method of circumventing Tl>M in order to access and make
use of the works which are locked by TPM.

Circumvention of TPM causes a

problem to copyright owners because their works will be infringed if the TPM is
circumvented.
copyright users.

Further, many of them are affected by fair use defence of the
To prevent circumvention of the TPM, the WCT and many

countries create legal protection against the circumvention of TPM or "anticircumvention law" for copyright owners so that they can use to protect their works
from infringing uses. Therefore, It can be concluded that the copyright owner gets
the benefit from three levels of copyright protection: first, copyright works are
protected by traditional copyright law, second, they are protected by technological
protection by TPM, and thirCI, they are protected by anti- circumvention law. 49

2.5 Copyright Law in Thailand
Over the years, the copyright law of Thailand has been amended so as to be
in line with the country's commitments in multilateral trading system which
developed countries play a big role in the establishment. Thailand, which became a
member of the World Trade Organization (WTO), has the commitment under the
TRIPS Agreement to provide the effective and appropriate enforcement of copyright

49

Jakkrit Kuanpoth and Nandana Indananda, Technological Measure and the

Protection of Public Interest: Best Options for Thailand, p. 59.
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protection. Today, Thailand enforced the Copyright Act B.E. 2537 (1994) and its
scope of protection was expanded and the substance of Thai copyright law has been
adjusted to meet the accepted international standards.
At present, the Department of Intellectual property (DIP) is in the process of
amending

th~

Copyright Act B.E. 2537 (1994) to make it more effective, in

compliance to international standard.

This includes establishing the collective

management organization (CMO), providing sufficient protection to the works in
digital environment, including the establishment of TPM and providing protection
for right management information (RMI). so

2.5.1 Substance of Copyright

RSJ

Under Section 4 of Copyright Act B.E. 2537, the work to be protected
must be original, not a duplication from a prior work. It is not necessary that the
work should be novel, but it must be created or made by the author' s endeavor and is
not copied or reproduced or adapted from other copyright works. 51 It is clear that the
copyright law protects the work only in the form in which it is expressed but shall
not extend to ideas or procedures, processes or systems or methods of use or
operation or concept, principles, discoveries or scientific or mathematical theories. 52
The protected copyright work must only be a work of authorship
recognised by law: in the form of literary, dramatic, artistic, musical, audiovisual,
cinematographic, sound recording, sound and video broadcasting work or any other
work in the literary, scientific or artistic domain whatever may be the mo..de or form
of its expression. 53 Works that are not deemed copyright work and are not protected
by the Act include (1) news of the day and facts having the character of being
information only (2) constitution and legislations (3) regulations, by-laws,
notifications, orders, explanations and official correspondence of the Ministries, sub-

so Department of Intellectual Property, Ministry of Commerce Thailand,
Thailand's Implementation on Intellectual Property Rights (November 2007Februarv), p. 5., At http://www.ipthailand.org. (last visited 28 June 2009).
51

The decision of Supreme Court no. 2750/2537, 2551.

52

Section 6 paragraph 2 of Copyright Act B.E. 2537.

53

Section 6 paragraph 2 of Copyright Act B.E. 2537.
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Ministries, Departments or any other state or local units (4) judgement, orders,
decisions and official reports (5) translation and collection of those in (1) to (4) made
by the Ministries, Department or any other government or local units. 54 Therefore,
such works can be used freely in the public domain without having to ask for
permission although such work appears in the copyright work of other persons.

2.5.2 Exclusive Rights of Copyright

The Copyright Act's purposes are to protect the benefit of a person who
uses his expertise to create a work, and to support new work creation which will be
useful for all human beings. Under the Copyright Act B.E. 2537, the copyright
owner has exclusive rights regarding the following act:
1) Reproduction or adaptation,
2) Communication to public,
3) Letting of the original or the copies of a computer program, an
audiovisual work, a cinematographic work and sound recordings,
4) Giving benefits accruing from the copyright to other persons, and
5) Licensing the rights mentioned in 1), 2) or 3) with or without
conditions provided that the said conditions shall not unfairly restrict the competition. 55
NCIT

2.5.3 Infringement of Copyright
It is an infringement of copyright for any person to do anything, that by

this Act only the owner of the copyright has the exclusive right to do,

~ithout

the

consent of the copyright owner. The infringement of copyright in accordance with
the present Act is strictly divided into two kinds: 1) direct infringement and 2)
indirect infringement.

1. Direct Infringement means the act when any person violates any of

the exclusive rights of the copyright owner. The Act provides the general rule of
primary infringement that the reproduction or adaptation or dissemination to the

54

Section 7 of Copyright Act B.E. 2537.

55

Section 15 paragraph 1 of Copyright Act B.E. 2537.
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public of a copyright work according to the Act without the authorization of
copyright owner shall be deemed an infringement of copyright. 56
Apart from the general rule, the Act also provides the primary
infiingement in specific works that, in relation to an audiovisual work, cinematographic work,
sound recordiil.g work and computer program, the infringement not only concerns the
reproduction or adaptation or communication to the public of these works, but also
includes the letting of the original of such works. 57 The scope of infringement in
these works is broader than the general rule because the copyright owner additionally
has the exclusive rental right.
Further, the Act provides that each of the following acts against the
broadcasting work without permission of copyright owner shall constitute an
infringement of copyright: (1) making an audiovisual work, a cinematographic work,
a sound recording or a sound and video broadcasting work whether of the whole or
in part, (2) rebroadcasting whether of the whole or in part, (3) making a sound and
video broadcasting work to be heard or seen in public by charging money or another
commercial benefit. 58

2. Indirect Infringement is the acts which occur after the direct
infringement which somehow support the distribution of illegal copies of the work.
The Act stipulates that any person knows or should have reason to know that a work
was made by an infringement of another person' s copyright and accordingly commits any of
the following acts to such work for profit shall be deemed to infringe the copyright:

.

1) selling, possessing to sale, offering for sale, letting, offering for
lease, selling by hire purchase or offering for hire purchase,
2) communication to the public
3) distribution in the manner which may cause damage to the
owner of copyright, and
4) self-importation or importation by order into the Kingdom.
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Section 27 of Copyright Act B.E. 2537.
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Section 28 and 30 of Copyright Act B.E. 2537.
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Section 29 of Copyright Act B.E. 2537.
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An infringement of copyright is subject to both civil and criminal
action; the owner of the copyright is entitled to claim for compensation in the Civil
Court and to file a criminal lawsuit by himself, or to file an acquired to the official in
order that the public prosecutor will file the lawsuit for him. The prescription of an
action for

an__ infringement

is three years from the day when the owner becomes

aware of the infringement but it must not be entered later than ten years from the date
of the infringement of the copyright. 59

2.5.4 Limitations on or Exceptions to Copyright Infringement

Section 32 to 43 of the

~ct

provides certain exception to infringement

of copyright to allow the public to use the work within the scope drawn by the law
and to prevent the right owners from monopolizing their rights which will impede
educational development and fair use by the public. These exceptions are subjected
to the principle "the Three-step test" of Article 9(2) of the Berne Convention and
Article 13 of the TRIPS Agreement which authorize national legislation to permit
reproduction of protected works in certain cases witch does not conflict with a
normal exploitation of the work and does not unreasonably prejudice the legitimate
interest of the copyright owner.
In this research paper, the researcher will only focus on the exception
of copyright infringement provided in Section 32 of the Act and refer to "fair use",
which is the general term of exception of copyright infringement accepted by many
countries, instead of "the exception of copyright infringement".
The Act provides general exception which states that "an act against a
copyright work of another person, which does not conflict with a normal exploitation
of the copyright work of the owner of copyright and does not unreasonably prejudice
the legitimate right of the owner of copyright, shall not be deemed an infringement
of copyright." 60

·
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Section 63 of Copyright Act B.E. 2537.
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Section 32 Paragraph 1 of Copyright Act B.E. 2537.

30
In addition, the Act also clearly provides a specific exception, a list of
the non-infringement acts done in relation to the copyright work of another person, if
done as follows 61 ;
"(1) research or study of the work which is not for the profit,
(2)

use for personal benefit or the benefit of himself and other family

members or close relatives,
(3)

comment, criticism or introduction of the work with an

acknowledgement of the ownership of copyright in such work,
(4)

reporting of the news through mass-media with an acknowledgement of

the ownership of copyright in such work;
(5)

reproduction, adaptation, exhibition or display for the benefit of

judicial proceedings o administrative proceedings by authorized officials or for
reporting the result of such proceedings,
(6)

reproduction, adaptation, exhibition or display by a teacher for the

benefit of his teaching provided that the act is not profitable,
(7)

reproduction, adaptation in part of a work or abridgement or

making a summary by a teacher or an educational institution so as to distribute or sell
to students in a class or in an educational institution provided that the act is not profit, and
(8)

use of the work as part of questions and answers in an examination"

From above, such acts, which shall not be deemed an infringement of
copyright, can be classified into three groups of fair use on copyright.. works as
follow;

1. For Educational Purpose
fair use doctrine application for the educational purpose according
to Section 32 paragraph 2 in subsection (1), (6), (7) and (8)
The education is one of the most significant factor in developing
countries, including Thailand. Reproduction of literary work may be required, such
as statements from books or artistic work from copyrighted work of other persons for
the benefit of study and teaching. Although the Copyright law stipulates that the
61

Section 32 Paragraph 2 of Copyright Act B.E. 2537.

THE ASSUMPTION UNIVERSITY LIDRAR\'
31

copyright owners have exclusive rights over their work, however, in order to
promote the educational progress, the law also prescribes the reasonable exceptions
from infringement of copyright for the benefit of study and teaching. Such actions
include reproduction and adaptation of some parts of the work, or abridgement or
making a summary by teachers or educational institutions for the benefits of their
teaching, or using the work as parts of questions and answers in the examination.
The fair use on the educational purpose shall be

di~ided

into 2

issues depends on the person who invoke the fair use doctrine as follow;
1)

the act shall be deemed fair use for educational purpose of

people in general
(1) Fair use application of educational purpose of general

people relating research or study of the work which is not for profit according to
Section 32 paragraph 2 in subsection (1)
The law permits anyone to reproduce, adapt, display or
distribute copyright works for purpose of education without the copyright owner's
consent but the objective of such acts must not be for the commercial purpose. For
example, a student copies the article to do his exercise in his study.
(2) Fair use application of educational purpose of general
people relating utilizing of the work as a part of the examination questions and
answers according to Section 32 paragraph 2 in subsection (8)
The law grants anyone to use copyright works in various
ways such as reproduction, adaptation, display or distribution of copyright works for
asking and answering questions in the examination. For example, a teacher may use
a poem as the exam so that the students can criticize, or a student may do his exam
by quoting the statement from the textbook he has studied.
2)

The act shall be deemed fair use for educational purpose of

teacher or education institution
The law allows teacher and educational institution claim the
fair use of copyright work. However, the Act does not define the words (teachers)
and (educational institutions). The word teachers, thus, means a teacher in general

32
not limit to school teacher or university teacher, and the educational institution
means the place established for educational purpose. 62
(1) Fair use application of educational purpose of a teacher

according to Section 32 paragraph 2 in subsection (6)
The law permits any teacher to reproduce, adapt, display
or distribute copyright works for teaching purpose without the copyright owner's
consent but the objective of such teacher's act must not expect the profit.

For

example, a teacher may copy a chart and display it during his teaching in class.
(2) Fair use application of educational purpose of a teacher or
educational institution according to Section 32 paragraph 2 in subsection (7)
The law authorises any user as a teacher or educational
institution to reproduce or adapt in part of a copyright work or shorten or summarize
a work in order to distribute or sell for non-commercial purpose to students in a class
or in an educational institution without the copyright owner's consent. For example,
a teacher may make a summary on the essential issues of the lessons learned and
distribute to limited number of students so as to study in the class.

2. For Personal Benefit

RI I.

personal benefit fair use doctrine application for according to
Section 32 paragraph 2 in subsection (2)
The law permits anyone to use the copyright work, such as
reproduction, adaptation or communication to the public of the copyright work, for
his/her own benefit, or his/her family members' benefit, or his/her close relatives'
benefit without the copyright owner's authorisation. For example, a daughter copies
the favorite movie to her father and her aunt.

3. For the Benefit of People to Acknowledge the Informational

fair use doctrine application for the benefit of people to acknowledge the
information according to Section 32 paragraph 2 in subsection(2), (3) and (4)
The law permits the right of people in general to comment, criticize,
62
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introduce the copyright work or report the news through mass-media, such as in
newspaper, film, television or by means of broadcast, without the copyright owner's
consent. This right is a fundamental right of an individual to receive the information
in society. 63 However, the copyright user must use the copyright work with an
acknowledgel)'lent of the copyright owner in such work. For example, anyone who
criticizes the legal book through newspaper about the effect of such research to the
society should mention the author's name.

4. For the Benefit of Judicial Proceedings or Administrative Proceedings
fair use doctrine application for the benefit of judicial proceedings
or administrative proceedings by authorized officials according to Section 32
paragraph 2 in subsection (5)
The law allows copyright user to exploit the copyright work, such as
reproduction, adaptation, exhibition or display of the copyright work, for judicial
proceedings or administrative proceedings by authorized officials purpose or for
reporting the result of such proceedings purpose without the copyright owner' s
permission. For example, a plaintiff copies the copyright work which is used as
evidence to submit to the court for proceedings.
Nevertheless, all the above mentioned acts in relation to the
copyright works in Section 32 paragraph 2 (Section 32 (1) to (8)), which shall not
constitute the infringement of copyright, must be under the general exception, that is,
the copyright users' act must not conflict with the normal exploitation in the
copyright work and not unreasonably affect the legitimate right of the copyright
owners, otherwise such acts shall be deemed a copyright infringement. 64

2.5.5 Technological Protection Measure Provisions in the Copyright Act
B.E. 2537
The Copyright Act 2537 has not yet provided the legal protection for
TPM. The Department of Intellectual Property (DIP) is now in the process of
63
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amending the Copyright Act B.E. 2537 to contain the legal protection to copyright
owners regarding to technological protection measure in line with international standard,
as set by the WCT, although Thailand has not yet ratified the WIPO Internet treaties,
WCT and WPPT. 65

Further, in details, TPM provisions in the draft of the Thai

Copyright La_w Amendment, which prohibit the circumvention of access control
TPM and trafficking the circumvent device or service, are similar to provisions under
Digital Millennium Copyright Act 1998 (DMCA) and Free Trade Agreement (FTA)
made between U.S. and other countries because Thailand is forced to make Free
Trade Agreement (FTA) with U.S .. 66 These provisions go far beyond the standard of
WCT.
Although the Copyright Act B.E. 2537 has not yet provided any legal
protection of TPM or other TPM provisions, but they are now addressed in Draft of
Copyright Law Amendment. There is, currently, a legal protection concerning TPM
in sections 5-7 of the Computer Crime Act B.E.2550 (2007) regarding the computer
system and computer data, not all copyright works protected by the Copyright Act.
It imposes the criminal offence on the person who circumvents access prevention

measure to illegally access a computer system or computer data, and on anyone who
produces or distributes circumvention device and service. Nonetheless, this research
will focus only TPM which causes the effect on accessibility to all copyright works
of the right users authorised by the limitations on or exceptions of copyright
infringement which is provided according to the Copyright Act B.E. 2537 only.
Thus, if the issue in the Computer Crime is similar to in the Copyrigpt Act, the
researcher would consider in the same way.
As above mentioned, because the Drafted Copyright Amendment is not
yet enforced, there is not legal protection of TPM to copyright owners as well as
legal limitation of the scope of the application of TPM by copyright owners to their
65
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copyrighted materials.

Hence, right holders in both developed and developing

countries including Thailand, are free to create TPM in order to prevent their
materials from the right access to or the use of such copyright materials by right
users. As a result, unlimited application of TPM by the right holders causes right
users have to_face the obstacle to or problem of access or use the copyright works
even though such uses are legal under copyright law exception, including fair use
that the researcher will mention such problem in details in Chapter 4.

Chapter 3
General Principle and Concept of Technological Protection
Measure (TPM) in Foreign Copyright Law
As in digital world, TPM in copyright works plays an important role not only
in Thailand, but also in other countries. Therefore, in this chapter, the researcher
studies the character, concept and the application of TPM in both developed country,
namely Australia, and developing country, namely Malaysia including their
copyright laws relating the TPM provisions so that such study can be useful in
analyzing the problems found and propose solutions of the application of TPM in the
next chapter.

3.1 Australian Copyright Law
In Australia, copyright law is applied through the Copyright Act 1968 and in
court decisions which have interpreted the provisions of the Act. Because of the
development of digital technologies and the growth of computer networks such as
the Internet, it has exposed gaps in copyright protection under the Act. Then, in
2000, the Act has been reformed and updated by the Copyright Amendment (Digital
Agenda) Act 2000 (the CADA) in order to take into account the rapid development
of new technologies as well as line with the obligations set out in 'the WIPO
treaties. 67 The CADA extends both copyright owners' rights and the various
exceptions. From time to time, the Act is amended to keep the law relevant and up
to date. Finally, in 2006, the Copyright Amendment Act 2006 was enacted. The Act
principally derived from the free trade agreement which the government was
negotiating with the United States during 2003 (AUSFTA), and which was signed in
May 2004. For example, the provisions in the Copyright Amendment Act 2006
concerning "technological protection measures" (and which deal with hacking and
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cracking into digital copyright material) are a direct result of Australia's obligations
under the AUSFTA. The important changes introduced in Copyright Amendment
Copyright Act 2006 are contained in the Copyright Act 1968.

3.1.1 Exclusive Rights of Copyright
The Copyright Act gives copyright owners a number of exclusive rights
to do certain things over their copyright materials provided by the

A~t.

The Act

protects "works", namely literary works including computer programs and
compilations, dramatic works, musical works, artistic works and " other subject
matter" namely sound recordings, cinematograph films, sound and television
broadcasts which are original and involve the expression of ideas or information; and
exist in a tangible or material form. Anyone cannot use

t~se

works unless he/she

has been authorized by copyright owner or one of the exceptions to copyright
applies. The copyright owner' s exclusive rights vary according to different types of
copyright materials as follow:

-

1. For Literary, Dramatic, Artistic and Musical Works; the

copyright owner has exclusive rights to reproduce the work (including by
photocopying, copying by hand, fil ming, recording and scanning), to make the work
public for the first time such as making to the public by publishing it, to
communicate the work to the public (make available in electronic form such as via
fax, email, cable or the internet). Owners of copyright in literary, dramatic and
musical works have two additional exclusive rights to perform the work in public,
such as performing a work live, or playing a recording or showing a film containing
the work, in a non-domestic situation, and to make an adaptation such as a translation
of a literary work or an arrangement of a musical work. 68 In the case of computer
programs and works recorded in sound recordings such as music, the copyright
owner also has the right to commercially rent the sound recording or computer
program. 69

68

Section 31 of the Copyright Act 1968.

69

Section 31 of the Copyright Act 1968.
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2. For Cinematograph Films, Sound Recordings, Television and
Sound Broadcasts

and Published Editions, the copyright owner in a

cinematograph films or sound recordings has the exclusive right to copy them, to
show them in the public and to communicate them to the public (make available in
electronic form. 70 In addition, the copyright owner in a sound recording also has the
right to commercially rent it. For television and sound broadcasts, the copyright
owner has the exclusive right to make a sound recording, film or photogr<:i-ph of them,
to re-broadcast them, or to communicate them to the public. 71 In regard to published
editions, publishers have copyright in their typographical arrangements, which are
separate from the copyright in works reproduced in the edition. 72
Moreover, copyright owners may exercise any of the above rights
themselves or may assign or license their rights to other people. Assignments and
licences can apply to all the rights in the material, or to just one or some of the rights.
Copyright owners may grant an assignment or licence with or with'.out limitations and
conditions such as set the payment of a fee or royalty or limit the license as to time,
place or purpose.
0

3.1.2 Infringement of Copyright

Ft..

The infringement of copyright in accordance with the Copyright Act
1968 is divided into two kinds: 1) direct infringement and 2) indirect infringement.
;)II

~.

V

1. Direct Infringement occurs when anyone use copyright piaterial in
one of the ways that is covered under the exclusive rights of the copyright owner
without permission or in a way that is not covered by one of the exceptions provided
by the Act, then such person infringes copyright. 73 Using part of a work without
permission may also infringe copyright if that part is an important part whether or
not that part is a large part. In this context, the issue is not whether you have
changed or added something to the copyright material, but whether the part you have
70

Section 85 and 86 of the Copyright Act 1968.
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Section 36 and 101 of the Copyright Act 1968.
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used is an important, essential or distinctive part of the original material. 74
Anyone may also be liable for using infringing material such as an
illegally downloaded film or song, even if you did not create the infringing work.
The exceptions in the Copyright Act such as educational purposes, fair dealing and
personal use Qnly apply to legal copies of copyright material.
In addition, the direct infringement also includes authorising
someone else to do an infringement act within the copyright owner's exclusive
rights 75 , for instance, by telling someone to make a copy without permission or in the
online environment, by providing links to infringing material.

2. Indirect Infringement occurs when any person, without copyright
owner' s permission, imports articles or infringing articles containing copyright
material into Australia for the purpose of selling, letting for hire, by way of trade
offering or exposing for sale or hire, distributing or exhibiting in public within
Australia for commercial purpose. 76 There are also restrictions on importation of
certain legitimate copyright goods into Australia without the permission of copyright
owner referred as "parallel importation". However, such act does not apply to noninfringing copies of sound recordings, computer programs, electronic literary or
musical items. Copyright materials also can be infringed indirectly by the sale, hire
,by way of trade offers or exposes for sale or hire articles or b)l way of trade exhibits
articles in public. 77

3.1.3 Limitations on or Exceptions to Copyright Infringement
To balance the rights of copyright owners with the needs of the public
to have access to copyright materials, the Act provides a number of defenses or
exceptions to infringement which allow people to use copyright material without the
copyright's authorization in certain situation. These exceptions can be devided into
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3 principles: fair dealing, free use exceptions and provisions of technological
protection measures.

L Fair Dealing
_ Fair dealing is not the same as fair use, a term which is generally
used in relation to the US's exception, which allows any use (regardless of purpose)
as long as it is fair. Australian copyright law does, however, have a. number of
additional specific exceptions which permit uses which may fall outside of both fair
dealing and fair use.

Under fair dealing exception, the copyright work is not

infringed if the dealing is fair and for the purposes of research and study, criticism or
review, parody or satire, reporting news or professional advice. Whether or not a
certain use to be a fair dealing, it depends on all the circumstances including the
nature of the work, the nature of the use and the effect of the use on any commercial
market for the work. 78
1) Fair dealing for the purpose of research or study
1Jse of literary, dramatic, musical work, an adaptation of such
works, artistic works or audiovisual item for the purpose of research or study will not
infringe copyright. The Act also sets out the factors to be taken into account in
determining whether one form of dealing of copyright materials for research or study
is fair as follow;
(1)

the purpose-and character of the dealing,

(2)

the nature of the work or adaptation,

(3)

the possibility of obtaining the work or adaptation within a

reasonable time at an ordinary commercial price,
(4)

the effect of the dealing upon the potential market for the

work or adaptation, and

78
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(5)

in a case where only part of the work or adaptation is

reproduced, the amount and substantiality of the part copied taken in relation to the
whole work or adaptation.
The Act further provides the "reasonable portion", the
guidance on maximum quantities, of reproduction of works except "audio visual
items" that will be deemed to be a fair dealing, provided that they are made for the
purpose of research or study. The Act states that reproduction the whoJe or part of
an article in a periodical publication, or not more than a reasonable portion of a work
or adaptation is deemed to be fair, regardless of the factors to be taken into account
in determining fairness under Section 40(2).

The term "reasonable portion" is

defined as making a single copy of a journal article, making copy of one chapter or
10% of a published work of at least 10 pages or making a single copy 10% of the
words for electronic text is a reasonable portion and deemed to be fair. Using less
than a certain amount of reasonable portion also is deemed to be fair, but if the
amount used exceeds this limit reproduction, it will constitute fair dealing if it meets
the criteria set out under Section 40 (2) of the Act. 79
2) Fair dealing for the purpose of criticism or review
This exception allows people to use copyright material for the
purpose of criticism or review without infringing copyright, provided the
acknowledge the author and title of the work, and provided the dealing is "fair". The

°

criticism or review may relate to the work being used or to other material. 8 For
example, television film reviewers may show clips from other films as well as the
one they are reviewing, in making their criticism or review.
3) Fair dealing for parody and satire
This exception has been created in Copyright Amendment Act.
It grants anyone to use copyright material for the purposes of parody and satire,

provided that your use is "fair". However, the terms "parody" and "satire" are not
defined in the Copyright Act and have not yet been considered by Australian courts,
but it is likely that a court would look at dictionary definitions of the words to work
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out what they mean.81 Generally, a parody comments on an imitated work for the
purposes of humour and ridicule. The purpose of satire, on the other hand, is to draw
attention to characteristics or actions by using forms of expression such as irony,
sarcasm and ridicule. 82
- 4) Fair dealing for the purpose of reporting the news
For public interest in promoting the free flow of knowledge,
ideas and information, this exception allows people to use copyright material for the
purpose of reporting the news without infringing copyright. The fair dealing can
involve reporting news through a newspaper, magazine or similar periodical,
provided that a sufficient acknowledgement of the work is made. The news can also
be reported through showing visual images or footage or by means of a
communication. However, music in news reports by means of a communication or
in a cinematograph fil m is not covered by this exception, unless the playing of the
music is part of the news being reported. 83
5) Fair dealing for the purpose professional advice
It is not an infringement of copyright to use copyright material

for the purpose of giving professional advice by a lawyer, patent attorney or trade
marks attorney to assist people to gain a greater awareness of their legal rights and
obligations. The use of the material must genuinely be for the purpose of giving such
advice, and must be fair. 84 For example, if an item is available for sale, it is unlikely
that this provision would allow a person to copy the entire item for the purposes of
legal advice.
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2. Free Use
Besides the fair dealing exceptions, the Act also provides free uses
which allow a person to use copyright materials without permission of and payment
to copyright owners. Free use exceptions can be divided into 3 categories as follow;
1) exceptions of special purposes
The Act provides exceptions which allow; 1) libraries or
archives to copy and communicate copyright material in certain

insta~ces,

without

payment and permission of copyright owner, for users such as students, researchers,
Members of Parliament, for other libraries and for patrons of other libraries within an
interlibrary loan system ,or administrative purposes which directly relate to the
effective internal management care and control of the collection of the library or
archives, including copying of unpublished works and certain audio-visual materials
for certain other purposes such as for preservation and replacement purposes. 85 2)
educational institutions to use copyright materials, without payment and permission
of copyright owner, for giving educational instruction or teaching purposes

86

3)

libraries, archives or education institutions to reproduce copyright materials in a
different format, without payment and permission of copyright owner, to assist the
person with a disability. The special purposes exceptions cover cases where there is
no other specific exception or statutory licence they can rely on in the Act, for
example, a university cannot rely on the special purpose exception to copy copyright
work for teaching in the class if the reproduction is covered by the statutory licence
in Part VB of the Act. Further, the use must not be made for commercial .benefit and
must be satisfied to the condition of the Three-step test, specified in the Berne
Convention, TRIPS Agreement and the WCT, where the use limit to a certain special
case, does not conflict with a normal exploitation of the material and unreasonably
prejudice the legitimate interests of the copyright owner.
2) exceptions of private copying or personal use
This exception is introduced in Copyright Amendment Act 2006
to allow people to use copyright material only for private and domestic use by 1)
format-shifting, where legitimate certain types of material may be copied into a
85
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different format, such as copying CDs to MP3 or scanning books in digital form
under condition that person must not dispose of the original to another person; 2)
time-shifting of television and radio program where allows people to record a
television or radio program to watch or listen to at later time; 87 3) space-shifting of
legitimate music recordings where allows anyone to copy his/her own music
recordings to other devices owned by such person such as making a copy of
legitimate CDs to iPod or computer. If a copy is sold, let for hire

~r

others for

commercial purpose, then such copy becomes and infringement of copyright. 88
3) right to reproduction (normal use)
The Act introduced a new definition of "material form", which
disregards the requirement that the work can be reproduced from the form of storage,
and is amended the definition of "copy" which means that material may be
"reproduced" if it is held in a form of storage (such as RAM), even though it may not
be possible to reproduce it from that form of storage. Nonetheless, a new exception
provides that there is no infringement of copyright if the reproduction is "temporary"
and "incidentally made as a necessary part of a technical process" of using a noninfringing copy of a work. This exception is intended to allow the "normal use" of
non-infringing material, for example by playing a DVD. The exception does not,
however, apply to infringing material or the copy made in another country would be
an infringing copy had it been made in Australia, or the use of the work constitutes
an infringement of the copyright in the work. Further, the Act also allows temporary
reproductions made as part of the technical process of making or

~ceiving

a

communication will not infringe copyright, provided that the communication itself is
not an infringement of copyright. This exception covers browsing, viewing copyright
material and certain types of caching. 89
Moreover, copyright in computer program is not infringed if
people reproduce computer programs for "normal use" which reproduction must be
incidentally and automatically made as part of the technical process of running a
copy of the program of the purposes for which the program was designed including
87
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studying the ideas behind a computer program, making interoperable product,
correcting errors, testing security and making back-up copies. 90

3~

Technological Protection Measure Provisions
Because most of copyright works currently are in digital format

which are able to be easily reproduced and distributed, copyright owners thus create
TPM to prevent their works from easy infringement. However, many Qf them have
the effect of fair dealing or free use defence that users usually claim it to circumvent
TPM for accessing, copying and disseminating works without infringement. Hence,
a conflict has arisen between copyright owners who want to protect their works from
such copyright infringement and copyright users who want to access those works for
fair dealing or free use purposes. To limit the effect of legislative exception to
copyright infringement provisions, Australia create the provisions to enable the right
holders to protect their TPM by setting the legal protection of TPM.
Australia's TPM provisions are modeled on the US Digital
Millennium Copyright Act (DMCA) and go far beyond that which is required by the
WIPO Copyright Treaty (WCT) since Australia signed the Australia-United States
Free Trade Agreement (AUSFTA) with the United States in 2004. 91 As a result of
AUSFT A, TPM provisions are created by the Copyright Amendment Act 2006. The
amendments to the TPM provisions require more extensive protection for TPM than
was previously provided in Australia.
Section 10( 1) of the Act defines "TPM" as a device, 'Product or
component (including a computer program) that is use in Australia by, or with the
permission of, or on behalf of the owner or exclusive licensee of the copyright in a
work or subject matter in the normal course of its operation, to prevent or inhibit the
90
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act that is comprised in the copyright. In addition, TPM also includes "an access
control technological protection measure" which means a device, product,
technology or component (including a computer program) that is used by or with the
permission of, or on behalf pf the owner or exclusive licensee of copyright material
in connection_ with the exercise of the copyright in the normal course of its operation,
controls access to the work or other subject matter.
From above, it is concluded that TPM is any

technologi~al

device or

tool that the copyright owner prevents unauthorised access to copyright works or
other subject matters by requiring the application of information or a process before
access is granted ("access control TPM") such as password, software, access codes
and encryption, or copying or reproduction of copyright materials ("copy control
TPM") such as copy protection on a PDF file. However, the Act does not stipulate
the definition of copy-control TPM. TPM and access control TPM, according to the
definition under section 10(1) of the Act, do not include a Clevice, product or
component which controls geographic market segmentation by preventing the
playback in Australia of a non-infringing copy of the cinematograph film or
computer program (including computer game) acquired outside Australia or a device,
product or component which restricts the use of goods (other than the work) or
services in relation to the machine or device in case of the computer program that is
embodied in a machine or device. For example, people can circumvent the region
coding devices on legitimate DVDs purchased overseas.
Although copyright owners create a TPM to prevent their materials
from accessing to or copying of their copyright works, many of copyright users
develop ways to hack or circumvent the TPM in order to access and make use of
such works because there is no liability for the destruction or circumvention of TPM
at that time. Copyright owners concern that their works will be infringed if the TPM
is able to be circumvented. In order to control widespread circumventing activities,
the Australian Copyright Act 1968, hence, legally protect TPM of copyright owners
by stipulating the legal protection of TPM which is called "anti-circumvention law"
1) Anti-Circumvention Provisions
The Act prevents circumvention of TPM and create the anticircumvention provisions for copyright owner or exclusive licensee of the copyright
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in a work or other subject matter in order to protect their works from infringing uses.
It provides them civil remedies and criminal penalties against a person who does an

act as follow;
( 1) a person who uses a device or service to circumvent an
access control TPM. 92 It means that the Act does not prohibit the circumvention of a
copy-control TPM that controls copying of material to which you have legitimate access,
(2) person who manufactures, imports,

distribut~s,

provides,

communicates to another person or offers to the public a circumvention device, 93
(3) person who provides to another person or offers to the public
a circumvention service. 94
The criminal offense additionally requires one more element
that the circumvention of access control TPM or the manufacturing, importing,
distributing, providing, communicating, offering a circumvention device or
providing, offering a circumvention service ("dealing in circumvention device and
service") prescribed by the Act, must also be done with the intention of obtaining a
commercial advantage or profit.
2) Exceptions of Circumvention of Technological Protection Measures
In relation to the prohibition on circumvention of TPMs,
however, the Act also sets out specific exceptions or limitations to circumvent access
control TPMs and deals in the circumvention device and service in certain situations.
These exceptions are as fo llow;
( 1)

J..,

permission, the person has the permission of th~ copyright

owner or exclusive licensee to circumvent the access-control TPM. 95
(2)

interoperability of computer programs, it is permitted if a

person circumvent an access control TPM (or in case of dealing a circumvention
device or service, if a circumvention device or service will be used) on a legally
obtained non-infringing copy of a computer program (original program) for the sole
purpose of achieving inter-operability between computer programs, so long as the
92

Sectionl16AN of the Copyright Act 1968.

93

Section 116AO of the Copyright Act 1968.

94

Section 116AP of the Copyright Act 1968.

95

Section 116AN(2) and 132APC(2) of the Copyright Act 1968.
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copyright in the computer program is not infringed. This exception does not apply if
the work is available elsewhere without needing to circumvent the TPM. 96
(3)

encryption research, a person who is enrolled in a course

of study at an educational institution, or who is employed, trained or experienced in
the field of encryption research, may circumvent an access control TPM (or in case
of dealing a circumvention device or service, if a circumvention device or service
will be used to circumvent an access control TPM) on a legally

o~tained

non-

infringing copy of a work for the sole purpose of identifying and analysing flaws and
vulnerabilities of encryption technology, so long as copyright or the work or any
other subject matter is not infringed, with the copyright o\vner's permission or a good
faith efforts have been made to obtain such permission. In this exception, encryption
technology means the scrambling and descrambling of information using
mathematical formulas or algorithms. 97
(4)

computer security testing, any person, with a permission of

the owner of the computer, computer system, or computer network, can circumvent
an access control TPM (or in case of dealing a circumvention device or service, if a
circumvention device or service will be used to circumvent an access control TPM)
in a legally obtained non-infringing copy of a computer program to be circumvented
for the sole purpose of testing, investigating or correcting the security of a computer,
computer system or computer network so long as the copyright in the computer
program is not infringed. Permission is required from the owner of the computer,
system or network. This exception does not apply if the TPM is being cil;.cumvented
for additional purposes other than testing computer security. 98 For example, the
computer user can circumvent an access control TPM that protects against removal
of a malicious program that affects the security of a computer.

96

Section l 16AN(3) 116A0(3) 116AP(3), 132APC(3), 132APD(3) and

132APE(3) of the Copyright Act 1968.
97

Section 116AN(4) 116A0(4) 116AP(4), 132APC(4), 132APD(4) and

132APE(4) of the Copyright Act 1968.
98

Section l 16AN(5) l 16A0(5) 116AP(5), 132APC(5), 132APD(5) and

132APE(5) of the Copyright Act 1968.
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(5)

online privacy, any person can circumvent an access

control TPM to protect the online privacy of a person for the sole purpose of
identifying and disabling an undisclosed capability to collect or disseminate
personally identifying information about an online activities of a user, so long as
copyright or the work or any other subject matter is not infringed and does not affect
the user's ability to access the work or other subject matter. 99

For example,

geolocation is a technology increasingly widespread use which makes i! possible to
determine the exact location, in the real world, of visitors to particular websites. It
usually works by identifying locations based on a computer's IP address (Internet
Protocol address), a unique number (similar to a telephone number) used as an
identifier when the machine is linked to the Internet.
(6)

law enforcement and national security, the Commonwealth, a

State or a Territory, or on behalf, or an authority of one of those bodies can
circumvent the access control TPM or deals in a circumvention device or service in
relation to anything lawfully done for the purposes of law enforcement, national
security, or performing a statutory function. 100
(7)

non-profit libraries, archives and education institutions,

non-profit libraries, archives and education institutions are permitted to circumvent
an access control TPM for the sole purpose of making an acquisition decision in
relation to the work or other subject matter. This exception does not apply if the
TPM is being circumvented for additional purposes other than making an acquisition
decision or if the work is available elsewhere without needing to circumvent the TP..M .. 101
(8)

prescribed acts, the access control TPM can be circumvented by

the act prescribed by the regulation.

The Copyright Regulation 1969 provides

"prescribed acts" as follow; 102

99

Section 116AN(6) and 132APC(6) of the Copyright Act 1968.

100

Section 116AN(7) 116A0(6) l 16AP(6), 132APC(7), 132APD(6) and

132APE(6) of the Copyright Act 1968.
101

Section l 16AN(8) and 132APC(6) of the Copyright Act 1968.

102

Schedule IOA of the Copyright Regulation 1969.
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a

reproduction of computer programs to make interoperable

products as authorised by section 47D of the Copyright Act 1968 103 in so far as it
applies to articles with the program
b. the reproduction or communication of copyright
material that js in electronic form by educational institutions as mentioned in the
Division 2A of Part VB of the Copyright Act 1968 104
c. the reproduction or communication of copyright
material by educational institutions to assist people with disabilities as mentioned in
Divisions 3 of Part VB of the Copyright Act 1968 105
d. the reproduction and communication of copyright
material by libraries, archives and cultural institutions for certain purposes as
authorised by sections 49 106 , 50 107 , 51A 108 , 110A 109 and 1 IOB 110 of the Copyright
Act 1968

103

Section 47D of the Copyright Act 1968, Reproducing computer programs

to make interoperable products.
104

Division 2A of Part VB of the Copyright Act 1968, Reproduction and

communication of works that are in electronic form .
105

Divisions 3 of Part VB of the Copyright Act 1968, Reproduction and

.

communication of works by institutions assisting persons with a print disability.
106

Section 49 of the Copyright Act 1968, Reproducing and communicating

works by libraries and archives for users.
107

Section 50 of the Copyright Act 1968, Reproducing and communicating

works by libraries or archives for other libraries or archives.
108

Section SIA of the Copyright Act 1968, Reproducing and communicating

works for preservation and other purposes.
109

Section 11 OA of the Copyright Act 1968, Copying and communicating

unpublished sound recordings and cinematograph films in libraries or archives.
110

Section 11 OB of the Copyright Act 1968, Copying and communicating

sound recordings and cinematograph films for preservation and other purposes.
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e. the inclusion of sound recordings in broadcasts and the
reproduction of sound recordings for broadcasting purposes as authorised by sections
10?1 11 and 109 112 of the Copyright Act 1968
f.

access where a TPM is obsolete, lost, damaged,

defective, malfunctioning or unusable and a replacement TPM is not provided, and
g. access where a TPM damages a product, or where
circumvention is necessary to repair a product.
no promotion, advertising etc., any person can deals in a

(9)

circumvention device and service if such circumvention device and service for the
technological protection measure only because it was promoted, advertised, or
marketed as having the purpose of circumventing the technological protection
measure and such person did not do or request another person to do such promoting,
advertising or marketing.
However, not all exceptions mentioned above apply to both
the circumventing an access control TPM and dealing in the circumvention device
and service. Some exceptions permit the circumventing of an access control TPM
but they do not cover the dealing in a circumvention device and service for
circumventing TPMs.

For example, a TPM are permitted to circumvent by an

educational institution to reproduce a material for educational purpose under the
Statutory Licence, th exception would not cover the manufacture or a supply of a
device by an educational institution to circumvent a TPM to copy a material for
educational purpose under the Statutory Licence.

Besides, the researcher will

summarize all exceptions by a table described as below;

111

Section I 07 of the Copyright Act 1968, Making of a copy of the sound

recording for purpose of broadcasting.
112

Section 109 of the Copyright Act 1968, Copyright in published sound

recording not infringed by broadcast in certain circumstances.
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Circumventing an Access
Exceptions

Dealing in the
circumvention device and

Control

service
Interoperability of
computef programs
Encryption research
Law enforcement and
national security
Computer security testing
Non-profit libraries,

S/

archives and education
institutions
Online privacy
Prescribed-acts

-

permission of the

r-

copyright owner
No promotion, advertising
etc
0

IN

From all aforementioned TPM in Australia, the study shows
that even though Australian Copyright Act allows people to circumvent or deal in the
circumvention device and service for permitted purposes concerning TPM such as
online privacy, security computer testing and interoperability which are advantages
for right users can be applied to technical matters, there still are the obstacle to fair
use exception because permitted purposes, which are exceptions of anticircumvention law, are too narrow. It is good to have specific provisions to respond
or handle some problems or some circumstances relating TPM, but permitted
purposes do not extends all fair use exception. The Act does not grant any person to
circumvent an access control TPM or deals in the circumvention device and service
under the Fair Dealing or Personal Use provisions. Any person who circumvents
TPM in copyright work to access or copy the content for private research or study or
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for private use such as back up the CD for preventing it from lost or defective, is
liable for copyright infringement.
In addition, one of the effects of the anti-circumvention
provisions is to enable the copyright owner to apply access control TPM to prevent
copyright usess from accessing to their works. Providing such protection extends the
power of the copyright owner rather than exclusive right of copyright owner under
Australian copyright law. This is because the law does not give

copyrig~t

owner the

exclusive right to access his work, and users can access copyright material without
infringement. Such TPM protection restricts and limits the right of pubic interest to
have access to knowledge and information that causes the effect of the human
resource development.
Moreover, there is no provision concerning copy control TPM
so the violator has no liability if he circumvents copy control TPM. The researcher
notices that to circumvent access control TPM is deemed a violation.

On the

contrary, to circumvent copy control TPM is not considered a violation of the
copyright law. However, to circumvent to copy control of TPM, the violator will
copy the work anyway, so there is no need to enact circumvention of copy control TPM.
In brief, although permitted purposes indicated in the
Australian Copyright Act are provided in order to empower the right users to access
copyright materials, the permitted purpose scheme, when c,omparing with the
provisions of fair dealing, is narrower if such reproduction of and access to
copyrighted works are done for non- profit.

el

3.2 Malaysian Copyright Law
Copyright in Malaysia is governed by the Copyright Act 1987 which
provides protection for copyright works. Since Malaysia is a signatory of the Berne
Convention and TRIPS Agreement, the Copyright Act, thus, has been updated from
time to time to comply with the International standard and to respond to the progress
of the digital world. However, Malaysia has not fully implemented and joined the
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WIPO internet treaties yet, but is in the process of preparing the copyright law
amendments to fully implement the WCT and WPPT. 113

3.2.1 Exclusive Rights of Copyright

The Copyright Act 1987 protects literary works, musical works, artistic
works, films, sound recordings, broadcasts including derivative works and published
editions automatically that are original, in a material form, and the

autho~

is qualified

person or the work is made, or first published in Malaysia. However, the copyright
protection shall only extend to expression but not ideas, procedures, methods of
. or mathematica
. l concepts. 114
operation

Copyright owners in literary, musical or artistic works, films and sound
recordings have exclusive rights of the whole or a substantial part of these works to:
1. reproduce the work in any material form including photocopying

and recording,
2. communicate the work to the public,
3. perform, show or play the work to the public such as performing a
work live, playing a record or showing a film containing the work in a non-domestic
situation,
4. distribute copies of the work to the public by sale or other transfer
of ownership, and
5. let the commercial rental to the public.1' 5

°'

In addition, the copyright owner in a broadcast has exclusive rights to
record, reproduce, and rebroadcast of the whole or a substantial part of the broadcast.
The show or the play must be made in public and in a place where an admission fee
is charged for the whole or a substantial part of the broadcast either in its original
form or in any way recognizably derived from the original. The copyright in a

113

World Intellectual Property Organization, Summary of Membership of

WIPO Treaties, At http://www.wipo.int/treaties/. (last visited 17 September 2009) .
.

114

Section 7, 8 and 9 of the Copyright Act 1987.

115

Section 13 of the Copyright Act 1987.
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television broadcast shall include the right to control the taking of still photographs
from such broadcasts.11 6

3.2.2 Infringement of Copyright
It is an infringement of copyright for any person to do anything, that by

this Act only the owner of the copyright has the exclusive right to do, without the
consent of the owner of the copyright. The infringement of copyright i~ accordance
with the present Act is strictly divided into two kinds: 1) direct infringement and 2)
indirect infringement. 117

1. Direct Infringement occurs when any person reproduces in any
material form, performs, shows or plays or distributes to the public, communicates
by cable or broadcast of the whole work or a substantial part thereof either in its
original or derivative form, or imports any article into Malaysia for the purpose of
trade or financial gains. 118

-

2. Indirect Infringement consists of the following acts:
1) make for sale or hire any infringing copy,

2) sell, let for hire or by way of trade, exposes or offers for sale or
hire any infringing copy,
3) distril5ute infringing copies,
4) possess, other than for one' s private and domestic use, any
infringing copy,
5) by way of trade, exhibit in public any infringing copy,
6) import into Malaysia, other than for one' s private and domestic
use any infringing copy,

116
117

Section 15 of the Copyright Act 1987.
Intellectual Property Division, Ministry of Domestic and Consumer

Affairs, Malaysian Intellectual Property-Copyright Law, At http://www.lawyerment.
com.my/intellectual/copyright3 .shtml. (last visited 14 September 2009).
118

Section 36 of the Copyright Act 1987.
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7) make or has in the possession any contrivance used or intended
to be used for the purposes of making infringing copies, or
8) cause the work to be performed in public. 119

3.2.3 J.Jmitations on or Exceptions to Copyright Infringement

The Act also sets out exceptions or limitations to exclusive rights of
copyright owners. It allows people to use literary, musical or artistic works, films
and sound recordings and broadcast for certain purposes without the copyright's
permission and without infringing copyright if acts are done as follow;
1. fair dealing for purposes of non-profit research, private study,
criticism, review or the reporting of current events, subject to the condition that if
such use is public, it is accompanied by an acknowledgement of the title of the work
and its authorship, except where the work is in connection with the doing of any of
such acts for the purposes of non-profit research, private study and the reporting of
current events by means of a sound recording, film or broadcast, 120
2. for the purpose of parody, pastiche or caricature, 121
3. the inclusion in a film or broadcast of any artistic work situated in a
place where it can be viewed by the public, 122
4. the reproduction and distribution of copies of any artistic work
permanently situated in a place where it can be viewed by the public, 123
5. the incidental inclusion of a6work in an artistic work, sound
recording, film or broadcast, 124
6. the inclusion of a work in a broadcast, performance, showing or
playing to the public, collection of literary or musical works, sound recording or
film, if such inclusion is made by way of illustration for teaching purposes and is

119

Section 41 of the Copyright Act 1987.

120

Section 13(2)(a) of the Copyright Act 1987.

121

Section 13(2)(b) of the Copyright Act 1987.

122

Section 13(2)(c) of the Copyright Act 1987.

123

Section 13(2)(d) of the Copyright Act 1987.

124

Section 13(2)(e) of the Copyright Act 1987.
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compatible with fair practice as well as provided that mention is made of the source
and of the name of the author which appears on the work used, 125
7. any use of a work for the purpose of an examination by way of
setting the questions, communicating the questions to the candidates or answering
the questions, but a reprographic copy of a musical work shall not be made for use
by an examination candidate in performing the work, 126
8. the recording made in schools, universities or educational
institutions of a work included in a broadcast intended for such schools, universities
or educational institutions, 127
9. the making of a sound recording of a broadcast, or a literary,
dramatic or musical work, sound recording or a film included in the broadcast insofar
as it consists of sounds if such sound recording of a broadcast is for the private and
domestic use of the person by whom the sound recording is made, 128
10. the making of a film of a broadcast, or a literary, artistic, dramatic
or musical work or a film included in the broadcast insofar as it consists of visual
images if such making of a film of the broadcast is for the private and domestic use
of the person by whom the film is made, 129
11 . the making of copies of television broadcasts which are subtitled or
otherwise modified for people who are deaf or hard of hearing, or physically or
mentally handicapped in other ways and the issuing of such copies to the public by
non-profit making bodies or institutions which the Minister may, by order,
prescribe, 130
12. the reading or recitation in public or in a broadcast by one person of
any reasonable extract from a published literary work if accompanied by sufficient
acknowledgement, 131
125

Section 13(2)(f) of the Copyright Act 1987.

126

Section 13(2)(ff) of the Copyright Act 1987.

127

Section 13(2)(g) of the Copyright Act 1987.

128

Section l 3(2)(gg) of the Copyright Act 1987.

129

Section 13(2)(ggg) of the Copyright Act 1987.

130

Section l 3(2)(gggg) of the Copyright Act 1987.

131

Section 13(2)(h) of the Copyright Act 1987.
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13. any use made of a work by or under the direction or control of the
Government, by the National Archives or any State Archives, by the National
Library, or any State library, or by such public libraries and educational, scientific or
professional institutions as the Minister may by order prescribe, where such use is in
the public interest and is compatible with fair practice and the provisions of any
regulations, which any use must not be for the profit purpose and charge admission
fee for the performance, showing or playing, if any, to the public of t~e work thus
used

132

'
14. the reproduction of any work by or under the direction or control of

a broadcasting service wholly-owned by the Government where such reproduction or
any copies thereof are intended exclusively for a lawful broadcasting and are
destroyed before the end of the period of six calendar months immediately following
the making of the reproduction or such longer period as may be agreed between the
broadcasting service and the owner of the relevant part of the copyright in the work.
If it is of exceptional documentary character, be preserved in the archives of the

broadcasting service which are hereby designated official archives for the purpose,
but subject to this Act, any reproduction of a shall not be used for broadcasting or for
any other purpose without the consent of the owner of the relevant part of the
copyright in the work, 133
15 . the performance, showing or playing of a work by a non-profit
making club or institution where such performance, showing or playing is for
charitable or educational purposes and is in a place where no

admi~sion

fee is

charged in respect of such performance, showing or playing, 134
16. any use of a work for the purposes of any judicial proceedings, the
proceedings of a royal commission, a legislative body, a statutory or Governmental
inquiry, or of any report of any such proceedings, or for the purpose of the giving of
professional advice by a legal practitioner, 135

132

Section 13(2)(i) of the Copyright Act 1987.

133

Section 13(2)(j) of the Copyright Act 1987.

134

Section 13(2)(k) of the Copyright Act 1987.

135

Section 13(2)(1) of the Copyright Act 1987.
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17. the making of quotations from a published work if they are
compatible with fair practice and their extent does not exceed that justified by the
purpose, including quotations .from newspaper articles and periodicals in the form of
press summaries which provided that mention is made of the source and of the name
of the author which appears on the work thus used, 136
18. the reproduction by the press, the broadcasting or the showing to the
public of articles published in newspapers or periodicals on current topics, if such
reproduction, broadcasting or showing has not been expressly reserved, 137
19. the reproduction by the press, the broadcasting or the performance,
showing or playing to the public of lectures, addresses and other works of the same
nature which are delivered in pubJic if such use is for informatory purposes and has
not been expressly reserved, 138
20. the commercial rental of computer programs, where the program is
not the essential object of the rental. 139

3.2.4 Technological Protection Measure Provisions
Malaysia has amended its copyright law to provide a legal framework
that would support the growth of the information and communication network in the
digital era. In addition, the main concern in the past was to extend copyright
protection to the on-line environment.

Soon after the conclusion of the WIPO

Copyright Treaty (WCT) in December 1996, l'though not being member state,
Malaysia has incorporated a major part of the treaty, particularly, a.. number of
provisions concerning technological protection measure (TPM). TPM was introduced
into the Copyright Amendment Act in 1997 and came into effect in 1999.140
The present Act, namely Copyright Act 1987, provides the TPM
provision, but does not define the meaning of TPM and the scope of the provisions.
136

Section 13(2)(m) of the Copyright Act 1987.

137

Section 13(2)(n) of the Copyright Act 1987.

138

Section 13(2)(0) of the Copyright Act 1987.

139

Section 13(2)(p) of the Copyright Act 1987.

140

Khaw, Lake Tee, "Copyright law in Malaysia, 2001, 2°d ed.," Malayan

Law Journal, Kuala Lumpur (January 2001): 183-186.
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This may lead to the problem of interpretation. In the researcher' s opinion, it should
apply general definition of TPM to the interpretation. Generally, TPM may be
classified broadly as follow: access control measures and copy control measures.
Access control measures are used to control access to a work, which may or may not
be copyright protected such as password, encryption and set-top boxes. Copy control
measures are more closely linked to copyright as they control the extent to which a
user who has lawful access to the work can make use of the work, su<'.h as making
copies on other formats.
In addition, apart from protection of copyright works, the Copyright Act
1987 also legally protects TPM by setting down the legal protection of TPM called

"anti-circumvention law".

1.

Anti-Circumvention Provisions

Although Malaysia has not been the member of the WCT yet, the
law on circumvention of effective technological measures in Malaysia under Section
36(3) of the Copyright Act 1987 has its root from Article 11 of the WCT which
requires that the contracting parties to "provide adequate legal protection and
effective legal remedies" against circumvention of TPM.
Section 36(3) of the Copyright Act 1987 states that
"Copyright is infringed by any person who circumvents or causes
any other person to circumvent any effective technological measures that are used by
authors in connection with the exercise of thei11 rights under this Act and ..that restrict
acts, in respect of their works, which are not authorized by the authors concerned or
permitted by law."
This prov1s1on clearly stipulates that both the primary act of
circumventing and the contributory act of causing others to "circumvent" TPM are
considered an infringement of copyright. It is unlawful for any person to circumvent
TPM deployed by the copyright owner whether to control access to the work or
copying of the work. However, the scope of the provision has yet to be tested. The
Act does not define the term of "circumvent" and "effective technological
measures".
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In some countries including Australia, the act of manufacturing
distributing, providing, communicating to another person or offers to the public a
circumvention device or service is prohibited. 141 By contrast, Section 36(3) said
unclear and no any other section covers these acts. However, Section 36(3) could be
interpreted that a person who manufactures, distributes, provides, communicates to
another person or offers to the public a circumvention device or service shall be
liable for contributory infringement for "causing" others to circumvent technological
.

protection measures.

2.

142

Exceptions of Circumvention of Technological Protection

Measure
The Copyright Act 1987 does not express provision for any
specific exceptions or permitted acts to circumvent TPM. It also does not clarify on
whether the anti-circumvention provision operates within the current system of
restricted and permitted acts in relation to the exception to the copyright
infringement under Section 13(2) of the Act or not. This uncertainty leads to the
question that whether a person, who circumvents TPM in order to have access to the
content for his non-profit research or private study, is liable for copyright
infringement or not, or whether such person can invoke the defence of fair dealing to
exclude him/herself from such liability. On the other hand, in other countries such as
Australia, the Australian Copyright Act 1968 obviously provides exceptions for
"permitted purposes" such as the right to reproduce computer prograQlS to make
interoperable products, to correct errors, for security testing and activities covered by
the libraries, archives and educational institutions.
Nevertheless, section 36(3) of the Copyright Act 1987 deals with
TPM which has been used to restrict acts in respect of copyrighted works such as
copying and communicating to the public without authorisation from the author or
permitted by law. In cases where fair dealing applies, although such acts are not
141

Section 116AO and 116AP of the Copyright Act 1968.
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Ida Madieha bt. Abdul Ghani Azrni, Technological Protection Measures in

Malaysi!!, At http://portal,unesco.org/culture/en/files/25214/1151486514malaysia.pdfl. (last
visited 3 September 2009).
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authorised by the author but are permitted by law, they are not considered infringing
acts. Therefore it can be argued that, although this is not expressly stated, section

36(3) must still be read in the light of the defences or limitations provided under the
relevant provisions of the 1987 Act. 143 Therefore, if the acts of accessing or copying
the contents_ restricted by TPM are done for fair dealing, these should not be
considered infringing acts because they are permitted by law.
From the above mentioned TPM in Malaysia, it sho.ws that there
still are problems on the legal provisions of TPM. Since its Copyright Law does not
.give the definition concerning the TPM and do not express the scope of anticircumvention provision and any exceptions of anti-circumvention law, so this may
lead to the problem of interpretation, especially, in the application of fair use
exceptions that is vecy important to public interest. Because the Act has a broad
prohibition of the anti-circumvention provision, and also fails to provide any
permitted acts in relation to the TPM, or to clarify the relationship between the anticircumvention provisions and existing exceptions within the legislative framework, it
can be interpreted in two ways: firstly, right users cannot circumvent at all because
the law does not provide any exceptions of anti-circumvention acts. It would inhibit
lawful and legitimate access to or use of copyright works under fair use exception,
secondly, although the Act does not state specific exceptions, right users can
circumvent TPM by applying general exception to copyright infringement.
However, such unclear provisions could affect upon the right users from access to
information and educational use which is important to developing countries,
including Malaysia.
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Lake Tee Khaw, "Copyright Lawin Malaysia, 2001, 2°d ed., pp. 183-186.

Chapter 4
Analysis of the Problem of Technological Protection
Measure on Fair Use in Thai Copyright

4.1 Analysis of General Impact of Technological Protection
Measure: Obstacle on Fair Use Exception
In order to analyze the impact of Technological Protection Measure (TPM)
on fair use doctrine, we must understand the purpose and the importance of the Fair
Use principles.

4.1.1 Purpose and Importance of the Fair Use Exception

Copyright is not just a law for copyright owners. Copyright law aimed
at creating balance between the interest of authors, by giving them an incentive to
create their copyright works, and the public interest in using copyright materials.
The aspect of the public interest consists of mechanisms which ensure that public can
have optimal access to the rich store of knowledge products, and the principal
mechanism for the public interest in a copyi;ight regime is "fair use exception".
Fair use exception, which limits on the scope of copyright protection

.

incorporated in all copyright systems around the world including national copyright
laws and international treaties, is a key factor to public interest of each country in
promoting the access of knowledge and the creative arts. Fair use is necessary to
both developed countries and developing countries because it enables individuals to
access copyright works and the information and ideas contained within them.
Enabling access enhances creativity and the production of new works. It is necessary
to the education because it enables students, researchers, teachers and education
institutions to make copies or dissemination of works for educational purpose. It can
also make libraries or archives preserve copyright work or to replace the damaged
works or lost copies of works for making content accessible to the public.
Furthermore, fair use exception is also created to promote scientific advancement

64

because it helps ensure that new technologies can be developed and used without
fear of an intellectual property lawsuit. Without fair use, many such technological
advances will never get beyond the drawing board. Moreover, fair use exception
promotes global communication and the spread of knowledge throughout the world.
The disappearance of fair use will affect on the Internet which has tremendous
amounts of free materials. The materials have been posted to be shared and not for
sale. If the fair use doctrine does not exist, Internet users especially in developing
countries might be prevented from accessing to the information and knowledge. As
well as many Internet service providers may begin censoring content of their
subscribers' websites, e-mail messages, or chat room discussions, because of the fear
of liability.
Currently as in digital age, smce the development in technology
facilitates users to easily reproduce and to distribute digital copyright materials,
copyright owners, hence, create TPM to protect their works from infringement. As a
result, limitless applying TPM of right holders makes right users have to confront
with the obstacle or problem of access or use even though such uses are legally done
under fair use exception. In additions, fair use exception also is intervened by the
legal protection of rr'PM or "anti-circumvention law".

4.1.2 Control of Accessibility: Intervening Purpose of Fair Use
Exceptions

, r-

Vf'IV

TPM is used to control copyright in various ways not onl¥ to control
copying, the sale of copies, and the public broadcast of works, but also to control the
access in reading and viewing protected materials.

TPM affects accessibility to

copyrighted works for fair use in both developed countries and developing countries.
It can be concluded as follows :

1. TPM impede access to information and knowledge
Information and knowledge are very important to the society.
Access to information is at the key to every rights such as the right to education, the
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right to seek, receive and send information, freedom of expression, etc. 144 The
encouragement of learning and the sharing of information, knowledge and ideas are
an important aim of copyright law. However, there are tensions which are caused by
copyright owners' ability to use TPM to protect their works against the legitimate
use of copyright works. TPM results in prohibiting the access of information and
knowledge. A lack of reasonable access can actually affect economic growth.
In additions, TPMs are likely to increase the cost of accessing
information. Some TPMs prevent people from accessing to the copyrighted works
except for authorized users who have paid fees. Such TPMs will hinder the public
particularly in developing countries, which most people cannot afford it, in accessing
to or using of copyright materials. Moreover, they also force legitimate users for fair
use purpose to pay fees before accessing to copyright work otherwise they are not
authorized from copyright owners to access their works. Such TPMs process, hence,
is against the fair use concept which allows the legitimate use of copyright materials
without the prior permission of the copyright holder and without paying a fee.

2. TPM Can be used with Unprotected Works or Works Which
Fall into Public Domain

In the matter of fact, the owner of the work may apply TPM to
control accessing to his work even it is not protected by copyright law. In additions,
the copyright owner may apply TPM to control accessing his copyright work which
is already expired. According to the coP-yright law, copyright work is prptected in a
certain period of time. When the copyright protection ends, the work will fall into
the public domain and be available for anyone to use freely for any purpose.
However, nowadays, everyone could not access to or use of and dissemination of
such work because TPM do not expire, and the work is still protected by TPM. As
144
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aforesaid, it shows that TPM makes the copyright owner be able to modify or
override the legitimate use or access to works as provided by the law. This may have
a great impact on access to and use of information.
In legal aspect, according to WIPO Copyright Treaty, the law
protects TPM which is used only in the copyright work. If TPM is applied to the
unprotected work or work which falls into public domain, TPM can be circumvented
without breaking the law. Consequently, if there is a legal prohibition concerning
reproduction or distribution of the devices or equipments which are used for
circumventing TPM applied in both copyright works and uncopyright works or
works which fall into public domain, how can the public avoid TPM in those
copyright works? The only way the public can circumvent TPM is to have computer
skill or be able to invent the devices or equipments for circumventing by themselves.
In the reality, only certain groups of people can operate such activities but most of
the public faces the hardship in access or employ the unprotected work. 145

3. TPM Cannot Distinguish Between Legal Uses and Illegal Uses

Although TPM supports copyright owner to prevent infringement of
copyright material, it can also prevent or restrict copyright users from being able to
access material, or materials which they can legally copy and communicate
legitimate uses of copyright material under certain provisions such as fair use
principle in copyright works. TPM makes fair use exception which is enacted in the
domestic law of each country unenforceable. Despite certain domestic

l~w

provides

fair use exception which exempts the copyright infringement, users cannot
practically use the exception because the work is protected by TPM. For example,
researcher only intends to use the article in website for purpose of private research
and not commercial purpose, but he is blocked from accessing the articles in the
websites. This is because the website provides a log-in and password, which is
technological protection measure in place.
Moreover, at the international level, foreign rights holders can
choose to release their works with TPM. Thereby, prevailing fair use exception
145
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under national copyright laws. Similarly, TPM is supported by anti circumvention
laws which are likely to hinder efforts of the governments to create new copyright
exceptions to meet domestic needs, such as for long distance education. Instead of
allowing for national variation to meet individual countries' needs, TPM enforces a
narrowing of norms, imposing globally the most restrictive rights concept.
From the aforementioned impact of TPM on fair use exception, it
shows that TPM disvalues fair use exception, and eliminates public interest
flexibilities. TPM can cause troubles or obstacles to right users, especially those in
the developing countries, who are consumers of information, in learning or doing
research, spreading the knowledge. It has been noted that if there is no fair use
exception, copyright owners wil have a complete monopoly over learning, and, thus,
control access to knowledge in the digital age. The develoP,ment of human resource
between developed countries as information rich and developing countries as
information poor will be obviously different.

4.2 Analysis of Specific Impact of TPM on Fair Use m Thai
Copyright Law

ROT1t

Knowledge depends on access to information. Fair use principle is a key
factor in accessing information and acquiring knowledge which are the key to social
and economic prosperity. Fair use principle is subject to general principle, which is
called "Three step test" as a general exception provided under the Berne convention,
TRIPS agreement and the WCT. These treaties require their Contracting States to
enact exceptions within the confines of the Three-step test. Many developed and
developing countries provide fair use principle which gives limitations on or
exceptions of copyright infringement. It limits the exclusive right of the copyright
owner in order to allow the copyright users to access or to use copyright work
without the permission of and the payment to the copyright owner. Similar to other
countries, Thailand also provides the fair use principle in the Copyright Act B.E.
2537 in line with the conventions of which Thailand is the member, namely, Berne
Convention, TRIPS Agreement. The Act provides fair use exception to allow right
users to use copyright materials for fair use purpose such as for research or study, for
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personal benefit, domestic benefit, comment or criticism and for teaching or
educational purpose.
Nowadays, as in digital environment, the technology advancement results in
great expansion of the digital system. Many authors or copyright owners in both
developed or developing countries increasingly produce and disseminate their digital
works through electronic means such as e-books on the Internet, CDs and DVDs.
Meanwhile, they develop TPM as technological tool to prevent unauthorized access.
Consequently, digitalization, which makes such consumers' ability easier to access
information in copyright materials, becomes more difficult for consumers in
accessing to copyright works due to the grotection of TPM is created by right
holders.

TPM seems to be an effective measure to respond and deter the easy

infringement in digital era as well as benefits of copyright owners to have additional
copyright protection rather than provided by traditional copyright law. However, it
is also the measure to prevent legitimate users, especially in Thailand, which needs a
lot of information, from accessing to or using of copyright materials for fair use
purpose. It is very significant to stimulate development in education, science and
free communication of Thailand.

4.2.1 Difficulty of Information Access

TPM, in both forms of the access control or copy control, itself cannot
differentiate between infringing and n on-infringing uses of the works such as fair use
and use of public domain works. It prevents not only any person who

m~y

intend to

infringe copyright but also any person is permitted by fair use exception under the
Copyright Act B.E.2537.

For instance, it prevents the legitimate private digital

copying and practices which have been important for educational purposes and not
for profit. Thus, TPM may causes "fair use" exception become inapplicable and
substantially affect upon Thai right users in accessing information and obtain
information from all around the world even though such access to or use of copyright
works will not conflict with a normal exploitation of the copyright work and it does
not unreasonably prejudice the legitimate right of the owner of copyright. In some
situations, despite right users pay some remuneration for using copyright works, they
still could not use them because of the implementation of TPM by right holders. For
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Example, Miss A purchases lawful CD of a movie, but she cannot play it with
computers because the right holder sets TPM in the CD to prevent playing it with the
computers, but allow playing only in a CD player.
In additions, TPM affects on education which is the most significant
factor for achieving the goals of social and economic development of Thailand.
Currently, many students and education institutions in Thailand apply digital
technology for new teaching and learning methods.

Teachers and students use

laptops instead of textbooks in classes and learn digital contents such as PowerPoint
slides or video and audio clips in classes rather than before. Fair use exception
enables Thai academics, teachers, students and researchers to use or enjoy digital
works when they are engaging in research or study or educational purpose without
any liability. Particularly, the fair use is important to educational institutions because
they principally concern with the development and maintenance of the store of
knowledge and the free flow of ideas and

~nformation.

However, TPM becomes a

measure which obstructs activities of student, teacher and education institutions for
the educational purpose. For example, a student cannot copies the digital article to
do his assignment in his course of study, or a teacher cannot copy or display a digital
chart which is on a website during his/her teaching or examination in class because it
is controlled by TPM.
Furthermore, TPM also causes the effect upon library as educational or
learning source outside the school, to accompljsh its objective.

Library is the

important custodians of knowledge and the primany access point for knowledge to

.

the vast majority of the public. The fair use exception in Thai Copyright Act allows
them to reproduce or gather all copyright works in both printed contents and
electronic contents within library, or reproduce copyright for learning of students,
researchers, teachers, scientists and the ordinary citizen without taking course in the
educational institution. Nevertheless, TPM in e-books may prevent library from
making copies of digital contents in their collections for the purposes of preservation,
replacement or making contents accessible to the public. Moreover, despite library
lawfully purchases e-books with TPMs authorization, such TPMs may prohibit them
from sharing, lending it to someone else, or limiting how many times it has been
watched. The fair use application of libraries is destroyed by TPM. Accordingly, if
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the fair use principle did not exist, it is likely that many materials especially foreign
works would either be unavailable or too expensive to Thai right users.

4.2.2 Access Fees
Apart from the barrier of TPM which prevents access to or use of
copyright works, some TPMs prevent people from access to the copyright works
except for authorized users who have paid fees. Copyright owners are free to charge
as much as they want, and they may charge much more than necessary for them. The
cost associated with gaining authorization from copyright owners to make use of
works is too burdensome in Thailand as information consumer country. Such TPM
restricts many Thai right users to access to or use of information because they do not
have enough money to pay, particularly, for foreign copyright works. Obviously, the
Internet has tremendous amounts of free materials. Most of Thai right users thus rely
on Internet to find information with lowest or free cost.

However, such TPM

seriously hinder the use of the Internet for fair use purposes, especially for teaching
and learning purpose.
For instance, Merica, a law student at Assumption University, wishes to
gain access to only a portion of the article which is only available on a website for
writing a research paper.

She visits the website but she finds that the website

encrypts log in and password for gaining access to the article. She can only login by
subscribing to the website for $30 a year. She thinks it maymot be worth subscribing
to the website because that article may not even be relevant to her research. If she

..

does not pay for subscription, she could not enter it although she only intends to use
the article for fair use purposes.
From above example, it shows that such TPM established in the article
force such student to get the copyright owner's permission by paying a fee before
accessing to the copyright work.

Such TPM will become the "pay per use"

mechanism which restricts Thai people to use copyright materials even for fair use
purpose.

In additions, apart from access fees, such TPMs are also used in

conjunction with contracts or conditions in non-negotiable form as imposed by the
copyright owners. They result in enabling right holder to employ a greater degree of
control over their works than is permitted by law. They expand the rights controlled
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by the copyright owner and modifying or overriding the legitimate use or access to
works as provided by the fair use exception in Thai Copyright Act.

Since such

TPMs only authorized the person who is willing to pay, this case is against the fair
use concept which allows the legitimate use of copyright materials without the prior
permission of the copyright holder and without paying a fee.

4.2.3 The Possible Way to Adopt TPM in Thai Copyright Regime
In order to guarantee that TPM which is created by right holders, would
not be destroyed as well as their copyright materials will not be infringed, TPM,
currently, is stronger because it is protected by "anti-circumvention" provisions in
the WCT as well as in many developed and developing countries such as United
States of America, German, England, France, Australia, South-Africa, Singapore and
Malaysia. Because TPM generally divided in two categories; access control TPM
and copy control TPM, some countries protect both of them, but some protect only
one of them. Even though these countries contain different details, they have the
same protection system of TPM that is prohibiting any person to c·rcumvent TPM by
considering the circumvention as illegal. It shows that the legal protection of TPM
in many other countries supports TPM in copyright works. It causes many foreign
right holders to increasingly apply TPM in their copyright works because of more
copyright protection. As a result, Thai people, who consum.e a lot of information
particularly information from foreign countries, face the problem of having access to
foreign copyright works which are protected by TPM even for fair use purpose
.
.
Even Australia, as developed country, and Malaysia, as developing
country, which already have provided the legal protection of TPM in their domestic
copyright laws still face the impact of TPM provisions on the right of fair use
invoked by their right users as the researcher already mentioned in Chapter 3 which
can be concluded as follow;
Australia only sets the liability of circumventing access control TPM,
which protect accessing to read, view or copy the content but there is no provision
concerning copy control. Therefore, the violator has no liability if he circumvents
copy control TPM. The researcher noted that circumvention access control TPM is
separate liability from the infringement of copyright. If a person circumvents access
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control TPM and reproduces the content, he/she will be charged with circumvention
and copyright infringement. On the contrary, circumvention of copy control TPM is
not considered to be a violation of TPM, even he/she intends to infringe copyright.
He/she will only be charged with copyright infringement pursuant to the prior
copyright la\\', no additional penalty from the such law. On the contrary, Malaysian
law prohibits both circumvention of access and copy control TPM.

From the

researcher' s points of view, as copyright legislation worldwide expressly recognized
the exclusive rights of authors to control the reproduction and dissemination of their
works, the protection of copy control adds no new right to the existing bundle of
exclusive rights extended to authors. There is some degree of supporting to protect
copy control TPM because it is linked to the infringement of exclusive right of
copyright owners. The double protection will respond and diminish infringement.
On the other hand, access control of TPM affects to non-infringing
users by blocking them from access copyright works. Despite they only intend to
read or view, not to copy or disseminate the contents.

More importantly, both

Australian and Malaysian Copyright Law do not consider access to the works as
illegal because they do not provide that only the copyright owners have the exclusive
right to access their works. Moreover, the WCT, of which Australia is the member,
does not provided any Article on the control of access to read or view a work.
Article 11 expressly states that only protected TPM are used by authors in
connection with the exercise of their rights under this treaty or the Berne Convention
and that restrict acts, in respect of their works which are not authorized by the

..

authors concerned or permitted by law. Article 11, therefore, protects only the TPM
that protects the exclusive rights granted by the WCT. The laws of such countries,
which give the protection of access control, extend the right to copyright owner
beyond treaties and their previous laws.
Nonetheless, even though, Australia and Malaysia has TPM protection,
but the Australian law places an importance on fair use by providing clear specific
exemption that allow right users to circumvent access control TPM for fair use in
certain situations such as activities covered by the libraries and archives exception,
activities covered by statutory licenses for educational institutions and institutions
assisting people with a disability including activities on computer softwares such as
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the right of reproduction for making interoperable products, to correct errors, for
security testing, encryption research and protection of online privacy. However, the
exemption of this law is too narrow. It is good and clear to have specific provisions
which are separated from exception to copyright infringement to cope with some
problems or some circumstances in relation with TPM but it does not cover all fair
use exceptions namely exception of personal use or private study or research for
educational purpose which is essential to humanity and development of countries. In
contrast, Malaysian Copyright Act 1987 provides that circumvention of TPM,
whether access or copy control, is an infringement of copyright. The Act does not
clearly provide any specific exceptions of anti-circumvention provision. It still leads
to the problem in Malaysian that whether a person has a right to make use of the fair
use allegation, if he circumvents TPM in order to access to the contents for his
research or educational purpose.
As aforementioned, it shows that even Australia, as developed country
and provider of a lot of information, still has the problem on TPM provisions.
Likewise, Malaysia still does not have clear the scope of TPM provision.

If

Thailand, as developing country which needs a lot of information, provides legal
protection of TPM similar to Australian law and Malaysian law, such protection will
affect Thailand to face the hardship in access to or use of information or knowledge.
Even if Thai Copyright law provides specific exceptions to allow circumvention for
fair use like Australian law, in fact most of Thai right users, unlike right users in
developed countries, do not have computer skills or technical abilities to inventing
devices or equipments for TPM circumvention by themselves. They are not capable
of access to information anyway unless they have to buy tools or programs to hack or
unlock TPM in order to access information. If Thai Copyright law also prohibits
dealing or trafficking the circumvention devices and services like Australia, they
may not be able to buy, or have difficulty to buy the circumvention tools. If such
circumvention tool is not available, the fair use exceptions will lose their meaning.
Nowadays, The Copyright Act 2537 has not yet provided the legal
protection of TPM, but it is now in the process of amendment by adding the legal
protection of TPM, and such copyright draft is not yet enforced.

In case the

Amendment of Thai Copyright Act is effective, the researcher is of opinion that it
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may cause some trouble later on because the draft of TPM provision adopts and
follows the DMCA of America and FTA which America made an agreement with
other countries. The drafted TPM provision in details is similar to TPM provisions
in the Australian Copyright Act 1968 because Australia follows DMCA and FTA
which made between Australia and America (AUSFTA). As aforementioned, the
model of the law comes from the developed countries which have no need of
information as much as Thailand such as Australia still faces the problem of TPM on
its fair use exception.

Thailand still needs and depends on foreign information.

Hence, the draft may hinder copyright users to effectively apply the fair use principle.
Thailand should not support or protect access control TPM which
prevent access to copyright works. If Thai right holders apply access control TPM,
public cannot exercise the fair use defence in any case by the reason that fair use
principle under Thai Copyright Law and treaties, of which Thailand is the member,
is a defence for the acts of infringement to exclusive rights of the copyright owner
such as right of reproduction, right of adaptation or right of dissemination to a work.
Therefore, the fair use principle is not a defence for accessing to copyrighted work
because copyright owner does not have the exclusive right to access his copyright work.
However, there are some legal problems on having access to information on
the Internet by browsing 146 or caching 147 in many countries.

Such caching and

browsing are parts of temporary reproduction, which is the reproduction by the
technical process done by a complllter program or a machine without human

146

Browsing is the term used when an Internet user uses a browser to locate

and display web pages. When an Internet user opens a web page, the computer will
operate by temporarily storing the content of that page in its random access memory
("RAM") in order to display the page on the computer monitor.
147

Catching is the term used when the browser keeps in the RAM and hard

disk of the user's computer copies of the texts and images of web pages visited, in
order to help facilitate the quick revisiting of those web pages.

Such texts and

images don't have to be downloaded to your computer all over again.

Because

accessing your computer's hard disk is much faster than accessing the Internet,
caching Web sites can speed up Web browsing significantly.
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intervention. 148 Some countries such as U.S. provide that to perform the result in the
computer screen in the course of browsing or caching is temporary reproduction
which such act shall be deemed to be copyright infringement. Therefore, as access
control TPM prohibits all access even temporary reproduction, the legal protection in
access contr_ol TPM in its copyright law may assist copyright owners to reduce the
infringement of copyright on the Internet.

However, some countries such as

Australia provides exceptions that such temporary reproductions made in the course
of browsing or viewing copyright material on-line, and in certain limited types of
caching is not subjected to the infringement of copyright. 149 The researcher agrees
with the latter principle because reading or watching the website without
downloading the information is different from photocopy or makes a copy in other
kinds of work. The user only intends to search or read the website. He does not
have any intention to make a copy, but such copy is incidentally made in temporary
by technological reason as mentioned above. In Thailand, the Copyright Act B.E.
2537 does not provide explicit legislation, and there is no court decision in any case.
The Act is still unclear that whether or not temporary reproduction constitutes
copyright infr"ngement.

150

The Draft of Copyright Amendment adopted and

followed DMCA which provides that the temporary copy is as the copyright
infringement, therefore, in researcher's opinion, temporary reproduction should not
be considered an infringement under Thai copyright law, but should be considered
one of exceptions of copyright infringement in the Act like Australia. As a result,
there is no reason for Thailand to provide the legal protection of access C!>ntrol TPM,
since temporary copy is not the exclusive right of the copyright owner. On the
Contrary, if Thailand provides the legal protection of access control TPM for

148

Wariya Lamlert, "International Uncertainty in the Exceptions for

Individual Use in Copyright Law: A Comparative Study of Australia and Thailand,"
p. 106.
149

Section 43(B) and 11 l(B) of the Copyright Act 1968.

150

Saravuth Pitiyasak, Can Thai Copyright Laws be Properly Applied to

Internet Activities?, At http://www.thailawforum.com/articles/copyrightlawl .html,
(last visited 11 November 2009). ·

76

preventing infringement from the access to website, it will affect and stop users to
access to information. Consequently, it would restrict information access on the Internet.
In case of copy control, there is some degree of supporting the legal
protection of copy control TPM applied by the copyright owner because it is linked
to the infringement of exclusive right of copyright owners. It is also acceptable that
the law will prohibit producing or distributing the circumvention devices and
services, since such prohibition will deter piracy more effectively. Both of them are
good measures to deter piracy in digital world which duplication of and
communication to copyrighted works are easy, cheap, high speed with no loss of
quality. It makes right holders feel more confident that their works will not be
infringed. It also encourages Thai people to produce or develop new works which
may generate income to them and Thailand the same way Harry Potter done to J.K.
Rowling and the U. ..
However, the researcher is of view that if The Copyright Act B.E.2537
broadly provides the legal protection for TPM by prohibiting the production or
distribution of all devices and services which are used for circumvention of TPM, it
will obstruct the public in applying fair use principle which is provided by the
Copyright Act B.E. 2537. There should be exceptions or limitations for an act of
circumvention of TPM as well as an act of production or distribution of
circumvention device and service which are done for fair use objective. In order that
the principle of fair use provided in Thai Copyright Act is still enforceable to digital
copyrighted works which are controlled by TPM as same as to printed copyrighted

.

works which is publicized in the original way.
If Thailand provides TPM provisions in line with the WCT or other

countries, Thailand should create TPM provision in Thai Copyright Law in
accordance with the treaties which was joined by Thailand. Thailand shall consider
the economics condition, social condition, the level of technology and pubic interest
in Thailand. Thailand should not follow the law of other foreign countries without
considering these factors.
Apart from the above analysis, the researcher is concerned about the
unfairness of the restrictive TPM protections provided for the copyright works in the
digital forms comparing to the ordinary protection (exclusive rights) on printed
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materials in the analogue world. This can cause the discrimination of the work
protection in the digital age.

This discrimination is evidenced in the TRIPS

Agreement. The TRIPS Agreement provides a principle of non-discrimination laid
down to protect the intellectual property products. In case of patent products, the
TRIPS

Agr~ement

has often mentioned about as prevent on of any different

treatment under patent law of various products or sectors. Similarly, in case of
copyright, all copyright works should equally be protected but the legal protection of
TPM can apply only on copyright works in digital forms, not analogue form because
TPM practically cannot be used in printed materials.

Therefore, it is a kind of

discrimination because it means that l1hailand does not protect the copyright work
equally. In other word, digital copyright works are more legally protected by law
than analogue works. Analogue works can easily be copied because there have no
protective instrument like TPM in digital copyright works. If Thailand encourages
the legal protection of TPM, it is encouragement of discrimination. It contradicts to
principle of TRIPS Agreement.

Even though, the legal protection of TPM is

provided in the WCT, but Thailand is not a member of WCT Thailand, so Thailand
should mainly consider the TRIPS Agreement. If Thailand ratifies the WCT later,
the implementation of TPM in Thailand still has to maintain the balance between the
interest of copyright owners and public interest.

The access or use of digital

copyright works should not be too restrictive. Otherwise, digital copyright works
will be overprotected while analogue works are only protected by traditional
copyright law.
While, the Copyright Act does not provide the exclusive right to access
to in copyright works, right holders do not have right to prevent right users from
access their works, the Act does not provide the right users a right to have access to
such works either. In practice, despite the right holders do not have such exclusive
right, they already have more chance and better right to have access to their own
works anyhow. Right users cannot access to the works if they are not authorized by
right holders.

Another issue that should be considered is that even though the

researcher supports right users to access the works, the unauthorized access to the
copyright works by hacking or circumventing TPM is a crime pursuant to Computer
Crime Act B.E.2550; even the access is for fair use purpose. Therefore, the half way
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solution between Computer Crime Act and fair use principle in the Copyright Act is
that using of copyright works should be authorized by right holders, but. TPM
should not be overprotected or too restrictive. The researcher insists that the access
to copyright works for fair use is still a necessary matter for Thailand.
_ Thailand still has to concern that access to knowledge is one of the key
factors which generate the growth of countries including Thailand. Limiting access
to the copyright works will inhibit the learning potential of Thai people and it will
result in an effect on developing literature skills. Therefore Thai Copyright Act
should need to serve the public interest in permitting reasonable access to, and use
of, copyright materials for the purposes of education, teaching, research and
innovation, and the dissemination of knowledge.

The law should maintain the

purpose of copyright, which is to balance between the copyright holder's right and
public interest, not only in hardcopies but also softcopies as well. Fair use exception
is the solution to help public interest to use copyright work without liability. Fair use
encourages education, research and library uses which are essential to development
of human resource. Therefore, Thailand should carefully consider ways to create the
legal protection of TPM to ensure that the use, access, and distribution of knowledge
for fair use will not be unduly constrained because fair use principle allows people to
use other' s copyright work to create their own work or to make it more complex. It
develops the human resources which develop the country eventually.

On the

contrary, copyright law should not give rights holders the additional privilege to use
TPM to override the exceptions and limitations to copyright and distort the balance
set in international and domestic copyright legislation, and should provide further the
measure to control right holders from improperly use ofTPM or taking advantages of
the right users. If they do, they should be punished by the law, for example, the law
may prohibit the right owner from using TPM with the copyright work which has
already fallen into the public domain, or the law may prohibit right holders causing
damages to right users, prohibit right owner from using TPM in the ways which
obstruct fair use principle.
Nonetheless, if Thailand inappropriately protects TPM, TPM will affect
copyright users from fully applying fair use principle to access the knowledge. It
will create obstacle to the education, scientific advancement and the spread of
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information or knowledge or causing monopoly in the field of copyright products. It
can harm human resources development and the potential of people in Thailand.
There will be no further development in this country.

Chapter 5
Conclusion and Recommendation
5.1 Conclusion
The objective of copyright law is to maintain the balance between the interest
of copyright owners and the public. It can be found in the principle under the
copyright law system, including international treaties and domestic copyright laws of
countries around the world that it gives the protection to the copyright owners in
their copyright works. Meanwhile, it also limits copyright owners' rights in order to
maximize the public interest. A fundamental component of maximizing the public
interest is allowing the free flow of knowledge, ideas and information. Fair use is a
key answer to accomplish this goal. Fair use exception, which allows public to use
copyright works without the permission of and payment to copyright owners fosters
education, free communication and scientific advancement in both developed
countries and developing countries. Especially, fair use exception is very important
to Thailand as developing country which still needs a lot of information from other
countries. Fair use accelerates research, enriches education, shares the learning of
the other countries with Thailand as well as Thailand with the other countries. Most
of Thai people have to rely on the fair use exception to access to or use of right
holder's copyright contents so as improve their learning and the ability of future

.

generations to continue to produce new works. Indeed, users today may be authors
tomorrow, and authors today may be users tomorrow.
Nowadays, copyright works, especially digital materials are easily infringed
because reproduction is easy, fast and maintain the same quality as the originals.
Many authors and right owners, therefore, create TPM to control or prevent users
from accessing, copying and other activities to deter the copyright infringement.
However, many Thai right users have to face the problem in the unlimited
application of TPM by copyright owners in copyright works, for example, they use
TPM as monopoly instrument for achieving anticompetitive objective by
manipulating markets to the detriment of consumers, rather than protecting content
or create produce TPM to obstruct the transfer of technology and technological
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innovation. In addition, they may apply TPM in their works which fall into the
public domain. More importantly, TPM makes Thai fair use exception which is
enacted in the Thai Copyright Act B.E 2537 inapplicable because the work is
protected by TPM.

Thai right users cannot fully apply fair use exception to

copyright 'Yorks in digital format as much as apply fair use exception to printed
copyright material because many digital copyright works are protected by TPM. It
can override and effectively eliminate fair use exception because such TPM do not
distinguish between legitimate uses which are permitted by law and uses which are
infringement of copyright.

The TPM, which prevents a person from making

infringing copies of a copyright works, may also prohibit legitimate right to use such
works for fair use purpose. Moreover TPM with access fees and non-negotiable
agreement are created freely by copyright owners as they want have a great impact
on Thai right users to use copyright works. It makes student, researcher or teacher
unable to access to or copy of copyright works although such use is for education
purpose. It obstructs the objective of libraries in collecting various digital works for
rendering the service to another library and the public. It makes people unable to use
such works for personal use or other activities, which does not conflict with a normal
exploitation of the work and it does not unreasonably prejudice the legitimate interest
of the copyright owners, which is the general exception provided under the treaties of
which Thailand is a signatory and under 32 of the Copyright Act B.E.2537.
One of the most important problems of TPM is that, TPM is commonly used
in two ways which are "access control" and "copy control". Many cop~right owners
use access control such as password or encryption to prevent unauthorized access to
their copyright contents. The users can not read or view such contents although they
do not intend to copy or infringe the content. The application of access control is the
extension of the right by copyright owner rather than granted by the law.

The

international treaties and national copyright law of other countries including Thai
Copyright Act, do not give the copyright owners the exclusive right to access their
works, as well as do not prohibit users to read or view the copyright works any how
because the copyright law aims at maintain public interest in access to and use of
copyright materials.
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Considering that Thai Copyright Act B.E. 2537, it should be noted that the
Act does not provide the legal protection of TPM in copyright works as same as
many developed countries and developing countries such as Australia and Malaysia.
The laws of these countries prohibit users from circumventing TPM. Thus, Thai
right users can circumvent or disable the TPM in copyright works to access or use
-

such works because the law does not prohibit such action. However, in the matter of
fact, TPM is still obstructs access to or copying of such works even such use are
fallen under fair use exception by the reason that most Thai users do not have the
technical abilities to circumventing TPM, and they must depend on circumvention
devices which is supplied by third parties. If such circumvention device is not
available, the fair use exception will be meaningless.
As mentioned above, despite Thailand does not provide the law concerning
TPM, the application of TPM by copyright owners still affects users by preventing
them from access or copy even for fair use purpose.

Even Thailand has legal

protection concerning TPM in Thai Copyright system in accordance with TPM
provisions of foreign countries; it still affects Thai right users even in access or use
the work for fair use. Malaysia is one of developing countries which still faces the
problem on the application of fair use to TPM provision because of its unclear
provisions. Further, Australia, which is developed country, provides many permitted
purposes or fair use exceptions of TPM protection but they do not cover in every
field of fair use principle. TPM problem q,ccurs to

ost of countries around the

world in both developing countries and developed countries.

..

Therefore, if TPM is improperly used in Thailand, TPM will affect copyright
users from fully applying fair use principle to access to the knowledge. It will create
obstacle to the education field, scientific advancement and the spread of information
or knowledge. It can harm human resources development and the potential of people
in Thailand. There will be no further development in this country.

5.2 Recommendation
Even though, at the moment, Thailand has no legal protection concerning
TPM, copyright owners broadly use TPM to control accessing to or copying of their
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copyright works.

Consequently, copyright right users will face the problem of

legitimacy in the access to or use of such works under fair use exception because of
the accessibility control by TPM.

Therefore, the researcher divided the

recommendations into two situations. First, the researcher recommends the solution
for the period of time that the law concerning TPM is not yet enforced, and second,
what Thailand should take into account when drafting such provisions.

5.2.1 Situation Today without the Enforament of the Copyright Law
Concerning TPM
At this moment, while waiting for new TPM prov1s10ns m Thai
Copyright Act, we must figure out the way to prohibit the excessive use of TPM that
prevents people from accessing digital information and to ensure that the public can
enjoy the fair use defence as same as when they exercise it with print formats such as
using copyright works, especially using for non-commercial purpose, such as for
individual use, and research or study. In researcher's opinion, the solution may be
divided in two ways as below;

Non-Commercial Use for Educational Purpose
The researcher supports libraries, educational institutions or nonprofit organizations, especially libraries in a non-profit organization or educational
institutions, which are the biggest intellectual storage to facilitate the access to vast
and diversity of copyrighted books, news, journals and other materials. for students,
researchers, teachers or public, to create their websites on the Internet. They should
provide subscription of on-line information service providers such as Lexis Nexis
and West Law to allow their patrons to have access to copyright works gathered in
their websites. The mentioned pattern of subscription may appear in the form of
licensing agreement between libraries and on-line information service providers as
right holders by making terms of agreement and amount of money, so that the
libraries can provide right holder's work for the patron to use it for non-commercial
purpose.

Such subscription licensing agreement protects libraries from civil and

criminal liability in providing information to right users.

This method does not

create too much burden to libraries because libraries normally have duty to provide

84

information to the public, and licensing agreement is an instrument for libraries to
legally provide copyright works in accordance with the agreement. Libraries may
provide a personal password or another process to each patron that allows him/her
gaining the . access of websites without fee charging.

If patrons would like to

reproduce e-books ore-contents for fair use purpose in libraries' websites, libraries
may force their patrons to fill the registration form requesting the permission of
libraries to reproduce copyright contents for such purpose. Then, libraries will assist
right holders in checking the objective of reproduction and screening the people who
truly use the copyright work for fair use. This method helps right users to access
copyright works gathered in library's website without the obstacle of TPM. If right
users access through search engines or Google, the right owners shall freely use TPM
to protect their works because they do not want just anyone to have access to their
information.
In case the access of educational CDs or DVDs which libraries
lawfully purchased and are provided in libraries for educational purpose, there is no a
problem for watching or viewing the contents of CDs or DVDs because the
copyright owners normally apply only the copy control TPM in such audio-visual
works. However, the researcher is of view that it is not necessary for libraries to
make copies of such items in order that they might be lost or they could be damaged
because libraries can provide original CDs or DVDs each patron to borrow it, and
he/she can exclusively uses them within the libraries for a period of time. The
advantage of this method is that libraries do not have to ask for permission in making

.

a copy of CDs or DVDs protected by TPM from right holders by the reason that they
can rotate the original one to their patrons within one day which is faster than
lending books or magazines. Nevertheless, if it is rare CDs or out-of-dated DVDs,
libraries may ask a permission of right holders or publishers, which right holders
authorize to distribute their works, to reproduce them by using the right granted by
Section 34 (1) of the Copyright Act B.E. 2537 because the mentioned copying does
not conflict with a normal exploitation of the work, and does not unreasonably
prejudice the legitimate interest of copyright owners stipulated in Section 32
paragraph 1 of the Copyright Act B.E. 2537.
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2. Non-Commercial Use for Personal Purpose
In the situation where consumers lawfully purchased CDs or DVDs
contained copy control TPM, and want to copy for their private use or their own
benefit such as for preventing lost and malfunction of the purchased copyright work,
the researcher suggests that the right user may exercise the right provided in Section
32 (1) and (2) of the Copyright Act B.E. 2537 to request copyright owners or
publisher, which right holders authorize to distribute their works, for reproduction or
to attend to libraries for requesting the consent form in order to duplicate such works
only for rare CDs or DVDs which are out-of-date because the mentioned
reproduction does not affect the economic right of copyright owners pursuant to
Section 32 first paragraph anyhow. However, if it is the reproduction of CDs or
DVDs which can be bought in the market, right users cannot make a copy all part of
them because the law allows to copy only in some part, otherwise they might be in
breach of Section 32 first paragraph of the Act.
As mentioned above, both methods balance the advantage of right
holders and right users. While such methods enable copyright users to enjoy using
copyright works for fair use purpose, they also prevent and avoid copyright users to
infringe copyright materials.

5.2.2 Situation with the Enforcement of the Copyright Law Concerning TPM

If Thailand enacts or adopt TPM provisions ·n Thai copyright Law for
to be in line with the WCT, the legislature has to consider the following facts;

..

1. Thailand should concern the impact or the effect of the application
of TPM on the economic, social, cultural, and technological development of
Thailand before adopting or creating the legal protection of TPM by following the
WCT or other countries.
2. To guarantee that fair use exception will not be disvalued or
eliminated by the application of TPM, the legislature should enact the TPM
prov1s1ons in the Thai Copyright Act B .E. 2537 only after having thoroughly
considered the information access ability for Thailand. To accomplish this, fair use
exception should remain and must not be overridden by TPM provisions.
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3. Thailand should not stipulate the protection in "access control'',
which is used by copyright owner, because the Copyright Act does not allow them to
prohibit others from access. Therefore, they have no right to create access control in
their works.

On the other hand, they can create "copy control" in their works

because they have exclusive right to reproduce or disseminate their work. Copy
control helps the copyright owners to control or prevent right users from copying,
and dissemination of copyright works or other activities that are linked to the
infringement of copyright. It seems to be an appropriate measure in this digital age
for the copyright owner to deter infringement of digital copyright works which are
easy, cheap, speed and perfect reproduction or dissemination of such works.
However, the protection of TPMs should be limited by appropriate limitations and
exceptions on the application and use of TPMs that include access or use copyright
works for educaf onal purposes, for systematic instruction in a distance learning
context, private copying, personal use and other uses recognized in the print era.
Further, the Act should permit the use and distribution of circumvention devices and
services that are intended for fair use and other lawful purposes.
4. Thai copyright law limits the claim on the fair use exception.
Section 32 is the main provision concerning public right in using the copyright work.
It is the only exception. The public cannot use this right as positive right. It is

different from United States copyright law which is broadly open for more claims.
Under Thai copyright law system, the defendant cannot argue that the copyright
owner improperly exercise his/her right, so the law should provide the right users,

..

the right to claim or force copyright owner in providing access or copy of copyright
work which is protected by TPM for fair use purpose.
5. In case of copyright goods such as CDs, VCDs and DVDs
controlled by TPM, the researcher is of view that the copyright owner should provide
the purchaser the affixed label presented the existing of TPM on such goods. This is
because the lawful purchasers should be informed for the characteristics and quality
of such goods before making a decision to purchase it. This label can enhance a fair
protection to consumers.
Last but not least, in providing the domestic law and other
consideration, everyone should be reminded that the TPM is designed for enforcing
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copyright and preventing the infringement. It was not designed to prohibit the public
from using the legal right in copyright law or using the provisions for other
objectives outside the scope of the law.
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